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Preface

SystemAdministration Guide: Basic Administration is part of a set that includes a significant part of
the SolarisTM system administration information. This guide contains information for both SPARC®
based and x86 based systems.

This book assumes you have completed the following tasks:

� Installed the SunOSTM 5.10 Operating System (Solaris OS)
� Set up all the networking software that you plan to use

The SunOS 5.10 release is part of the Solaris product family, which also includesmany features,
including the Solaris CommonDesktop Environment (CDE). The SunOS 5.10 OS is compliant with
AT&T’s SystemV, Release 4 operating system.

For the Solaris 10 release, new features that might be interesting to system administrators are covered
in sections calledWhat’s New in ... ? in the appropriate chapters.

Note –This Solaris release supports systems that use the SPARC and x86 families of processor
architectures: UltraSPARC®, SPARC64,AMD64, Pentium, and Xeon EM64T. The supported systems
appear in the Solaris 10 Hardware Compatibility List at http://www.sun.com/bigadmin/hcl. This
document cites any implementation differences between the platform types.

In this document these x86 related termsmean the following:

� “x86” refers to the larger family of 64-bit and 32-bit x86 compatible products.
� “x64” points out specific 64-bit information aboutAMD64 or EM64T systems.
� “32-bit x86” points out specific 32-bit information about x86 based systems.

For supported systems, see the Solaris 10 Hardware Compatibility List.

WhoShouldUse This Book
This book is intended for anyone responsible for administering one ormore systems running the
Solaris 10 release. To use this book, you should have 1-2 years of UNIX® system administration
experience.Attending UNIX system administration training courses might be helpful.
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How the SystemAdministrationVolumesAreOrganized
Here is a list of the topics that are covered by the volumes of the SystemAdministration Guides.

Book Title Topics

SystemAdministration Guide: Basic Administration User accounts and groups, server and client support, shutting
down and booting a system,managing services, andmanaging
software (packages and patches)

SystemAdministration Guide: Advanced Administration Printing services, terminals andmodems, system resources (disk
quotas, accounting, and crontabs), system processes, and
troubleshooting Solaris software problems

SystemAdministration Guide: Devices and File Systems Removablemedia, disks and devices, file systems, and backing up
and restoring data

SystemAdministration Guide: IP Services TCP/IP network administration, IPv4 and IPv6 address
administration, DHCP, IPsec, IKE, IP filter, Mobile IP, IP network
multipathing (IPMP), and IPQoS

SystemAdministration Guide: Naming and Directory Services
(DNS, NIS, and LDAP)

DNS, NIS, and LDAPnaming and directory services, including
transitioning fromNIS to LDAP and transitioning fromNIS+ to
LDAP

SystemAdministration Guide: Naming and Directory Services
(NIS+)

NIS+ naming and directory services

SystemAdministration Guide: Network Services Web cache servers, time-related services, network file systems
(NFS andAutofs), mail, SLP, and PPP

SystemAdministration Guide: Security Services Auditing, devicemanagement, file security, BART, Kerberos
services, PAM, Solaris cryptographic framework, privileges,
RBAC, SASL, and Solaris Secure Shell

SystemAdministration Guide: Solaris Containers-Resource
Management and Solaris Zones

Resourcemanagement topics projects and tasks, extended
accounting, resource controls, fair share scheduler (FSS), physical
memory control using the resource capping daemon (rcapd), and
resource pools; virtualization using Solaris Zones software
partitioning technology

Solaris ZFS Administration Guide ZFS storage pool and file system creation andmanagement,
snapshots, clones, backups, using access control lists (ACLs) to
protect ZFS files, using ZFS on a Solaris systemwith zones
installed, emulated volumes, and troubleshooting and data
recovery

Preface
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Related Third-PartyWebSite References

Note – Sun is not responsible for the availability of third-party web sitesmentioned in this document.
Sun does not endorse and is not responsible or liable for any content, advertising, products, or other
materials that are available on or through such sites or resources. Sun will not be responsible or liable
for any actual or alleged damage or loss caused by or in connection with the use of or reliance on any
such content, goods, or services that are available on or through such sites or resources.

Documentation, Support, andTraining
The Sunweb site provides information about the following additional resources:

� Documentation (http://www.sun.com/documentation/)
� Support (http://www.sun.com/support/)
� Training (http://www.sun.com/training/)

Typographic Conventions
The following table describes the typographic conventions that are used in this book.

TABLE P–1TypographicConventions

Typeface Meaning Example

AaBbCc123 The names of commands, files, and directories,
and onscreen computer output

Edit your .login file.

Use ls -a to list all files.

machine_name% you have mail.

AaBbCc123 What you type, contrasted with onscreen
computer output

machine_name% su

Password:

aabbcc123 Placeholder: replace with a real name or value The command to remove a file is rm
filename.

AaBbCc123 Book titles, new terms, and terms to be
emphasized

Read Chapter 6 in theUser’s Guide.

A cache is a copy that is stored
locally.

Do not save the file.

Note: Some emphasized items
appear bold online.

Preface
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Shell Prompts in CommandExamples
The following table shows the default UNIX system prompt and superuser prompt for the C shell,
Bourne shell, and Korn shell.

TABLE P–2Shell Prompts

Shell Prompt

C shell machine_name%

C shell for superuser machine_name#

Bourne shell and Korn shell $

Bourne shell and Korn shell for superuser #

General Conventions
Be aware of the following conventions used in this book.

� When following steps or using examples, be sure to type double-quotes ("), left single-quotes (‘),
and right single-quotes (’) exactly as shown.

� The key referred to as Return is labeled Enter on some keyboards.
� The root path usually includes the /sbin, /usr/sbin, /usr/bin, and /etc directories, so the

steps in this book show the commands in these directories without absolute path names. Steps
that use commands in other, less common, directories show the absolute paths in the examples.

� The examples in this book are for a basic SunOS software installation without the Binary
Compatibility Package installed and without /usr/ucb in the path.

Caution – If /usr/ucb is included in a search path, it should always be at the end of the search path.
Commands like ps or df are duplicated in /usr/ucbwith different formats and options from the
SunOS commands.

Preface
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SolarisManagement Tools (RoadMap)

This chapter provides a roadmap to Solaris management tools.

� “What’s New in SolarisManagement Tools?” on page 21
� “Matrix of SolarisManagement Tools and Supported Releases” on page 24
� “Feature Descriptions for Solaris 10Management Tools” on page 25
� “Feature Descriptions for Solaris 9Management Tools” on page 26
� “Feature Descriptions for Solaris 8Management Tools” on page 27
� “Availability of SolarisManagement Commands” on page 28
� “ForMore InformationAbout SolarisManagement Tools” on page 30

What’sNew in SolarisManagement Tools?
The following tools are new or have changed in this Solaris release.

� Solaris 10 6/06: SunUpdate Connection support formanaging Solaris systems with zones
installed.

The version of the SunUpdate Connection software that is available in this Solaris release
supports the default patchadd behavior from a global zone on systems with one ormore
non-global zones installed. Formore information about the SunUpdate Connection suite of
products, see the documentation at http://docs.sun.com/app/docs/coll/1320.1.

� Solaris 10 1/06: SunUpdate Connection, System Edition 1.0 Software.

The SunUpdate Connection services enable you to keep your Solaris system up to date by giving
you access to all the latest fixes and features. You can choose to perform local single-system
updatemanagement or remotemultiple-system updatemanagement. Formore information, see
“What’s New in SoftwareManagement in the Solaris Operating System?” on page 309.

For information about installing and using the SunUpdate Connection software, see the Sun
Update Connection Collection at http://docs.sun.com/app/docs/coll/1320.1.

� Solaris 10 1/06: Basic Registration Tool.

1C H A P T E R 1
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To be eligible for all applicable Solaris patches and updates, youmust first register your Solaris
software and include an eligible service plan ID. Eligible service plans are described at
http://sun.com/service/solaris10/.

If you do not have a service plan, you can register your Solaris software and use SunUpdate
Connection product suite tomanage the hardware support and security patches that are available
on your system.

Note – Starting with the Solaris 10 6/06 release, you can use the Basic Registration Tool, Version
1.1 to create a registration profile and ID to automate your Solaris software registrations.
Changes to this version of the tool include software registration user interface revisions and
revised steps for registering a system.

For information about registering your system after you install the Solaris software, see the
Chapter 17.

� Solaris 10 1/06:Never Print Banner option in Solaris PrintManager

See “What’s New in Printing?” in SystemAdministration Guide: Advanced Administration for
more information.

These tools are new or changed in the Solaris 10 release:

� admintool – Starting with the Solaris 10 release, this tool is no longer available
� Package and Patch Tool Enhancements
� Sun PatchManager

Note –Use the SunUpdate Connection SystemEdition software tomanage patches and updates
on your Solaris system. The SunUpdate Connection software has the same functionality as the
Sun PatchManager 2.0 tools, with the addition of some new features and enhancements. For
more information, see Chapter 16.

� Solaris PrintManager

For a complete listing of new Solaris features and a description of Solaris releases, see Solaris 10
What’s New.

The following table provides a brief description of each tool and where to findmore information
about these tools.

What’s New in SolarisManagement Tools?
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TABLE 1–1Newor Changed SolarisManagement Tools in the Solaris 10 Release

Solaris Administration
Tool Description ForMore Information

SunUpdate
Connection, System
Edition

� You can locally manage updates on your Solaris system.
In addition, you can configure an update proxy to serve
updates to systems on your intranet.

� Remotelymanage updates on one ormore of your Solaris
systems.

SunUpdate
Connection Collection
at
http://docs.sun.com/

app/docs/coll/1320.1

Basic Registration
Tool

Starting with the Solaris 10 1/06, you can register your Solaris
systems by using one of the followingmethods:
� Basic Registration Tool registration wizard GUI
� Basic Registration Tool registration CLI
� SunUpdateManager GUI

Note – Starting with the Solaris 10 6/06 release, use the Basic
Registration, Version 1.1 software to register you Solaris
systems. In this version of the software, minormodifications
have beenmade to the graphical user interface (GUI) and the
steps to register a Solaris system.

Chapter 17

admintool This tool is no longer available.Alternative tools include the
following:
� SolarisManagement Console tomanage users and

groups
� Solaris Product Registry tomanage software
� Solaris PrintManager tomanage printers
� SolarisManagement Console tomanage terminals and

modems

“Setting UpUser
Accounts (TaskMap)”
on page 101

“Managing Software
With the Solaris
Product Registry GUI
(TaskMap)” on page
357

“Setting Up Printing
(TaskMap)” in System
Administration Guide:
Advanced
Administration

“Setting Up Terminals
andModemsWith
Serial Ports Tool
(Overview)” in System
Administration Guide:
Advanced
Administration

What’s New in SolarisManagement Tools?
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TABLE 1–1New or Changed SolarisManagement Tools in the Solaris 10 Release (Continued)
Solaris Administration
Tool Description ForMore Information

Package and Patch
Tools

Starting with the Solaris 10 release, the package and patch
tools have been enhanced. Use the pkgchk commandwith the
-P option instead of grep pattern
/var/sadm/install/contents. The -P option enables you to
use a partial path.

“Package and Patch
Tool Enhancements”
on page 312

Sun PatchManager The following features are included in the Solaris 10 version
of Sun PatchManager:
� PatchPro analysis engine
� Local-mode command-line interface
� Patch list operations

Chapter 20

Chapter 21

Chapter 22

Solaris Print
Manager

Expanded printer support in Solaris PrintManager includes
the following new ormodified features:
� Solaris 10 1/06: Never Print Banner option

� Solaris 10: Support for raster image processor (RIP)

� Solaris 10: Support for PostScript Printer Description
(PPD) files

� Solaris 10:New -n option to the lpadmin command,
which enables you to specify a PPD file when creating a
new print queue ormodifying an existing print queue

� Solaris 10:The lpstat command output displays the
PPD for a print queue that was creating by specifying a
PPD file

“What’s New in
Printing?” in System
Administration Guide:
Advanced
Administration

Matrix of SolarisManagement Tools andSupportedReleases
This section provides information about tools that are primarily used tomanage users, groups,
clients, disks, printers, and serial ports.

This table lists the various Solaris management GUI tools and whether they are currently supported.

TABLE 1–2Matrix of SolarisManagement Tool Support

Solaris 8 Solaris 9 Solaris 10

admintool Supported Supported Not supported

SolsticeAdminSuite 2.3 Not supported Not supported Not supported

SolsticeAdminSuite 3.0 Supported Not supported Not supported

Matrix of SolarisManagement Tools and Supported Releases
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TABLE 1–2Matrix of SolarisManagement Tool Support (Continued)
Solaris 8 Solaris 9 Solaris 10

SolarisManagement Tools 1.0 Supported Not supported Not supported

SolarisManagement Tools 2.0 Supported (Solaris 8
01/01, 4/01, 7/01, 10/01,
2/02 releases only)

Not supported Not supported

SolarisManagement Tools 2.1 Not supported Supported Supported

If you want to perform administration tasks on a systemwith a text-based terminal as the console,
use SolarisManagement Console commands instead. Formore information, see Table 1–6.

FeatureDescriptions for Solaris 10Management Tools
This table describes the tools that are available in the Solaris 10 release.

TABLE 1–3Descriptions for Solaris 10Management Tools

Feature or Tool Supported in SolarisManagement Console 2.1?

Computers andNetworks tool Yes

Diskless Client support Yes, a diskless client command-line interface is
available

Disks tool Yes

EnhancedDisk tool (Solaris VolumeManager) Yes

Job Scheduler tool Yes

Log Viewer tool Yes

MailAlias support Yes

Mounts and Shares tool Yes

Name Service support For users, groups, and network information only

Patch tool Yes

Performance tool Yes

Printer support No, but Solaris PrintManager is available as a separate
tool

Projects tool Yes

role-based access control (RBAC) support Yes

Feature Descriptions for Solaris 10Management Tools
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TABLE 1–3Descriptions for Solaris 10Management Tools (Continued)
Feature or Tool Supported in SolarisManagement Console 2.1?

RBACTool Yes

Serial Port tool Yes

Software Package tool No

System Information tool Yes

User/Group tool Yes

FeatureDescriptions for Solaris 9Management Tools
This table describes the tools available in the Solaris 9 releases.

TABLE 1–4 FeatureDescriptions for Solaris 9Management Tools

Feature or Tool Supported in admintool?
Supported in SolarisManagement Console
2.1?

Computers andNetworks tool No Yes

Diskless Client support No Yes, a diskless client command-line
interface is available

Disks tool No Yes

EnhancedDisk tool (Solaris
VolumeManager)

No Yes

Job Scheduler tool No Yes

Log Viewer tool No Yes

MailAlias support No Yes

Mounts and Shares tool No Yes

Name Service support No For users, groups, and network
information only

Patch tool No Yes

Performance tool No Yes

Printer support Yes No, but Solaris PrintManager is
available as a separate tool

Projects tool No Yes

RBAC support No Yes

Feature Descriptions for Solaris 9Management Tools
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TABLE 1–4 FeatureDescriptions for Solaris 9Management Tools (Continued)

Feature or Tool Supported in admintool?
Supported in SolarisManagement Console
2.1?

RBAC tool No Yes

Serial Port tool Yes Yes

Software Package tool Yes No

System Information tool No Yes

User/Group tool Yes Yes

FeatureDescriptions for Solaris 8Management Tools
The following table lists the tools that are available in various Solaris 8 releases.

TABLE 1–5 FeatureDescriptions for Solaris 8Management Tools

Feature or Tool
Supported in
admintool?

Supported in Solstice
AdminSuite 3.0?
(Solaris 8 and Solaris 8
6/00 and 10/00 only)

Supported in Solaris
Management Console
1.0?

Supported in Solaris
Management Console
2.0? (Solaris 8 1/01,
4/01, 7/01, 10/01, 2/02
only)

Diskless Client support No No No No, but a diskless
command- line
interface is
available as a
separate tool

Disks tool No No No Yes

Job Scheduler tool No No No Yes

Log Viewer tool No Yes No Yes

MailAlias support No Yes No Yes

Mounts and Shares tool No Yes No Yes

Name Service support No Yes No For users, groups,
and network
information only

Printer support Yes No, but Solaris
PrintManager is
available as a
separate tool

Yes No, but Solaris
PrintManager is
available as a
separate tool

Software Package tool Yes No Yes No

Feature Descriptions for Solaris 8Management Tools
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TABLE 1–5 FeatureDescriptions for Solaris 8Management Tools (Continued)

Feature or Tool
Supported in
admintool?

Supported in Solstice
AdminSuite 3.0?
(Solaris 8 and Solaris 8
6/00 and 10/00 only)

Supported in Solaris
Management Console
1.0?

Supported in Solaris
Management Console
2.0? (Solaris 8 1/01,
4/01, 7/01, 10/01, 2/02
only)

RBAC support No Yes (rights support
only)

No Yes

RBAC tool No No, but RBAC
command-line
interface is
available as a
separate tool

No Yes

Serial Port tool Yes Yes Yes Yes

User/Group tool Yes Yes Yes Yes

Availability of SolarisManagement Commands
This series of tables lists commands that perform the same tasks as the Solaris management tools. For
information on diskless client support, see Chapter 7.

Solaris 10 SystemManagement Commands
This table describes the commands that provide the same functionality as the Solaris management
tools. Youmust be superuser or assume an equivalent role to use these commands. Some of these
commands are for the local system only. Others commands operate in a name service environment.
See the appropriate man page and refer to the -D option.

TABLE 1–6Descriptions for SolarisManagementCommands

Command Description ManPage

smc Starts the SolarisManagement Console smc(1M)

smcron Manages crontab jobs smcron(1M)

smdiskless Manages diskless client support smdiskless(1M)

smexec Manages entries in the exec_attr
database

smexec(1M)

smgroup Manages group entries smgroup(1M)

Availability of SolarisManagement Commands
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TABLE 1–6Descriptions for SolarisManagement Commands (Continued)
Command Description ManPage

smlog Manages and viewsWBEM log files smlog(1M)

smmultiuser Manages bulk operations onmultiple
user accounts

smmultiuser(1M)

smosservice AddsOperating System (OS) services
and diskless client support

smosservice(1M)

smprofile Manages profiles in the prof_attr and
exec_attr databases

smprofile(1M)

smrole Manages roles and users in role accounts smrole(1M)

smserialport Manages serial ports smserialport(1M)

smuser Manages user entries smuser(1M)

This table describes the commands you can use tomanage RBAC from the command line. Youmust
be superuser or assume an equivalent role to use these commands. These commands cannot be used
tomanage RBAC information in a name service environment.

TABLE 1–7RBACCommandDescriptions

Command Description References

auths Displays authorizations granted to a user auths(1)

profiles Displays execution profiles for a user profiles(1)

roleadd Adds a new role to the system roleadd(1M)

roles Displays roles granted to a user roles(1)

This table describes the commands you can use tomanage users, groups, and RBAC features from
the command line. Youmust be superuser or assume an equivalent role to use these commands.
These commands cannot be used tomanage user and group information in a name service
environment.

TABLE 1–8 SolarisUser/GroupCommandDescriptions

Command Description References

useradd, usermod, userdel Adds, modifies, or removes a user useradd(1M), usermod(1M),
userdel(1M)

Availability of SolarisManagement Commands
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TABLE 1–8 SolarisUser/GroupCommandDescriptions (Continued)
Command Description References

groupadd, groupmod, groupdel Adds, modifies, or removes a group groupadd(1M),
groupmod(1M),
groupdel(1M)

Solaris 8 SystemManagement Commands
All the commands that are listed in Table 1–7 and Table 1–8 are available in the Solaris 8 release.

ForMore InformationAbout SolarisManagement Tools
This table identifies where to findmore information about Solaris management tools.

TABLE 1–9 ForMore InformationAbout SolarisManagement Tools

Tool Availability ForMore Information

SolarisManagement
Console 2.1 suite of
tools

Solaris 9 and 10 releases This guide and the console online help

SolarisManagement
Console 2.0 suite of
tools

Solaris 8 1/01, 4/01, 7/01, 10/01,
and 2/02 releases

SolarisManagement Console online help

admintool Solaris 9 and previous Solaris
releases

admintool

AdminSuite 3.0 Solaris 8, Solaris 8 6/00, and
Solaris 8 10/00 releases

Solaris Easy Access Server 3.0 Installation Guide

Diskless Client
command-line
interface

Solaris 8 1/01, 4/01, 7/01, 10/01,
2/02, Solaris 9, and Solaris 10
releases

Chapter 7

ForMore InformationAbout SolarisManagement Tools
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WorkingWith the SolarisManagement Console
(Tasks)

This chapter describes the Solaris management tools that are used to perform system administration
tasks. Topics include starting the SolarisManagement Console (console), setting up role-based
access control (RBAC) to use with the console, and working with the Solaris management tools in a
name service environment.

For information on the procedures associated with performing systemmanagement tasks by using
the SolarisManagement Console, see these taskmaps:

� “Using the SolarisManagement ToolsWith RBAC (TaskMap)” on page 39
� “Using the SolarisManagement Tools in a Name Service Environment (TaskMap)” on page 45

For information on troubleshooting SolarisManagement Console problems, see “Troubleshooting
the SolarisManagement Console” on page 52.

SolarisManagement Console (Overview)
The following sections provide information about the SolarisManager Console.

What Is the SolarisManagement Console?
The SolarisManagement Console is a container for GUI-basedmanagement tools that are stored in
collections referred to as toolboxes. The console includes a default toolbox withmany basic
management tools, including tools formanaging the following:

� Users
� Projects
� cron jobs formounting and sharing file systems
� cron jobs formanaging disks and serial ports

For a brief description of each Solaris management tool, see Table 2–1.

You can add tools to the existing toolbox, or you can create new toolboxes.

2C H A P T E R 2
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The SolarisManagement Console has three primary components:

� The SolarisManagement Console client

Called the console, this component is the visible interface and contains the GUI tools used to
performmanagement tasks.

� The SolarisManagement Console server

This component is located either on the samemachine as the console or remotely. This
component provides all the back-end functionality that allowsmanagement through the console.

� The SolarisManagement Console toolbox editor

This application, which looks similar to the console, is used to add ormodify toolboxes, to add
tools to a toolbox, or to extend the scope of a toolbox. For example, you could add a toolbox to
manage a name service domain.

The default toolbox is visible when you start the console.

SolarisManagement Console Tools
This table describes the tools included in the default SolarisManagement Console toolbox.
Cross-references to background information for each tool are provided.

TABLE 2–1 SolarisManagementConsole Tool Suite

Category Tool Description ForMore Information

System Status System
Information

Monitors and
manages system
information such as
date, time, and time
zone

Chapter 12, “Displaying and Changing System
Information (Tasks),” in SystemAdministration
Guide: Advanced Administration

Log Viewer Monitors and
manages the Solaris
Management Console
tools log and system
logs

Chapter 21, “Troubleshooting Software Problems
(Overview),” in SystemAdministration Guide:
Advanced Administration

Processes Monitors and
manages system
processes

“Processes and System Performance” in System
Administration Guide: Advanced Administration

Performance Monitors system
performance

Chapter 18, “Managing System Performance
(Overview),” in SystemAdministration Guide:
Advanced Administration

SolarisManagement Console (Overview)
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TABLE 2–1 SolarisManagement Console Tool Suite (Continued)
Category Tool Description ForMore Information

System
Configuration

Users Manages users, rights,
roles, groups, and
mailing lists

“WhatAre UserAccounts andGroups?” on page 72
and “Role-BasedAccess Control (Overview)” in
SystemAdministration Guide: Security Services

Projects Creates andmanages
entries in the
/etc/project

database

Chapter 2, “Projects and Tasks (Overview),” in
SystemAdministration Guide: Solaris
Containers-ResourceManagement and Solaris
Zones

Computers and
Networks

Creates andmonitors
computer and
network information

SolarisManagement Console online help

Patches Manages patches Chapter 20

Services Scheduled Jobs Creates andmanages
scheduled cron jobs

“Ways toAutomatically Execute SystemTasks” in
SystemAdministration Guide: Advanced
Administration

Storage Mounts and
Shares

Mounts and shares file
systems

Chapter 19, “Mounting andUnmounting File
Systems (Tasks),” in SystemAdministration Guide:
Devices and File Systems

Disks Creates andmanages
disk partitions

Chapter 11, “Managing Disks (Overview),” in
SystemAdministration Guide: Devices and File
Systems

Enhanced
Storage

Creates andmanages
volumes, hot spare
pools, state database
replicas, and disk sets

Solaris VolumeManager Administration Guide

Devices and
Hardware

Serial Ports Sets up terminals and
modems

Chapter 8, “Managing Terminals andModems
(Overview),” in SystemAdministration Guide:
Advanced Administration

Context–sensitive help is available after you start a tool. For broader, more in-depth online
information than the context help provides, see the expanded help topics. You can access these help
topics from the console Helpmenu.

WhyUse the SolarisManagement Console?
The console provides a set of tools withmany benefits for administrators. The console does the
following:

� Supports all experience levels

SolarisManagement Console (Overview)

Chapter 2 • WorkingWith the SolarisManagement Console (Tasks) 33



Inexperienced administrators can complete tasks by using the GUI, which includes dialog boxes,
wizards, and context help. Experienced administrators find that the console provides a
convenient, secure alternative to using vi tomanage hundreds of configuration parameters
spread across dozens or hundreds of systems.

� Controls user access to the system
Although any user can access the console by default, only superuser canmake changes in the
initial configuration.As described in “Role-BasedAccess Control (Overview)” in System
Administration Guide: Security Services, it is possible to create special user accounts called roles
can be created and assigned to users, typically administrators, who are permitted tomake specific
system changes.
The key benefit of RBAC is that roles can be limited so that users have access to only those tasks
that are necessary for doing their jobs. RBAC is not required for using the Solaris management
tools. You can run all tools as superuser withoutmaking any changes.

� Provides a command line interface
If preferred, administrators can operate the Solaris management tools through a command-line
interface (CLI). Some commands are written specifically tomimic the GUI tool functions, such
as the commands formanaging users. These new commands are listed in Table 1–6, which
includes the names and brief descriptions of each command. There is also aman page for each
command.
For Solaris management tools that have no special commands, such as theMounts and Shares
tool, use the standardUNIX commands.

For in-depth information about how RBACworks, its benefits, and how to apply those benefits to
your site, see “Role-BasedAccess Control (Overview)” in SystemAdministration Guide: Security
Services.

To learnmore about using RBACwith the Solaris management tools, see “Using the Solaris
Management ToolsWith RBAC (TaskMap)” on page 39.

Organizationof the SolarisManagement Console
In the following figure, the console is shownwith the Users tool open.

SolarisManagement Console (Overview)
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FIGURE 2–1 SolarisManagement Console –Users Tool

Themain part of the console consists of three panes:

� Navigation pane (at the left) – For accessing tools (or sets of tools), folders, or other toolboxes.
Icons in the navigation pane are called nodes and are expandable if they are folders or toolboxes.

� View pane (at the right) – For viewing information related to the node selected in the navigation
pane. The view pane shows either the contents of the selected folder, subordinate tools, or the
data associated with the selected tool.

� Information pane (at the bottom) – For displaying context-sensitive help or console events.

Changing the SolarisManagement ConsoleWindow
The layout of the console window is highly configurable. You can use the following features to
change the console window layout:

� Viewmenu –Use the Show option in the Viewmenu to hide or display the optional bars and
panes. The other options in the Viewmenu control the display of nodes in the view pane.

� Consolemenu –Use the Preferences option to set the following: the initial toolbox, the
orientation of panes, clicking or double-clicking for selection, text or icons in the tool bar, fonts,
default tool loading, authentication prompts, and advanced logins.

SolarisManagement Console (Overview)
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� Context Help or Console Events toggles –Use the icons at the bottom of the information pane
to toggle between the display of context-sensitive help and console events.

SolarisManagement ConsoleDocumentation
Themain source of documentation for using the console and its tools is the online help system. Two
forms of online help are available: context-sensitive help and expanded help topics.

� Context-sensitive help responds to your use of the console tools.

Clicking the cursor on tabs, entry fields, radio buttons, and so forth, causes the appropriate help
to appear in the Information pane. You can close, or reopen the Information pane by clicking the
questionmark button on dialog boxes and wizards.

� Expanded help topics are available from theHelpmenu or by clicking cross reference links in
some context-sensitive help.

These topics appear in a separate viewer and containmore in-depth information than is provided
by the context help. Topics include overviews of each tool, explanations of how each tool works,
files used by a specific tool, and troubleshooting.

For a brief overview of each tool, refer to Table 2–1.

HowMuchRole-BasedAccess Control?
As described in “WhyUse the SolarisManagement Console?” on page 33, amajor advantage of using
the Solaris management tools is the ability to use Role-BasedAccess Control (RBAC). RBAC
provides administrators with access to just the tools and commands they need to perform their jobs.

Depending on your security needs, you can use varying degrees of RBAC.

RBACApproach Description ForMore Information

NoRBAC Allows you to perform
all tasks as superuser.
You can log in as
yourself.When you
select a Solaris
management tool, you
specify root as the user
and the root password.

“How to Become Superuser (root) orAssume a Role”
on page 38

SolarisManagement Console (Overview)
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RBACApproach Description ForMore Information

root as a role Eliminates anonymous
root logins and prevents
users from logging in as
root. This approach
requires users to log in as
themselves before they
assume the root role.

Note that you can apply
this approach whether
or not you are using
other roles.

“How to PlanYour RBAC Implementation” in System
Administration Guide: Security Services

Single role only Uses the Primary
Administrator role,
which is roughly
equivalent to having
root access only.

“Creating the PrimaryAdministrator Role” on page 41

Suggested roles Uses three roles that are
easily configured:
PrimaryAdministrator,
SystemAdministrator,
andOperator. These
roles are appropriate for
organizations with
administrators at
different levels of
responsibility whose job
capabilities roughly fit
the suggested roles.

“Role-BasedAccess Control (Overview)” in System
Administration Guide: Security Services

Custom roles You can add your own
roles, depending on your
organization’s security
needs.

“Managing RBAC” in SystemAdministration Guide: Security
Services and “How to PlanYour RBAC Implementation” in
SystemAdministration Guide: Security Services

BecomingSuperuser (root) orAssumingaRole
Most administration tasks, such as adding users, file systems, or printers, require that you first log in
as root (UID=0) or assume a role if you are using RBAC. The root account, also known as the
superuser account, is used tomake system changes and can override user file protection in
emergency situations.

The superuser account and roles should be used only to perform administrative tasks to prevent
indiscriminate changes to the system. The security problem associated with the superuser account is
that a user has complete access to the system even when performingminor tasks.

Becoming Superuser (root) orAssuming a Role
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In a non-RBAC environment, you can either log in to the system as superuser or use the su
command to change to the superuser account. If RBAC is implemented, you can assume roles
through the console or use su and specify a role.

When you use the console to perform administration tasks, you can do one of the following:

� Log in to the console as yourself and then supply the root user name and password
� Log in to the console as yourself and then assume a role

Amajor benefit of RBAC is that roles can be created to give limited access to specific functions only.
If you are using RBAC, you can run restricted applications by assuming a role rather than by
becoming superuser.

For step-by-step instructions on creating the PrimaryAdministrator role, see “How to Create the
First Role (PrimaryAdministrator)” on page 42. For an overview on using RBAC, see Chapter 9,
“Using Role-BasedAccess Control (Tasks),” in SystemAdministration Guide: Security Services.

� How toBecomeSuperuser (root) orAssumeaRole
Become superuser or assume a role by using one of the followingmethods. Eachmethod requires
that you know either the superuser password or the role password.

Become superuser. Select one of the followingmethods to become superuser:

� Log in as a user, start the SolarisManagement Console, select a Solaris management tool, and
then log in as root.
This method enables to you perform anymanagement task from the console.
For information on starting the SolarisManagement Console, see “How to Start the Solaris
Management Console in a Name Service Environment” on page 50.

� Log in as superuser on the system console.

hostname console: root

Password: root-password
#

The pound sign (#) is the Bourne shell prompt for the superuser account.

This method provides complete access to all system commands and tools.
� Log in as a user, and then change to the superuser account by using the su command at the

command line.

% su

Password: root-password
#

Thismethod provides complete access to all system commands and tools.

1
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� Log in remotely as superuser.

This method is not enabled by default. Youmustmodify the /etc/default/login file to
remotely log in as superuser on the system console. For information onmodifying this file, see
Chapter 3, “ControllingAccess to Systems (Tasks),” in SystemAdministration Guide: Security
Services.

This method provides complete access to all system commands and tools.

Assumea role. Select one of the followingmethods to assumea role:

� Log in as user, and then change to a role by using the su command at the command line.

% su role
Password: role-password
$

Thismethod provides access to all the commands and tools that the role has access to.
� Log in as a user, start the SolarisManagement Console, select a Solaris management tool, and

then assume a role.

For information on starting the SolarisManagement Console, see “How to Start the Console as
Superuser or as a Role” on page 43.

This method provides access to the Solaris management tools that the role has access to.

Using the SolarisManagement ToolsWithRBAC (TaskMap)
This taskmap describes the tasks to do if you want to use the RBAC security features rather than the
superuser account to perform administration tasks.

Note –The information in this chapter describes how to use the console with RBAC. RBAC overview
and task information is included to show you how to initially set up RBACwith the console.

For detailed information on RBAC and how to use it with other applications, see “Role-BasedAccess
Control (Overview)” in SystemAdministration Guide: Security Services.
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Task Description For Instructions

1. Start the console. If your user account is
already set up, start the
console as yourself. Then,
log in to the console as
root. If you do not have a
user account set up, become
superuser first, and then
start the console.

“How to Start the Console as Superuser or as a Role”
on page 43

2.Add a user account
for yourself.

Add a user account for
yourself, if you do not have
an account already.

SolarisManagement Console online help

“If YouAre the First to Log in to the Console” on page 40

3. Create the Primary
Administrator role

Create the Primary
Administrator role. Then,
add yourself to this role.

“How to Create the First Role (PrimaryAdministrator)”
on page 42

4.Assume the
Primary
Administrator role.

Assume the Primary
Administrator role after
you have created this role.

“How toAssume the PrimaryAdministrator Role”
on page 43

5. (Optional)Make
root a role.

Make root a role and add
yourself to the root role so
that no other user can use
the su command to become
root.

“How to PlanYour RBAC Implementation” in System
Administration Guide: Security Services

6. (Optional) Create
other administrative
roles.

Create other administrative
roles and grant the
appropriate rights to each
role. Then, add the
appropriate users to each
role.

Chapter 9, “Using Role-BasedAccess Control (Tasks),”
in SystemAdministration Guide: Security Services

The following sections provide overview information and step-by-step instructions for using the
SolarisManagement Console and the RBAC security features.

If YouAre the First to Log in to theConsole
If you are the first administrator to log in to the console, start the console as a user (yourself). Then,
log in as superuser. This method gives you complete access to all the console tools.

Here are the general steps, depending on whether you are using RBAC:

� Without RBAC – If you choose not to use RBAC, continue working as superuser.All other
administrators will also need root access to perform their jobs.

� With RBAC –You’ll need to do the following:

Using the SolarisManagement ToolsWith RBAC (TaskMap)
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� Set up your user account, if you do not already have an account.
� Create the role called PrimaryAdministrator.
� Assign the PrimaryAdministrator right to the role that you are creating.
� Assign your user account to this role.

For step-by-step instructions on creating the PrimaryAdministrator role, see “How to Create
the First Role (PrimaryAdministrator)” on page 42.

For an overview on using RBAC, see Chapter 9, “Using Role-BasedAccess Control (Tasks),”
in SystemAdministration Guide: Security Services.

Creating thePrimaryAdministrator Role
An administrator role is a special user account. Users who assume a role are permitted to perform a
predefined set of administrative tasks.

The PrimaryAdministrator role is permitted to perform all administrative functions, similar to
superuser.

If you are superuser, or a user assuming the PrimaryAdministrator role, you can define which tasks
other administrators are permitted to perform.With the help of theAddAdministrative Role wizard,
you can create a role, grant rights to the role, and then specify which users are permitted to assume
that role.A right is a named collection of commands, or authorizations, for using specific
applications.Aright enables you to perform specific functions within an application. The use of
rights can be granted or denied by an administrator.

You are prompted for the following information when you create the PrimaryAdministrator role.

TABLE 2–2 FieldDescriptions forAdding a Role byUsing the SolarisManagement Console

Field name Description

Role name Selects the name an administrator uses to log in to a specific role.

Full name Provides a full, descriptive name of this role. (Optional)

Description Provides further description of this role.

Role ID number Selects the identification number assigned to this role. This number is the
same as the set of identifiers for UIDs.

Role shell Selects the shell that runs when a user logs in to a terminal or console
window and assumes a role in that window.

Create a role mailing list Creates amailing list with the same name as the role, if checked. You can
use this list to send email to everyone assigned to the role.

Using the SolarisManagement ToolsWith RBAC (TaskMap)
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TABLE 2–2 FieldDescriptions forAdding a Role byUsing the SolarisManagement Console (Continued)
Field name Description

Role password and confirm
Password

Sets and confirms the role password.

Available rights and granted Rights Assigns rights to this role by choosing from the list ofAvailable Rights and
adding them to the list of Granted Rights.

Select a home directory Selects the home directory server where this role’s private files will be
stored.

Assign users to this role Adds specific users to the role so that they can assume the role to perform
specific tasks.

For detailed information about role-based access control, and instructions on how to use roles to
create amore secure environment, see “Role-BasedAccess Control (Overview)” in System
Administration Guide: Security Services.

� How toCreate the First Role (PrimaryAdministrator)
This procedure describes how to create the PrimaryAdministrator role and then assign it to your
user account. This procedure assumes that your user account is already created.

Start the console as yourself.

% /usr/sadm/bin/smc &

For additional information on starting the console, see “How to Start the Console as Superuser or as
a Role” on page 43.

The console online help providesmore information about creating a user account for yourself.

Click on the This Computer icon in theNavigation pane.

Click on SystemConfiguration->Users ->Administrative Roles.

Click Action->AddAdministrative Role.

TheAddAdministrative Role wizard opens.

Create the PrimaryAdministrator rolewith theAdministrative Rolewizard by following these steps.

a. Identify the role name, full role name, description, role ID number, role shell, andwhether you
want to create a rolemailing list. ClickNext.

b. Set and confirm the role password. ClickNext.
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c. Select the PrimaryAdministrator right from theAvailable Rights columnand add it toGranted
Rights column. ClickNext.

d. Select the homedirectory for the role. ClickNext.

e. Assign yourself to the list of userswho can assume the role. ClickNext.

If necessary, see Table 2–2 for a description of the role fields.

Click Finish.

� How toAssume thePrimaryAdministrator Role
After you have created the PrimaryAdministrator role, log in to the console as yourself, and then
assume the PrimaryAdministrator role.

When you assume a role, you take on all the attributes of that role, including the rights.At the same
time, you relinquish all of your own user properties.

Start the console.
% /usr/sadm/bin/smc &

For information on starting the console, see “How to Start the Console as Superuser or as a Role”
on page 43.

Log inwith your user nameandpassword.
Alist shows which roles you are permitted to assume.

Log in to the PrimaryAdministrator role andprovide the role password.

Starting the SolarisManagement Console
The following procedure describes how to start the console and gain access to the Solaris
management tools.

For instructions on what to do if you are the first user to log in to the console, see “If YouAre the First
to Log in to the Console” on page 40.

� How toStart theConsole as Superuser or as aRole
If you start the console as a user with your own user account, you have limited access to the Solaris
management tools. For greater access, you can log in as yourself and then log in as one of the roles
you are allowed to assume. If you are permitted to assume the role of PrimaryAdministrator, you
then have access to all the Solaris management tools. This role is equivalent to that of superuser.
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Verify that you are in awindowenvironment, such as the CDE environment.

Start the console in one of the followingways:

� From the command line, type the following command:

% /usr/sadm/bin/smc &

It might take aminute or two for the console to come up the first time.
� Start the console from the Tools menu of the CDE front panel.
� Double-click the SolarisManagement Console icon in CDE’sApplicationsManager or File

Manager.

The SolarisManagement Console window is displayed.

Note –Open a console in your window environment to display the SolarisManagement Console
startupmessages. Do not attempt to start the SolarisManagement Console servermanually before
starting the SolarisManagement Console. The server starts automatically when you start the Solaris
Management Console. For information on troubleshooting console problems, see “Troubleshooting
the SolarisManagement Console” on page 52.

Double-click the This Computer icon under theManagement Tools icon in theNavigation pane.

Alist of categories is displayed.

(Optional) Select the appropriate toolbox.

If you want to use a toolbox other than the default toolbox, select the appropriate toolbox from the
Navigation pane. Or, select Open Toolbox from the consolemenu and load the toolbox you want.

For information about using different toolboxes, see “How to Create a Toolbox for a Specific
Environment” on page 48.

Double-click the category icon to access a particular tool.

Use the online help to identify how to perform a specific task.

Double-click the tool icon.

Apop-up Log-In window is displayed.

Decide if youwant to use the tool as superuser or as a role. If you are logging in a as superuser, enter
the rootpassword.

If you are logging in as yourself, backspace over the rootuser name. Then supply your user ID and
user password.

Alist of roles you can assume is displayed.
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Select the PrimaryAdministrator role, or an equivalent role, and supply the role password.
For step-by-step instructions on creating the PrimaryAdministrator role, see “How to Create the
First Role (PrimaryAdministrator)” on page 42.

Themain tool menu is displayed.

Using the SolarisManagement Tools in aNameService
Environment (TaskMap)

By default, the Solaris management tools are set up to operate in a local environment. For example,
theMounts and Shares tool enables you tomount and share directories on specific systems, but not
in anNIS or NIS+ environment. However, you canmanage information with the Users and
Computers andNetworks tools in a name service environment.

To work with a console tool in a name service environment, you need to create a name service
toolbox, and then add the tool to that toolbox.

Task Description For Instructions

1. Verify prerequisites. Verify you have completed the
prerequisites before attempting to
use the console in a name service
environment.

“Prerequisites for Using the Solaris
Management Console in a Name
Service Environment” on page 47

2. Create a toolbox for the name
service.

Use the NewToolbox wizard to
create a toolbox for your name
service tools.

“How to Create a Toolbox for a
Specific Environment” on page 48

3.Add a tool to the name service
toolbox.

Add the Users tool, or any other
name service tool, to your name
service toolbox.

“How toAdd a Tool to a Toolbox”
on page 49

4. Select the toolbox that was just
created.

Select the toolbox you just created
tomanage name service
information.

“How to Start the Solaris
Management Console in a Name
Service Environment” on page 50

RBACSecurity Files
The RBAC security files that work with the SolarisManagement Console are created when you
upgrade to or install the Solaris 9 or Solaris 10 release. If you do not install the SolarisManagement
Console packages, the RBAC security files are installed without the necessary data for using RBAC.
For information on the SolarisManagement Console packages, see “Troubleshooting the Solaris
Management Console” on page 52.

The RBAC security files in the Solaris 9 or Solaris 10 release are included in your name service so that
you can use the SolarisManagement Console tools in a name service environment.
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The security files on a local server are populated into a name service environment as part of a
standard upgrade by the ypmake, nispopulate, or equivalent LDAP commands. The following name
services are supported:

� NIS
� NIS+
� LDAP
� files

Note –The projects database is not supported in theNIS+ environment.

The RBAC security files are created when you upgrade to or install the Solaris 9 or the Solaris 10
release.

This table briefly describes the predefined security files that are installed on a Solaris 9 or the Solaris
10 release.

TABLE 2–3RBACSecurity Files

Local File Name Table orMapName Description

/etc/user_attr user_attr Associates users and roles with
authorizations and rights profiles

/etc/security/auth_attr auth_attr Defines authorizations and their
attributes and identifies associated
help files

/etc/security/prof_attr prof_attr Defines rights profiles, lists the rights
profiles assigned to the authorizations,
and identifies associated help files

/etc/security/exec_attr exec_attr Defines the privileged operations
assigned to a rights profile

For unusual upgrade cases, youmight have to use the smattrpop command to populate RBAC
security files in the following instances:

� When creating ormodifying rights profiles
� When you need to include users and roles by customizing the usr_attr file

Formore information, see “Role-BasedAccess Control (Overview)” in SystemAdministration Guide:
Security Services.

Using the SolarisManagement Tools in a Name Service Environment (TaskMap)

SystemAdministration Guide: BasicAdministration • May 200646



Prerequisites forUsing the SolarisManagement
Console in aNameService Environment
The following table identifies what you need to do before you can use the SolarisManagement
Console in a name service environment.

Prerequisite ForMore Information

Install the Solaris 9 or Solaris 10 release. Solaris 10 Installation Guide: Basic Installations

Set up your name service environment. SystemAdministration Guide: Naming and Directory
Services (DNS, NIS, and LDAP)

Select yourmanagement scope. “Management Scope” on page 47

Make sure your/etc/nsswitch.conf file is configured
so that you can access your name service data.

“/etc/nsswitch.conf File” on page 47

Management Scope
The SolarisManagement Console uses the termmanagement scope to refer to the name service
environment that you want to use with the selectedmanagement tool. Themanagement scope
choices for the Users tool and the Computers andNetworks tool are LDAP, NIS, NIS+, or files.

Themanagement scope that you select during a console session should correspond to the primary
name service identified in the /etc/nsswitch.conf file.

/etc/nsswitch.conf File
The /etc/nsswitch.conf file on each system specifies the policy for name service lookups (where
data is read from) on that system.

Note –Youmustmake sure that the name service accessed from the console, which you specify
through the console Toolbox Editor, appears in the search path of the /etc/nsswitch.conf file. If
the specified name service does not appear there, the tools might behave in unexpected ways,
resulting in errors or warnings.

When you use the Solaris management tools in a name service environment, youmight impact many
users with a single operation. For example, if you delete a user in the NIS name service, that user is
deleted on all systems that are using NIS.

If different systems in your network have different /etc/nsswitch.conf configurations, unexpected
results might occur. So, all systems to bemanaged with the Solaris management tools should have a
consistent name service configuration.

Using the SolarisManagement Tools in a Name Service Environment (TaskMap)
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� How toCreate a Toolbox for a Specific Environment
Applications for administering the Solaris Operating System are called tools. Those tools are stored
in collections referred to as toolboxes. A toolbox can be located on a local server, where the console is
located, or on a remotemachine.

Use the Toolbox Editor to add a new toolbox, to add tools to an existing toolbox, or to change the
scope of a toolbox. For example, use this tool to change the domain from local files to a name service.

Note –You can start the Toolbox Editor as a normal user. However, if you plan tomake changes and
save them to the default console toolbox, /var/sadm/smc/toolboxes, youmust start the Toolbox
Editor as root.

Start the Toolbox Editor.
# /usr/sadm/bin/smc edit &

Select Open from the Toolboxmenu.

Select the This Computer icon in the Toolboxes:window.

ClickOpen.
The This Computer toolbox opens in the window.

Select the This Computer icon again in theNavigation pane.

Select Add Folder from theActionmenu.

Use the Folderwizard to add anew toolbox for your name service environment.

a. NameandDescription – Provide a name in the Full Namewindow. ClickNext.
For example, provide “NIS tools” for the NIS environment.

b. Provide a description in theDescriptionwindow. ClickNext.
For example, “tools for NIS environment” is an appropriate example.

c. Icons –Use the default value for the Icons. ClickNext.

d. Management Scope – Select Override.

e. Select your name service under theManagement Scopepull-downmenu.

f. Add the name servicemaster name in the Server field, if necessary.

g. Add the domainmanagedby the server in theDomain field.
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h. Click Finish.
The new toolbox appears in the left Navigation pane.

Select the new toolbox icon and select SaveAs from the Toolboxmenu.

Enter the toolbox path name in the Local Toolbox Filenamedialog box. Use the .tbx suffix.
/var/sadm/smc/toolboxes/this_computer/toolbox-name.tbx

Click Save.
The new toolbox appears in the Navigation pane in the console window.

After you have created a name service toolbox, you can put a name service tool into it. Formore
information, see “How toAdd a Tool to a Toolbox” on page 49.

� How toAddaTool to a Toolbox
In addition to the default tools that ship with the console, additional tools that can be launched from
the console are being developed.As these tools become available, you can add one ormore tools to an
existing toolbox.

You can also create a new toolbox, for either local management or networkmanagement. Then, you
can add tools to the new toolbox.

Become superuser or assumean equivalent role.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Start the Toolbox Editor, if necessary.
# /usr/sadm/bin/smc edit &

Select the toolbox.
If you want to work in a name service, select the toolbox you just created in the Toolbox Editor. For
more information, see “How to Create a Toolbox for a Specific Environment” on page 48.

Select Add Tool from theActionmenu.

Use theAdd Toolwizard to add the new tool.

a. Server Selection –Add the name servicemaster in the Serverwindow. ClickNext.

b. Tools Selection – Select the tool youwant to add from the Toolswindow. ClickNext.
If this toolbox is a name service toolbox, choose a tool you want to work in a name service
environment. For example, choose the Users tool.
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c. NameandDescription –Accept the default values. ClickNext.

d. Icons –Accept the default values, unless youhave created custom icons. ClickNext.

e. Management Scope –Accept the default value “Inherit fromParent.” ClickNext.

f. Tool Loading –Accept the default “Load toolwhen selected.” Click Finish.

Select Save from the Toolboxmenu to save the updated toolbox.

The Local Toolbox window is displayed.

� How toStart the SolarisManagement Console in a
NameService Environment
After you have created a name service toolbox and added tools to it, you can start the Solaris
Management Console and open that toolbox tomanage a name service environment.

Verify that the following prerequisites aremet:

� Ensure that the system you are logged in to is configured to work in a name service environment.
� Verify that the /etc/nsswitch.conf file is configured tomatch your name service environment.

Start the SolarisManagement Console.

Formore information, see “How to Start the Console as Superuser or as a Role” on page 43.

Select the toolbox you created for the name service,which appears in theNavigation pane.

For information on creating a toolbox for a name service, see “How to Create a Toolbox for a Specific
Environment” on page 48.

AddingTools to the SolarisManagement Console
This section describes how to add legacy tools or unbundled tools to the console. If you want to add
authentication to these tools, see “Managing RBAC” in SystemAdministration Guide: Security
Services.

� How toAdda Legacy Tool to a Toolbox
Alegacy tool is any application that was not designed specifically as a Solaris management tool. You
can add three types of legacy tool applications to a console toolbox: X applications, command-line
interface, andHTML. Each tool you add to a toolbox can then be launched from the Solaris
Management Console.
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Become superuser or assumean equivalent role.

Start the SolarisManagement Console Toolbox Editor, if necessary.
# /usr/sadm/bin/smc edit &

Open the toolbox towhich youwant to add the legacy application.

The toolbox selected is opened in the Toolbox Editor.

Select the node in the toolbox towhich youwant to add the legacy application.

Alegacy application can be added to the top node of a toolbox or to another folder.

Click Action->Add LegacyApplication.

The first panel of the LegacyApplicationWizard: General is displayed.

Follow the instructions in thewizard.

Save the toolbox in the Toolbox Editor.

� How to Install anUnbundled Tool
Follow this procedure if you want to add a new tool package that can be launched from the Solaris
Management Console.

Become superuser or assumean equivalent role.

Install the new tool package.
# pkgadd ABCDtool

Restart the console so that it recognizes the new tool.

a. Stop the console server.
# /etc/init.d/init.wbem stop

b. Start the console server.
# /etc/init.d/init.wbem start

Start the console to verify that the new tool is displayed.

Formore information, see “How to Start the Console as Superuser or as a Role” on page 43.
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Troubleshooting the SolarisManagement Console
Before using this troubleshooting procedure, make sure that the following packages are installed:

� SUNWmc – SolarisManagement Console 2.1 (Server Components)
� SUNWmcc – SolarisManagement Console 2.1 (Client Components)
� SUNWmccom – SolarisManagement Console 2.1 (CommonComponents)
� SUNWmcdev – SolarisManagement Console 2.1 (Development Kit)
� SUNWmcex – SolarisManagement Console 2.1 (Examples)
� SUNWwbmc – SolarisManagement Console 2.1 (WBEMComponents)

These packages provide the basic SolarisManagement Console launcher. Youmust install the
SUNWCprog cluster to use the SolarisManagement Console and all of its tools.

� How toTroubleshoot the SolarisManagement
Console
The client and the server are started automatically when you start the SolarisManagement Console.

If the console is visible and you are having trouble running the tools, it might be that the servermight
not be running. Or, the servermight be in a problem state that can be resolved by stopping and
restarting it.

Become superuser or assumean equivalent role.

Determinewhether the console server is running.

# /etc/init.d/init.wbem status

If the console server is running, you should see amessage similar the following:

SMC server version 2.1.0 running on port 898.

If the console server is not running, start it.

# /etc/init.d/init.wbem start

After a short time, you should see amessage similar to the following:

SMC server is ready.

If the server is running and you are still having problems, stop the console server. Then, restart it.

a. Stop the console server.

# /etc/init.d/init.wbem stop
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You should see amessage similar to the following:

Shutting down SMC server on port 898.

b. Start the console server.
# /etc/init.d/init.wbem start

Troubleshooting the SolarisManagement Console
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WorkingWith the Sun JavaWebConsole (Tasks)

This chapter describes the Sun JavaWeb Console, which is used to administer web-based Sun system
management applications that are installed and registered on your system. Topics in this chapter
include the following:

� “What’s New inAdministering the JavaWeb Console?” on page 55
� “JavaWeb Console (Overview)” on page 56
� “Getting StartedWith the JavaWeb Console” on page 58
� “Configuring the JavaWeb Console” on page 60
� “Troubleshooting the JavaWeb Console Software” on page 66
� “JavaWeb Console Reference Information” on page 68

For information about the procedures that are associated with using the JavaWeb Console, see
“Administering the JavaWeb Console (TaskMap)” on page 57.

What’sNew inAdministering the JavaWebConsole?
This section includes features that are new in this Solaris release. For a complete listing of new Solaris
features and a description of Solaris releases, see Solaris 10What’s New.

Applications ThatAreAvailable to the JavaWeb
Console
Solaris 10 6/06:The Solaris ZFS web-basedmanagement tool is available in the JavaWeb Console.
This tool enables you to performmuch of the administration tasks that you can performwith the
command-line interface (CLI). These capabilities include setting parameters, viewing the various
pools and file systems, andmaking updates to them. The following are examples of typical
procedures that youmight performwith the tool:

� Create a new storage pool.
� Add capacity to an existing pool.
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� Move (export) a storage pool to another system.
� Import a previously exported storage pool, tomake it available on another system.
� View tables of information about storage pools.
� Create a file system.
� Create a zvol (virtual volume).
� Take a snapshot of a file system or a zvol volume.
� Roll back a file system to a previous snapshot.

Formore information about using the Solaris ZFS web-basedmanagement tool, see Solaris ZFS
Administration Guide.

JavaWebConsole (Overview)
The JavaWeb Console provides a common location for users to access web-based system
management applications. You access the web console by logging in through a secure https port
with one of several supported web browsers. The single entry point that the web console provides
eliminates the need to learn URLs formultiple applications. In addition, the single entry point
provides authentication and authorization for all applications that are registered with the web
console.

All web console-based applications conform to the same user interface guidelines, which enhances
ease of use. The web console also provides auditing and logging services for all registered users.

What Is the JavaWebConsole?
The JavaWeb Console is a web page where you can find the Sun systemmanagement web-based
applications that are installed and registered on your system.Any compliant J2EETM web application
can register with the web console tomake itself available to authenticated and authorized users.
Registration is automatically a part of the installation process. Thus, registration requires no
administrator intervention.

The JavaWeb Console provides the following:

� ASingle point of entry for login and the launching of systemmanagement applications
The JavaWeb Console is Sun’s current direction for systemmanagement applications. No
compatibility exists between the JavaWeb Console and the SolarisManagement Console. The
JavaWeb Console is a J2EE based web application, and SolarisManagement Console is a Java
application. However, you can run both consoles on the same system at the same time.

� Single sign-on through a secure https port
Single sign-on in this context means that you do not have to authenticate yourself to each
management application after you authenticate yourself to the web console.

� Dynamically organized and aggregated applications

JavaWebConsole (Overview)
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Applications are installed and displayed in the category of management tasks that is most
applicable. Categories include the following:
� Systems
� Storage
� Services
� Desktop applications
� Other

� ACommon look and feel

All console-based applications use the same components and behavior, thereby reducing the
learning curve for administrators.

� Standard, extensible authentication, authorization, and auditingmechanisms

The JavaWeb Console supports PluggableAuthenticationModule (PAM), role-based access
control (RBAC) roles, and Basic SecurityModule (BSM) auditing.

The JavaWeb Console includes the following twomanagement commands:

� smcwebserver – This command starts and stops the console’s web server.
� smreg – This command registers applications and controls configuration properties.

Formore information, see the smcwebserver(1M) and smreg(1M)man pages.

Administering the JavaWebConsole (TaskMap)

Task Description For Instructions

Start applications from the Java
Web Console’s launch page.

The JavaWeb Console’s launch
page lists all the registered system
management applications that you
have permission to use. You
connect to a specific application by
clicking its application name.

“How to StartApplications From
the JavaWeb Console’s Launch
Page” on page 58

Change the JavaWeb Console’s
properties.

You should not have to change any
of the web console’s default
properties. Properties that you
might choose to change include the
following:
� Console session timeout
� Logging level
� Audit implementation

“How to Change the JavaWeb
Console Properties” on page 62
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Task Description For Instructions

Install the JavaWeb Console
software.

You install the JavaWeb Console
software by running the setup
script. The web console packages
are installed into a directory layout
that is based on the J2EEweb
application structure.

“How to Install the JavaWeb
Console Software” on page 63

Remove the JavaWeb Console
software.

You can easily remove the web
console software if you need to
reinstall it.

“How to Remove the JavaWeb
Console Software” on page 64

Getting StartedWith the JavaWebConsole
On the JavaWeb Console’s launch page, a list of the registered systemmanagement applications that
you have permission to use is displayed, as well as a brief description of each application. You
connect to a specific application by clicking its application name, which is a link to the actual
application. By default, the selected application opens in the web console window. You can choose to
open applications in separate browsers by clicking in the appropriate check box. However, the web
console launch page remains available, so you can return to it and launchmultiple applications
under a single login.

The web console’s user interface is a web page that contains links to all available Sun system
management applications. To access this web page, type the URL in the web location field. Youmust
specify the following information:

� SSL connection by using https
� Name and domain of the server that is hosting the console
� Port number 6789

Note –The first time you access the JavaWebConsole from a particular system, youmust accept the
server’s certificate before the web console’s launch page is displayed.

If RBAC is enabled on the system, you are prompted for a role password after you have successfully
logged in. Following a successful login, the web console launch page is displayed.

� How toStartApplications From the JavaWeb
Console’s LaunchPage
Start awebbrowser that is compatiblewith the JavaWebConsole, such asMozilla, Version 1.2 or a
compatible version.
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Type aURL in thewebbrowser’s location field.

For example, if themanagement server host is named sailfish, the URL is
https://sailfish:6789. This URL takes you to the web console login page, where you can be
authenticated and authorized.

Accept the server’s certificate before theweb console’s login pagedisplays.

You only have to accept the server’s certificate once, not each time you start an application.

FIGURE 3–1 JavaWebConsole Login Page

After you are successfully authenticated, the launch page is displayed.

Click the link for the application that youwant to run.

Click the check box if you want to run the application in a newwindow. Otherwise, the application
will run in the default window, replacing the launch page.

Tip –You can also launch an individual application directly and bypass the launch page by using the
following syntax:

https://hostname:6789/app-name

where app-name is the application name that is used when the application is deployed. You can find
the application name by reading the product documentation or by running the application from the
web console’s launch page. Then, note the URL that is displayed in the address location field.
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Configuring the JavaWebConsole
The JavaWeb Console comes preconfigured to run without administrator intervention. However,
youmight choose to change some of the web console’s default behavior. You can do so by
reconfiguring properties that are in the web console’s database. This task is similar in concept to
editing a configuration file. However, in this case, youmust use the smreg command to change these
properties.

Properties control the behavior of the console. For example, if you want a longer timeout period, you
would change the session.timeout.value property. The default values of most properties should
not bemodified unless there is a specific need that the default values do not provide, such as
specifying your own login service. In general, the only property values you should change are the
following:

� Console session timeout

The web console’s session timeout period is controlled by the session.timeout.value property.
This property controls how long a web page can display with no activity before the session times
out.After the timeout is reached, the usermust log in again. The default value is 15minutes. You
can set a new value, inminutes, to conform to your own security policy. However, keep inmind
that this property controls the timeout period for all registered applications.

� Logging level

Administrators use logging properties to configure the logging service. logging.default.level
is the configuration property that controls whichmessages are logged. The console log provides
valuable information for troubleshooting problems. The following property values are available:
� all

� info

� off

� severe

� warning

� Auditing implementation

The web console supports three auditing implementations, Solaris, Log, and None. You can
select an implementation by specifying the value of the audit.default.type configuration
property. Only one auditing implementation is in effect at a time. The auditing implementation is
used by all services and applications that generate audit events. The following four audit events
are defined by the web console:
� Login
� Logout
� Role assumption
� Authorization

The auditing implementations include the following:
� Solaris
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This implementation is the default in this Solaris OS release. This implementation supports
the BSM auditingmechanism. The auditingmechanismwrites audit records into a system file
in the /var/audit directory.
You can display the records with the praudit command. For events to be captured, youmust
enable the BSM auditingmechanism on the system. In addition, the
/etc/security/audit_control filemust contain entries that indicate which events should
be generated. Youmust set the lo event as the flag option to see login and logout events for
each user. Formore information, see the praudit(1M) and bsmconv(1M)man pages and
Part VII, “SolarisAuditing,” in SystemAdministration Guide: Security Services.

� Log

You can configure this implementation to write to the system’s syslog service.Audit
messages are written to the console log if the logging service has been enabled at the info
level. See Example 3–4 formore information.

� None

No audit events are generated. Audit messages are written to the Debug trace log, if enabled.

JavaWebConsoleUser Identity
By default, the web console runs under the user identity, noaccess. However, some system
configurations disable the noaccess user or set the login shell to an invalid entry tomake this user
identity unusable. You can configure the web console to run under an alternative user identity when
the noaccess user identity is unusable. To do so, change the user identity by running either of the
following commands:

# /usr/sbin/smcwebserver -U username

This command starts the web console server under the specified user identity. The web server runs
under this identity each time the console is subsequently started.

# /usr/sbin/smreg add -p -c com.sun.web.console.user="username"

This command causes the web server to run under this user identity each time the web console is
started.

Using the Console Debug Trace Log
Properties in the /etc/default/webconsole file control console debug logging. Use the
debug.trace.level property to turn on debug logging by setting the property to a value other than
0.Available choices include the following:

� 1 - Use this setting to record potentially severe errors.
� 2 - Use this setting to record importantmessages, as well as errormessages of the 1 level.
� 3 - Use this setting to record all possible messages with full details.
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By default, the Debug trace log is created in the /var/log/webconsole directory and is named
console_debug_log. Historical logs, such as console_debug_log.1 and console_debug_log.2
might also exist in this directory. There can be up to 5 (default setting) historical logs stored in this
directory before the earliest log is deleted and a new log is created.

EXAMPLE 3–1 Setting the Console Debug trace Log Level

Use the following command to set the Debug trace log level.

# smreg add -p -c debug.trace.level=level-number

EXAMPLE 3–2Checking the Status of the debug.trace.level Property

To check the status of the debug.trace.level property, use the smreg list command.

# smreg list -p | grep "debug.trace.level"

� How toChange the JavaWebConsole Properties
Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Change the selected property value by using the smreg command.

# /usr/sbin/smreg add -p -c name=value

-p Specifies that the object type is properties.

-c Specifies that the property arguments are server configuration properties.

name=value Specifies the property name and the new value for that property.

Changing the JavaWebConsole’s Session Timeout Property

This example shows how to set the session timeout value to 5minutes.

# /usr/sbin/smreg add -p -c session.timeout.value=5

Configuring the JavaWebConsole Logging Service

This example shows you how to set the logging level to the default, off.

# /usr/sbin/smreg add -p -c logging.default.level=off
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Choosing anAuditing Implementation for the JavaWebConsole

This example shows you how to set the auditing implementation to None.

# /usr/sbin/smreg add -p -c logging.default.level=None

Installing the JavaWebConsole Software
The JavaWeb Console is automatically installed as part of the Solaris software installation. The
following information is provided if you need tomanually install or uninstall the web console.

� How to Install the JavaWebConsole Software
You install the JavaWeb Console software by running the setup script. The web console packages are
installed into a directory layout that is based on the J2EEweb application structure. For the Solaris
software, the default installation is located at /usr/share/webconsole, which contains files for the
console framework and services. The console subdirectory contains files that are relevant to the web
console application, which is the user-visible part of the product. The setup command is located in
the directory where the software was extracted.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Install the JavaWebConsole software.
# /default-installation-location/setup [-h] [-n] [-u] [-f]

-h Specifies to print a usage statement.

-n Specifies to not start the server at the end of installation.

-u Specifies to uninstall the JavaWeb Console software.

-f Specifies to uninstall the Tomcat and Java applications forcibly, if the applications were
installed by using the setup command. Note that this option only applies when used with the
-u option to uninstall the JavaWeb Console software.

Installing the JavaWebConsole Software

This example shows you how to install the console software into the /usr/share directory.

# /usr/share/setup

Copyright 2002 Sun Microsystems, Inc. All rights reserved.

Example 3–5
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Installation of <SUNWjato> was successful.

Copyright 2004 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

.

.

.

Registering com.sun.web.console_version.

Registering com.sun.web.ui_version.

Registering /usr/share/webconsole/lib/serviceapi.jar

as com_sun_management_services_api.jar for scope ALL

.

.

.

Installation of <SUNWmdoc> was successful.

Installing man pages ...

Installation complete.

Starting Sun(TM) Web Console Version version...
See /var/log/webconsole/console_debug_log for server logging information

#

� How toRemove the JavaWebConsole Software
Youmust not be in any of the following directories or their subdirectories when you uninstall the
JavaWeb Console software:

� /usr/lib/webconsole

� /usr/share/webconsole

� /var/opt/webconsole

� /var/log/webconsole

If you do not take this precaution, the software is not completely removed.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

BeforeYouBegin
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Remove the JavaWebConsole software.
# /default-installation-location/setup -u

Removing the JavaWebConsole Software

This example shows how to remove the JavaWeb Console software.

# /usr/lib/webconsole/setup -u

.

.

.

Removing SUNWmdoc ...

Removal of <SUNWmdoc> was successful.

Removing SUNWmdemo ...

Unregistering com.sun.web.admin.example_version.

Removal of <SUNWmdemo> was successful.

Removing SUNWjatodoc ...

Removal of <SUNWjatodoc> was successful.

.

.

.

Unregistering com_sun_management_solaris_impl.jar from scope ALL>>

Unregistering login module com.sun.management.

services.authentication.PamLoginModule.

Unregistering login module com.sun.management.

services.authentication.RbacRoleLoginModule.

Removal of <SUNWmcos> was successful.

Removing SUNWmcon ...

Unregistering com_sun_management_cc.jar from scope ALL

Unregistering com_sun_management_webcommon.jar from scope ALL

Unregistering com_iplanet_jato_jato.jar from scope ALL

Unregistering com_sun_management_services_api.jar from scope ALL

2
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Unregistering com_sun_management_services_impl.jar from scope ALL

Unregistering com_sun_management_console_impl.jar from scope ALL

Unregistering com.sun.web.ui_version.

Unregistering com.sun.web.console_version.

Removal of <SUNWmcon> was successful.

Removing SUNWmconr ...

Removal of SUNWmconr> was successful.

Removing SUNWmctag ...

Removal of<SUNWmctag> was successful.

Removing SUNWjato ...

Removal of <SUNWjato> was successful.

Do you want to uninstall the JavaHelp 2.0 software? If you have other work

that requires the use of JavaHelp 2.0, you may not wish to delete

it from your machine.

Do you want to delete it? [n]? [y,n,?] n

Uninstallation complete.

Troubleshooting the JavaWebConsole Software
The following information is provided to help you troubleshoot any problems that youmight
encounter when installing or using the JavaWeb Console software.

� How toRegister anApplicationWith the JavaWeb
Console
Applications typically are registered as part of the installation process, so you probably will not need
to register an application yourself. The following instructions are provided if you need to register an
application.
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Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Stop theweb server.
# smcwebserver stop

Register an application.
# /usr/sbin/smreg add -a /opt/directory-name/app-name

The smreg commandmanages the information in the JavaWeb Console’s registration table. This
script also performs some additional work to deploy the application.

Restart theweb server.
# /usr/sbin/smcwebserver restart

Registering anApplication

This example shows how to register an application that has been installed and unpacked in the
/usr/share/webconsole/example directory.

# /usr/sbin/smreg add -a /usr/share/webconsole/example

Registering com.sun.web.admin.example_version.

# /usr/sbin/smcwebserver restart

� How toUnregister anApplication From the JavaWeb
Console
If you do not want a particular application to display in the web console’s launch page, but you do
not want to uninstall the software, you can use the smreg command to unregister the application.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Unregister an application.
# /usr/sbin/smreg remove -a app-name

1

2

3

4
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Unregistering anApplication From the JavaWebConsole

This example shows how to unregister an application with the app-name
com.sun.web.admin.example_2.2.2.

# /usr/sbin/smreg remove -a com.sun.web.admin.example_version

Unregistering com.sun.web.admin.example_version.

JavaWebConsole Reference Information
This reference section includes the following topics:

� “JavaWeb Console Security Considerations” on page 68
� “SpecifyingAuthorizationsWith the authTypes Tag” on page 69

JavaWebConsole Security Considerations
There are several security considerations to keep inmind when you use applications that are in the
JavaWeb Console. These security considerations include the following:

� Application and console access –Whether you can see a particular application in the JavaWeb
Console’s launch page

� Application permissions – The levels of permissions that youmust have to run parts or all of an
application

� Application access to remote systems –How security credentials relate to remote systems

Access toApplications ThatAreRegisteredonaSystem
After you successfully log in to a system, youmight not automatically have access to all of the
applications that are registered on that system. Typically, applications are installed so that all users
can see them.As an administrator, you can grant and restrict access to applications. To restrict access,
specify the rights in the authTypes tag, which is in the application’s app.xml file. You can find the
applications app.xml file in the installation-location/WEB-INF/ subdirectory. To control access
to the web console itself, use the authTypes tag in the web console’s app.xml file. Note that
permissions to the web console are usually open so that any valid user can log in. Formore
information, see “SpecifyingAuthorizationsWith the authTypes Tag” on page 69.

ApplicationPrivileges
If an application is displayed on the JavaWeb Console’s launch page, you can run that application.
However, an applicationmightmake additional authorization checks based upon the authenticated
user or role identity. These checks are not controlled by the authTypes tag, but are explicitly coded

Example 3–9
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into the application itself. For example, an applicationmight grant read access to all authenticated
users, but restrict update access to a few users or a few roles.

ApplicationAccess toRemote Systems
Having all the appropriate credentials does not guarantee that you can use an application tomanage
every systemwithin the application’s scope of operation. Each system that you administer by using
the JavaWeb Console application has its own security domain. Having read-and-write permissions
on the web console system does not guarantee that those credentials are automatically sufficient to
administer any other remote system.

In general, access to remote systems depends on how the security is implemented in the web
application. Typically, web applicationsmake calls to agents that perform actions on behalf of the
applications. These applicationsmust be authenticated by the agents based on their web console
credentials and the credentials by which they are known on the agent system. Depending upon how
this agent authentication is done, an authorization checkmight also bemade on the agent itself,
based upon this authenticated identity.

For example, in web applications that use remoteWBEM agents, authentication typically uses the
user or role identity that initially authenticated to the JavaWeb Console. If this authentication fails
on that agent system, access to that system is denied in the web application. If authentication
succeeds on that agent system, access might still be denied if the agentmakes an access control check
and denies access there.Most applications are written so that the authentication and authorization
checks on the agent never fail if you have been successfully authenticated on the web console and
assumed the correct role.

SpecifyingAuthorizationsWith the authTypes Tag
Whilemost systemmanagement web applications do not require any administrator intervention to
use the authTypes tag, the system administratormight need to change the values of this tag. This tag
contains a set of information that describes the level of authorization that is required for a user to
view an application in the JavaWeb Console. The web console determines if a user is authorized to
see a particular application, based on that application’s specified authorization requirements. Each
application can determine whether a usermust have proper authorization to run the application.
This determinationmight bemade as part of the application installation process. Or, youmight need
to supply the information, depending on your own security requirements. The product
documentation for the application should contain the information that is necessary to determine
whether you need to specify a particular permission.

You can nest several other authTypes tags within the authTypes tag. The authTypes tagmust
contain at least one authTypes tag that provides the following necessary information:

� Type of authorization check to perform
� Permission subclass name
� Parameters that are required to instantiate the Permission subclass
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In the following example, the authTypes tag has one attribute, name. The required name attribute is
the name of the authorization service type of implementation. Different authorization typesmight
require different values for the classType and permissionParam tags.

<authTypes>

<authType name="SolarisRbac">

<classType>com.sun.management.solaris.RbacPermission</classType>

<permissionParam name="permission">solaris.admin.serialmgr.read</permissionParam>

</authType>

</authTypes>

The following table shows the tags that can be nested within an authTypes tag

TABLE 3–1Nested authTypesTags

Tag Attribute Description

classType The Permission subclass name. This tag is a required tag.

permissionParam name The parameters that are required to create an instance of
the class specified by classType.

The authTypes tag and nested authTypes tags are required elements in the app.xml file. If you want
to register an application that is available to anyone, specify the authTypes tag with no content, as
shown in the following example.

<authTypes>

<authType name="">

<classType></classType>

<permissionParam name=""></permissionParam>

</authType>

</authTypes>
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ManagingUserAccounts andGroups
(Overview)

This chapter provides guidelines and planning information formanaging user accounts and groups.
This chapter also includes information about customizing the user’s work environment.

This is a list of the overview information in this chapter.

� “What’s New or Changed inManaging Users andGroups?” on page 71
� “WhatAre UserAccounts andGroups?” on page 72
� “Where UserAccount andGroup Information Is Stored” on page 79
� “Tools forManaging UserAccounts andGroups” on page 85
� “Customizing a User’sWork Environment” on page 88

For step-by-step instructions onmanaging user accounts and groups, see Chapter 5.

What’sNewor Changed inManagingUsers andGroups?
TheAdmintool software is no longer available in this release. The following table describes available
tools for user account and groupmanagement.

For a complete listing of new Solaris features and a description of Solaris releases, see Solaris 10
What’s New.

TABLE 4–1Tools forUserAccount andGroupManagement

Tool Name Description ForMore Information

SolarisManagement Console Graphical tool that is used to
manage users, groups, roles, rights,
mailing lists, disks, terminals, and
modems.

“Setting UpUserAccounts (Task
Map)” on page 101
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TABLE 4–1Tools forUserAccount andGroupManagement (Continued)
Tool Name Description ForMore Information

smuser, smrole, smgroup Commands that are used to
manage users, groups and roles.
The SMC services must be running
to use these commands.

“Example—Adding a Group and
UserWith the smgroup and smuser
Commands” on page 107

useradd, groupadd, roleadd;
usermod, groupmod, rolemod;
userdel, groupdel, roledel

Commands that are used to
manage users, groups, and roles.

“Example—Adding a Group and
UserWith the groupadd and
useraddCommands” on page 107

WhatAreUserAccounts andGroups?
One basic system administration task is to set up a user account for each user at a site.A typical user
account includes the information a user needs to log in and use a system, without having the system’s
root password. The components of user account information are described in “UserAccount
Components” on page 72.

When you set up a user account, you can add the user to predefined groups of users.A typical use of
groups is to set up group permissions on a file and directory, which allows access only to users who
are part of that group.

For example, youmight have a directory containing confidential files that only a few users should be
able to access. You could set up a group called topsecret that includes the users working on the
topsecret project.And, you could set up the topsecret files with read permission for the
topsecret group. That way, only the users in the topsecret group would be able to read the files.

Aspecial type of user account, called a role, is used to give selected users special privileges. Formore
information, see “Role-BasedAccess Control (Overview)” in SystemAdministration Guide: Security
Services.

UserAccount Components
The following sections describe the specific components of a user account.

User (Login)Names
User names, also called login names, let users access their own systems and remote systems that have
the appropriate access privileges. Youmust choose a user name for each user account that you create.

Consider establishing a standard way of assigning user names so that they are easier for you to track.
Also, names should be easy for users to remember.Asimple schemewhen selecting a user name is to
use the first name initial and first seven letters of the user’s last name. For example, Ziggy Ignatz
becomes zignatz. If this scheme results in duplicate names, you can use the first initial, middle
initial, and the first six characters of the user’s last name. For example, Ziggy Top Ignatz becomes
ztignatz.
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If this scheme still results in duplicate names, consider using the following scheme to create a user
name:

� The first initial, middle initial, first five characters of the user’s last name
� The number 1, or 2, or 3, and so on, until you have a unique name

Note – Each new user namemust be distinct from anymail aliases that are known to the system or to
anNIS or NIS+ domain. Otherwise, mail might be delivered to the alias rather than to the actual user.

For detailed guidelines on setting up user (login) names, see “Guidelines for Using User Names, User
IDs, andGroup IDs” on page 78.

User IDNumbers
Associated with each user name is a user identification number (UID). The UID number identifies
the user name to any system onwhich the user attempts to log in.And, the UID number is used by
systems to identify the owners of files and directories. If you create user accounts for a single
individual on a number of different systems, always use the same user name and ID number. In that
way, the user can easily move files between systems without ownership problems.

UID numbersmust be a whole number that is less than or equal to 2147483647. UID numbers are
required for both regular user accounts and special system accounts. The following table lists the
UID numbers that are reserved for user accounts and system accounts.

TABLE 4–2ReservedUIDNumbers

UIDNumbers User or LoginAccounts Description

0 – 99 root, daemon, bin, sys, and so on System accounts

100 – 2147483647 Regular users General purpose accounts

60001 and 65534 nobody and nobody4 Anonymous users

60002 noaccess Non trusted users

Do not assign UIDs 0 through 99, which are reserved for system use, to regular user accounts. By
definition, root always has UID 0, daemon has UID 1, and pseudo-user bin has UID 2. In addition,
you should give uucp logins and pseudo user logins, such as who, tty, and ttytype, lowUIDs so that
they fall at the beginning of the passwd file.

For additional guidelines on setting upUIDs, see “Guidelines for Using User Names, User IDs, and
Group IDs” on page 78.

As with user (login) names, you should adopt a scheme to assign unique UID numbers. Some
companies assign unique employee numbers. Then, administrators add a number to the employee
number to create a unique UID number for each employee.
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Tominimize security risks, you should avoid reusing the UIDs from deleted accounts. If youmust
reuse a UID, “wipe the slate clean” so that the new user is not affected by attributes set for a former
user. For example, a former usermight have been denied access to a printer by being included in a
printer deny list. However, that attributemight be inappropriate for the new user.

Using LargeUser IDs andGroup IDs
UIDs and group IDs (GIDs) can be assigned up to themaximum value of a signed integer, or
2147483647.

However, UIDs andGIDs over 60000 do not have full functionality and are incompatible withmany
Solaris features. So, avoid using UIDs or GIDs over 60000.

The following table describes interoperability issues with Solaris products and previous Solaris
releases.

TABLE 4–3 Interoperability Issues forUIDs orGIDsOver 60000

Category Product or Command Issue

NFS interoperability SunOS 4.0 NFS software
and compatible releases

NFS server and client code truncates large UIDs and
GIDs to 16 bits. This situation can create security
problems if systems running SunOS 4.0 and
compatible releases are used in an environment where
large UIDs andGIDs are being used. Systems running
SunOS 4.0 and compatible releases require a patch to
avoid this problem.

Name service
interoperability

NIS name service and
file-based name service

Users with UIDs greater than 60000 can log in or use
the su command on systems running the Solaris 2.5
(and compatible releases). However, their UIDs and
GIDs will be set to 60001 (nobody).

NIS+ name service Users with UIDs greater than 60000 are denied access
on systems running Solaris 2.5 (and compatible
releases) and the NIS+ name service.

TABLE 4–4 LargeUIDorGIDLimitation Summary

UIDorGID Limitations

60003 or greater Users who log in to systems running Solaris 2.5 (and compatible releases)
and the NIS or files name service get a UID andGID of nobody.
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TABLE 4–4 LargeUIDorGIDLimitation Summary (Continued)
UIDorGID Limitations

65535 or greater � Systems running Solaris 2.5 (and compatible releases) with the NFS
version 2 software truncate UIDs to 16 bits, creating possible security
problems.

� Users who use the cpio commandwith the default archive format to
copy a file see an errormessage for each file.And, the UIDs andGIDs are
set to nobody in the archive.

� x86 based systems: Users that run SVR3-compatible applications will
probably see EOVERFLOW return codes from system calls.

� x86 based systems: If users attempt to create a file or directory on a
mounted SystemV file system, the SystemV file system returns an
EOVERFLOW error.

100000 or greater The ps -l command displays a maximum five-digit UID. So, the printed
columnwon’t be aligned when it includes a UID or GID larger than 99999.

262144 or greater Users who use the cpio command with the -H odc format or the pax -x
cpio command to copy files see an errormessage returned for each file.And,
the UIDs andGIDs are set to nobody in the archive.

1000000 or greater Users who use the ar command have their UIDs andGIDs set to nobody in
the archive.

2097152 or greater Users who use the tar command, the cpio -H ustar command, or the pax
-x tar command have their UIDs and GIDs set to nobody.

UNIXGroups
A group is a collection of users who can share files and other system resources. For example, users
who working on the same project could be formed into a group.Agroup is traditionally known as a
UNIX group.

Each groupmust have a name, a group identification (GID) number, and a list of user names that
belong to the group.AGID number identifies the group internally to the system. The two types of
groups that a user can belong to are as follows:

� Primary group – Specifies a group that the operating system assigns to files that are created by
the user. Each usermust belong to a primary group.

� Secondary groups – Specifies one ormore groups to which a user also belongs. Users can belong
to up to 15 secondary groups.

For detailed guidelines on setting up group names, see “Guidelines for Using User Names, User IDs,
andGroup IDs” on page 78.

Sometimes, a user’s secondary group is not important. For example, ownership of files reflect the
primary group, not any secondary groups. Other applications, however, might rely on a user’s

WhatAre UserAccounts andGroups?

Chapter 4 • ManagingUserAccounts andGroups (Overview) 75



secondary groupmemberships. For example, a user has to be amember of the sysadmin group
(group 14) to use theAdmintool software in previous Solaris releases. However, it doesn’t matter if
group 14 is his or her current primary group.

The groups command lists the groups that a user belongs to.Auser can have only one primary group
at a time. However, a user can temporarily change the user’s primary group, with the newgrp
command, to any other group in which the user is amember.

When adding a user account, youmust assign a primary group for a user or accept the default group,
staff (group 10). The primary group should already exist. If the primary group does not exist,
specify the group by a GID number. User names are not added to primary groups. If user names were
added to primary groups, the list might become too long. Before you can assign users to a new
secondary group, youmust create the group and assign it a GID number.

Groups can be local to a system ormanaged through a name service. To simplify group
administration, you should use a name service such as NIS or a directory service such as LDAP.
These services enable you to centrally manage groupmemberships.

User Passwords
You can specify a password for a user when you add the user. Or, you can force the user to specify a
password when the user first logs in. User passwordsmust comply with the following syntax:

� Password lengthmust at least match the value identified by the PASSLENGTH variable in the
/etc/default/passwd file. By default, PASSLENGTH is set to 6.

� The first 6 characters of the passwordmust contain at least two alphabetic characters and have at
least one numeric or special character.

� You can increase themaximumpassword length tomore than eight characters by configuring the
/etc/policy.conf file with an algorithm that supports greater than eight characters.

Although user names are publicly known, passwordsmust be kept secret and known only to users.
Each user account should be assigned a password. The password can be a combination of six to eight
letters, numbers, or special characters.

Tomake your computer systemsmore secure, users should change their passwords periodically. For
a high level of security, you should require users to change their passwords every six weeks. Once
every threemonths is adequate for lower levels of security. System administration logins (such as
root and sys) should be changedmonthly, or whenever a person who knows the root password leaves
the company or is reassigned.

Many breaches of computer security involve guessing a legitimate user’s password. You shouldmake
sure that users avoid using proper nouns, names, login names, and other passwords that a person
might guess just by knowing something about the user.

Good choices for passwords include the following:

� Phrases (beammeup).
� Nonsense wordsmade up of the first letters of every word in a phrase. For example, swotrb for

SomeWhere Over The RainBow.
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� Words with numbers or symbols substituted for letters. For example, sn00py for snoopy.

Do not use these choices for passwords:

� Your name (spelled forwards, backwards, or jumbled)
� Names of familymembers or pets
� Car license numbers
� Telephone numbers
� Social Security numbers
� Employee numbers
� Words related to a hobby or interest
� Seasonal themes, such as Santa in December
� Anyword in the dictionary

HomeDirectories
The home directory is the portion of a file system allocated to a user for storing private files. The
amount of space you allocate for a home directory depends on the kinds of files the user creates, their
size, and the number of files that are created.

Ahome directory can be located either on the user’s local system or on a remote file server. In either
case, by convention the home directory should be created as /export/home/username. For a large
site, you should store home directories on a server. Use a separate file system for each
/export/homen directory to facilitate backing up and restoring home directories. For example,
/export/home1, /export/home2.

Regardless of where their home directory is located, users usually access their home directories
through amount point named /home/username. WhenAutoFS is used tomount home directories,
you are not permitted to create any directories under the /homemount point on any system. The
system recognizes the special status of /homewhenAutoFS is active. Formore information about
automounting home directories, see “Task Overview forAutofsAdministration” in System
Administration Guide: Network Services.

To use the home directory anywhere on the network, you should always refer to the home directory
as $HOME, not as /export/home/username. The latter is machine-specific. In addition, any symbolic
links created in a user’s home directory should use relative paths (for example, ../../../x/y/x) so
that the links are valid nomatter where the home directory is mounted.

NameServices
If you aremanaging user accounts for a large site, youmight want to consider using a name or
directory service such as LDAP, NIS, or NIS+.Aname or directory service enables you to store user
account information in a centralizedmanner instead of storing user account information in every
system’s /etc files.When you use a name or directory service for user accounts, users canmove from
system to system using the same user account without having site-wide user account information
duplicated on every system. Using a name or directory service also promotes centralized and
consistent user account information.
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User’sWork Environment
Besides having a home directory to create and store files, users need an environment that gives them
access to the tools and resources they need to do their work.When a user logs in to a system, the
user’s work environment is determined by initialization files. These files are defined by the user’s
startup shell, such as the C, Korn, or Bourne shell.

Agood strategy formanaging the user’s work environment is to provide customized user
initialization files, such as .login, .cshrc, .profile, in the user’s home directory.

Note –Do not use system initialization files, such as /etc/profile or /etc/.login, tomanage a
user’s work environment. These files reside locally on systems and are not centrally administered.
For example, ifAutoFS is used tomount the user’s home directory from any system on the network,
you would have tomodify the system initialization files on each system to ensure a consistent
environment whenever a usermoved from system to system.

For detailed information about customizing user initialization files for users, see “Customizing a
User’sWork Environment” on page 88.

Another way to customize user accounts is through role-based access control (RBAC). See
“Role-BasedAccess Control (Overview)” in SystemAdministration Guide: Security Services for more
information.

Guidelines forUsingUserNames, User IDs, andGroup
IDs
User names, UIDs, andGIDs should be unique within your organization, whichmight spanmultiple
domains.

Keep the following guidelines inmind when creating user or role names, UIDs, andGIDs:

� User names –They should contain from two to eight letters and numerals. The first character
should be a letter.At least one character should be a lowercase letter.

Note – Even though user names can include a period (.), underscore (_), or hyphen (-), using these
characters is not recommended because they can cause problems with some software products.

� System accounts –Do not use any of the user names, UIDs, or GIDs that are contained in the
default /etc/passwd and /etc/group files. UIDs andGIDs 0-99 are reserved for system use and
should not be used by anyone. This restriction includes numbers not currently in use.

For example, gdm is the reserved user name and group name for the GNOMEDisplayManager
daemon and should not be used for another user. For a complete listing of the default
/etc/passwd and /etc/group entries, see Table 4–6 and Table 4–9.
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The nobody and nobody4 accounts should never be used for running processes. These two
accounts are reserved for use by NFS. Use of these accounts for running processes could lead to
unexpected security risks. Processes that need to run as a non-root user should use the daemon or
noaccess accounts.

� System account configuration – The configuration of the default system accounts should never
be changed. This includes changing the login shell of a system account that is currently locked.
The only exception to this rule is the setting of a password and password aging parameters for the
root account.

WhereUserAccount andGroup Information Is Stored
Depending on your site policy, user account and group information can be stored in your local
system’s /etc files or in a name or directory service as follows:

� TheNIS+ name service information is stored in tables.
� TheNIS name service information is stored inmaps.
� The LDAPdirectory service information is stored in indexed database files.

Note –To avoid confusion, the location of the user account and group information is generically
referred to as a file rather than as a database, table, ormap.

Most user account information is stored in the passwd file. Password information is stored as follows:

� In the passwd file when you are using NIS or NIS+
� In the /etc/shadow file when you are using /etc files
� In the people container when you are using LDAP

Password aging is available when you are using NIS+ or LDAP, but not NIS.

Group information is stored in the group file for NIS, NIS+ and files. For LDAP, group information is
stored in the group container.

Fields in the passwd File
The fields in the passwd file are separated by colons and contain the following information:

username:password:uid:gid:comment:home-directory:login-shell

For example:

kryten:x:101:100:Kryten Series 4000 Mechanoid:/export/home/kryten:/bin/csh

The following table describes the passwd file fields.
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TABLE 4–5 Fields in the passwd File

FieldName Description

username Contains the user or login name. User names should be unique and consist of
1-8 letters (A-Z, a-z) and numerals (0-9). The first character must be a letter,
and at least one character must be a lowercase letter.

password Contains an x, a placeholder for the encrypted password. The encrypted
password is stored in the shadow file.

uid Contains a user identification (UID) number that identifies the user to the
system. UID numbers for regular users should range from 100 to 60000.All
UID numbers should be unique.

gid Contains a group identification (GID) number that identifies the user’s
primary group. Each GID numbermust be a whole number between 0 and
60002. The numbers 60001 and 60002 are assigned to nobody and noaccess.
The number 65534 is assigned to nobody4.

comment Usually contains the full name of the user. This field is informational only. It
is sometimes called the GECOS field because it was originally used to hold
the login information needed to submit batch jobs to amainframe running
GECOS (General Electric Computer Operating System) fromUNIX systems
at Bell Labs.

home-directory Contains the user’s home directory path name.

login-shell Contains the user’s default login shell, such as /bin/sh, /bin/csh, or
/bin/ksh. Table 4–20 describes basic shell features.

Default passwd File
The default Solaris passwd file contains entries for standard daemons. Daemons are processes that
are usually started at boot time to perform some system-wide task, such as printing, network
administration, or port monitoring.

root:x:0:1:Super-User:/:/sbin/sh

daemon:x:1:1::/:

bin:x:2:2::/usr/bin:

sys:x:3:3::/:

adm:x:4:4:Admin:/var/adm:

lp:x:71:8:Line Printer Admin:/usr/spool/lp:

uucp:x:5:5:uucp Admin:/usr/lib/uucp:

nuucp:x:9:9:uucp Admin:/var/spool/uucppublic:/usr/lib/uucp/uucico

smmsp:x:25:25:SendMail Message Submission Program:/:

listen:x:37:4:Network Admin:/usr/net/nls:

gdm:x:50:50:GDM Reserved UID:/:

webservd:x:80:80:WebServer Reserved UID:/:

nobody:x:60001:60001:NFS Anonymous Access User:/:
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noaccess:x:60002:60002:No Access User:/:

nobody4:x:65534:65534:SunOS 4.x NFS Anonymous Access User:/:

TABLE 4–6Default passwd File Entries

UserName User ID Description

root 0 Superuser account

daemon 1 Umbrella system daemon associated with routine system
tasks

bin 2 Administrative daemon associated with running system
binaries to perform some routine system task

sys 3 Administrative daemon associated with system logging
or updating files in temporary directories

adm 4 Administrative daemon associated with system logging

lp 71 Line printer daemon

uucp 5 Daemon associated with uucp functions

nuucp 6 Another daemon associated with uucp functions

smmsp 25 Sendmail message submission program daemon

webservd 80 Account reserved forWebServer access

gdm 50 GNOMEDisplayManager daemon

listen 37 Network listener daemon

nobody 60001 Account reserved for anonymous NFS access.

noaccess 60002 Assigned to a user or a process that needs access to a
system through some application but without actually
logging in.

nobody4 65534 SunOS 4.0 or 4.1 version of the nobody user account

Fields in the shadow File
The fields in the shadow file are separated by colons and contain the following information:

username:password:lastchg:min:max:warn:inactive:expire

For example:

rimmer:86Kg/MNT/dGu.:8882:0::5:20:8978

The following table describes the shadow file fields.
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TABLE 4–7 Fields in the shadow File

FieldName Description

username Contains the user name (also called the login name).

password Might contain the one of following entries:
� A13-character encrypted user password
� The string *LK*, which indicates an inaccessible account
� The string NP, which indicates no password for the account

lastchg Indicates the number of days between January 1, 1970, and the last
passwordmodification date.

min Contains theminimumnumber of days required between password
changes.

max Contains themaximumnumber of days the password is valid before the
user is prompted to specify a new password.

warn Indicates the number of days before the password expires that the user is
warned.

inactive Contains the number of days a user account can be inactive before being
locked.

expire Contains the absolute date when the user account expires. Past this date, the
user cannot log in to the system.

Fields in the group File
The fields in the group file are separated by colons and contain the following information:

group-name:group-password:gid:user-list

For example:

bin::2:root,bin,daemon

The following table describes the group file fields.

TABLE 4–8 Fields in the group File

FieldName Description

group-name Contains the name assigned to the group. For example, members of the chemistry
department in a university might be called chem. Group names can have a
maximum of eight characters.
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TABLE 4–8 Fields in the group File (Continued)
FieldName Description

group-password Usually contains an asterisk or is empty. The group-password field is a relic of
earlier versions of UNIX. If a group has a password, the newgrp command prompts
users to enter the password. However, no utility exists to set the password.

gid Contains the group’s GID number. This numbermust be unique on the local
system, and should be unique across the entire organization. Each GID number
must be a whole number between 0 and 60002. Numbers under 100 are reserved
for system default group accounts. User defined groups can range from 100 to
60000. The numbers 60001 and 60002 are reserved and assigned to nobody and
noaccess, respectively.

user-list Contains a comma-separated list of user names, representing the user’s secondary
groupmemberships. Each user can belong to amaximum of 15 secondary groups.

Default group File
The default Solaris group file contains the following system groups that support some system-wide
task, such as printing, network administration, or electronicmail. Many of these groups having
corresponding entries in the passwd file.

root::0:

other::1:

bin::2:root,daemon

sys::3:root,bin,adm

adm::4:root,daemon

uucp::5:root

mail::6:root

tty::7:root,adm

lp::8:root,adm

nuucp::9:root

staff::10:

daemon::12:root

smmsp::25:

sysadmin::14:

gdm::50:

webservd::80:

nobody::60001:

noaccess::60002:

nogroup::65534:
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TABLE 4–9Default group File Entries

GroupName Group ID Description

root 0 Superuser group

other 1 Optional group

bin 2 Administrative group associated with running system
binaries

sys 3 Administrative group associated with system logging or
temporary directories

adm 4 Administrative group associated with system logging

uucp 5 Group associated with uucp functions

mail 6 Electronicmail group

tty 7 Group associated with tty devices

lp 8 Line printer group

nuucp 9 Group associated with uucp functions

staff 10 General administrative group.

daemon 12 Group associated with routine system tasks

sysadmin 14 Administrative group associated with legacyAdmintool
and SolsticeAdminSuite tools

smmsp 25 Daemon for Sendmail message submission program

webservd 80 Group reserved forWebServer access

gdm 50 Group reserved for the GNOMEDisplayManager
daemon

nobody 60001 Group assigned for anonymous NFS access

noaccess 60002 Group assigned to a user or a process that needs access to
a system through some application but without actually
logging in

nogroup 65534 Group assigned to a user who is not amember of a
known group
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Tools forManagingUserAccounts andGroups
The following table lists the recommended tools formanaging users and groups. These tools are
included in the SolarisManagement Console suite of tools. For information about starting and using
the SolarisManagement Console, see Chapter 2.

TABLE 4–10Tools forManagingUsers andGroups

SolarisManagement Tool Purpose

Users Manage users accounts

User Templates Create a set of attributes for a specific kind of user like
students, engineers, or instructors

Rights Manage RBAC rights

Administrative Roles Manage RBAC administrative roles

Groups Manage group information

Projects Manage project information

Mailing Lists Managemailing lists

Use the SolarisManagement Console online help for information on performing these tasks.

For information on the Solaris commands that can be used tomanage user accounts and groups, see
Table 1–6. These commands provide the same functionality as the Solaris management tools,
including authentication and name service support.

Tasks for Solaris User andGroupManagement Tools
The Solaris usermanagement tools enable you tomanage user accounts and groups on a local system
or in a name service environment.

This table describes the tasks you can do with the Users tool’s UserAccounts feature.

TABLE 4–11TaskDescriptions forUserAccounts Tool

Task Description

Add a user Adds a user to the local system or name service.

Create a user template Creates a template of predefined user attributes for creating
users of the same group, such as students, contractors, or
engineers.
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TABLE 4–11TaskDescriptions forUserAccounts Tool (Continued)
Task Description

Add a user with a user template Adds a user with a template so that user attributes are
predefined.

Clone a user template Clones a user template if you would like to use a similar set of
predefined user attributes. Then, change only some of the
attributes as needed.

Set up user properties Sets up user properties in advance of adding users. Properties
include specifying whether a user template is used when
adding a user, and whether the home directory ormail box is
deleted by default when removing a user.

Addmultiple users Addsmultiple users to the local system or name service by
specifying a text file, typing each name, or automatically
generating a series of user names.

View or change user properties Displays or changes user properties such as login shell,
password, or password options.

Assign rights to users Assigns RBAC rights to users that will allow them to perform
specific administration tasks.

Remove a user Removes the user from the local system or the name service.
Optionally, you can also specify whether the user’s home
directory ormailbox is removed. The user is also removed
from any groups or roles.

For information about adding a user to the local system or name service, see “WhatAre User
Accounts andGroups?” on page 72 and “UserAccount Components” on page 72.

TABLE 4–12TaskDescriptions for Rights Tool

Task Description

Grant a right Grants a user a right to run a specific command or
application that was previously only available to an
administrator.

View or change existing rights properties Displays or changes existing rights.

Add an authorization Adds an authorization, which is a discrete right granted to a
role or a user.

View or change an authorization Displays or changes existing authorizations.

Formore information on granting rights to users, see “Contents of Rights Profiles” in System
Administration Guide: Security Services.
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TABLE 4–13TaskDescriptions forAdministrative Roles Tool

Task Description

Add an administrative role Adds a role that someone would use to perform a specific
administrative task.

Assign rights to an administrative role Assigns specific rights to a role that enable someone to
perform a task.

Change an administrative role Adds or removes rights from a role.

Formore information on using administrative roles, see “How to PlanYour RBAC Implementation”
in SystemAdministration Guide: Security Services.

TABLE 4–14TaskDescriptions forGroups Tool

Task Description

Add a group Adds a group to the local system or name service so that the
group name is available before you add the user.

Add a user to a group Adds a user to a group if the user needs access to
group-owned files.

Remove a user from a group Removes a user from a group if the user no longer requires
group file access.

For information on adding users to groups, see “UNIXGroups” on page 75.

TABLE 4–15TaskDescriptions forMailing Lists Tool

Task Description

Create amailing list Creates amailing list, which is a list of user names for sending
email messages.

Change amailing list name Changes themailing list after it is created.

Remove amailing list Removes amailing list if it is no longer used.

For information on creatingmailing lists, see the SolarisManagement Console’s online help.
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TABLE 4–16TaskDescriptions for Projects Tool

Task Description

Create or clone a project Creates a new project or clones an existing project if the
existing project has attributes similar to what you need for the
new project.

Modify or view project attributes Displays or changes existing project attributes.

Delete a project Removes a project if the project is no longer used.

ManagingUsers andResourcesWithProjects
Starting with the Solaris 9 release, users and groups can bemembers of a project, an identifier that
indicates a workload component that can be used as the basis of system usage or resource allocation
chargeback. Projects are part of the Solaris resourcemanagement feature that is used tomanage
system resources.

Users need to be amember of a project to successfully log in to a system running the Solaris 9 release.
By default, users are amember of the group.staff project when the Solaris 9 release is installed and
no other project information is configured.

User project information is stored in the /etc/project file, which can be stored on the local system
(files), the NIS name service, or the LDAPdirectory service. You can use the SolarisManagement
Console tomanage project information.

The /etc/project filemust exist for users to log in successfully, but requires no administration if
you are not using projects.

Formore information on using or setting up projects, see Chapter 2, “Projects and Tasks
(Overview),” in SystemAdministration Guide: Solaris Containers-ResourceManagement and Solaris
Zones.

Customizing aUser’sWork Environment
Part of setting up a user’s home directory is providing user initialization files for the user’s login shell.
Auser initialization file is a shell script that sets up a work environment for a user after the user logs
in to a system. Basically, you can perform any task in a user initialization file that you can do in a shell
script. However, a user initialization file’s primary job is to define the characteristics of a user’s work
environment, such as a user’s search path, environment variables, and windowing environment.
Each login shell has its own user initialization file or files, which are listed in the following table.
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TABLE 4–17User Initialization Files for Bourne, C, andKorn Shells

Shell User Initialization File Purpose

Bourne $HOME/.profile Defines the user’s environment at login

C $HOME/.cshrc Defines the user’s environment for all C shells and is
invoked after login shell

$HOME/.login Defines the user’s environment at login

Korn $HOME/.profile Defines the user’s environment at login

$HOME/$ENV Defines user’s environment at login in the file and is
specified by the Korn shell’s ENV environment variable

The Solaris environment provides default user initialization files for each shell in the /etc/skel
directory on each system, as shown in the following table.

TABLE 4–18DefaultUser Initialization Files

Shell Default File

C /etc/skel/local.login

/etc/skel/local.cshrc

Bourne or Korn /etc/skel/local.profile

You can use these files as a starting point andmodify them to create a standard set of files that provide
the work environment common to all users. Or, you canmodify these files to provide the working
environment for different types of users.Although you cannot create customized user initialization
files with the Users tool, you can populate a user’s home directory with user initialization files located
in a specified “skeleton” directory. You can do this by creating a user template with the User
Templates tool and specifying a skeleton directory fromwhich to copy user initialization files.

For step-by-step instructions on how to create sets of user initialization files for different types of
users, see “How to Customize User Initialization Files” on page 103.

When you use the Users tool to create a new user account and select the create home directory
option, the following files are created, depending on which login shell is selected.
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TABLE 4–19 Files Created byUsers ToolWhenAdding aUser

Shell Files Created

C The /etc/skel/local.cshrc and the /etc/skel/local.login files are copied
into the user’s home directory and are renamed .cshrc and .login,
respectively.

Bourne and Korn The /etc/skel/local.profile file is copied into the user’s home directory
and renamed .profile.

If you use the useradd command to add a new user account and specify the /etc/skel directory by
using the -k and -m options, all three /etc/skel/local* files and the /etc/skel/.profile file are
copied into the user’s home directory.At this point, you need to rename them to whatever is
appropriate for the user’s login shell.

Using Site Initialization Files
The user initialization files can be customized by both the administrator and the user. This important
feature can be accomplished with centrally located and globally distributed user initialization files,
called site initialization files. Site initialization files enable you to continually introduce new
functionality to the user’s work environment, while enabling the user to customize the user’s
initialization file.

When you reference a site initialization file in a user initialization file, all updates to the site
initialization file are automatically reflected when the user logs in to the system or when a user starts
a new shell. Site initialization files are designed for you to distribute site-wide changes to users’ work
environments that you did not anticipate when you added the users.

You can customize a site initialization file the same way that you customize a user initialization file.
These files typically reside on a server, or set of servers, and appear as the first statement in a user
initialization file.Also, each site initialization filemust be the same type of shell script as the user
initialization file that references it.

To reference a site initialization file in a C-shell user initialization file, place a line similar to the
following at the beginning of the user initialization file:

source /net/machine-name/export/site-files/site-init-file

To reference a site initialization file in a Bourne-shell or Korn-shell user initialization file, place a line
similar to the following at the beginning of the user initialization file:

. /net/machine-name/export/site-files/site-init-file
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Avoiding Local SystemReferences
You should not add specific references to the local system in the user initialization file. You want the
instructions in a user initialization file to be valid regardless of which system the user logs into. For
example:

� Tomake a user’s home directory available anywhere on the network, always refer to the home
directory with the variable $HOME. For example, use $HOME/bin instead of
/export/home/username/bin. The $HOME variable works when the user logs in to another system
and the home directories are automounted.

� To access files on a local disk, use global path names, such as /net/system-name/directory-name.
Any directory referenced by /net/system-name can bemounted automatically on any system on
which the user logs in, assuming the system is runningAutoFS.

Shell Features
The following table lists basic shell features that each shell provides, which can help you determine
what you can and can’t do when creating user initialization files for each shell.

TABLE 4–20Basic Features of Bourne, C, andKorn Shells

Feature Bourne C Korn

Known as the standard shell in UNIX Yes No No

Compatible syntax with Bourne shell - No Yes

Job control Yes Yes Yes

History list No Yes Yes

Command-line editing No Yes Yes

Aliases No Yes Yes

Single-character abbreviation for login
directory

No Yes Yes

Protection from overwriting (noclobber) No Yes Yes

Setting to ignore Control-D (ignoreeof) No Yes Yes

Enhanced cd command No Yes Yes

Initialization file separate from .profile No Yes Yes

Logout file No Yes No
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Shell Environment
Ashell maintains an environment that includes a set of variables defined by the login program, the
system initialization file, and the user initialization files. In addition, some variables are defined by
default.Ashell can have two types of variables:

� Environment variables –Variables that are exported to all processes spawned by the shell. Their
settings can be seen with the env command.Asubset of environment variables, such as PATH,
affects the behavior of the shell itself.

� Shell (local) variables –Variables that affect only the current shell. In the C shell, a set of these
shell variables have a special relationship to a corresponding set of environment variables. These
shell variables are user, term, home, and path. The value of the environment variable counterpart
is initially used to set the shell variable.

In the C shell, you use the lowercase names with the set command to set shell variables. You use
uppercase names with the setenv command to set environment variables. If you set a shell variable,
the shell sets the corresponding environment variable and vice versa. For example, if you update the
path shell variable with a new path, the shell also updates the PATH environment variable with the
new path.

In the Bourne and Korn shells, you can use the uppercase variable name equal to some value to set
both shell and environment variables. You also have to use the export command to activate the
variables for any subsequently executed commands.

For all shells, you generally refer to shell and environment variables by their uppercase names.

In a user initialization file, you can customize a user’s shell environment by changing the values of
the predefined variables or by specifying additional variables. The following table shows how to set
environment variables in a user initialization file.

TABLE 4–21 Setting EnvironmentVariables in aUser Initialization File

Shell Type Line toAdd to theUser Initialization File

C shell setenvVARIABLE value

Example:

setenv MAIL /var/mail/ripley

Bourne or Korn shell VARIABLE=value; export VARIABLE

Example:

MAIL=/var/mail/ripley;export MAIL

The following table describes environment variables and shell variables that youmight want to
customize in a user initialization file. Formore information about variables that are used by the
different shells, see the sh(1), ksh(1), or csh(1) man pages.
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TABLE 4–22 Shell and EnvironmentVariableDescriptions

Variable Description

CDPATH, or cdpath in
the C shell

Sets a variable used by the cd command. If the target directory of the cd command is
specified as a relative path name, the cd command first looks for the target directory
in the current directory (“.”). If the target is not found, the path names listed in the
CDPATH variable are searched consecutively until the target directory is found and the
directory change is completed. If the target directory is not found, the current
working directory is left unmodified. For example, the CDPATH variable is set to
/home/jean, and two directories exist under /home/jean, bin, and rje. If you are in
the /home/jean/bin directory and type cd rje, you change directories to
/home/jean/rje, even though you do not specify a full path.

history Sets the history for the C shell.

HOME, or home in the C
shell

Sets the path to the user’s home directory.

LANG Sets the locale.

LOGNAME Defines the name of the user currently logged in. The default value of LOGNAME is set
automatically by the login program to the user name specified in the passwd file. You
should only need to refer to, not reset, this variable.

LPDEST Sets the user’s default printer.

MAIL Sets the path to the user’s mailbox.

MANPATH Sets the hierarchies of man pages that are available.

PATH, or path in the C
shell

Specifies, in order, the directories that the shell searches to find the program to run
when the user types a command. If the directory is not in the search path, users must
type the complete path name of a command.

As part of the login process, the default PATH is automatically defined and set as
specified in .profile (Bourne or Korn shell) or .cshrc (C shell).

The order of the search path is important.When identical commands exist in
different locations, the first command foundwith that name is used. For example,
suppose that PATH is defined in Bourne and Korn shell syntax as
PATH=/bin:/usr/bin:/usr/sbin:$HOME/bin and a file named sample resides in
both /usr/bin and /home/jean/bin. If the user types the command samplewithout
specifying its full path name, the version found in /usr/bin is used.

prompt Defines the shell prompt for the C shell.

PS1 Defines the shell prompt for the Bourne or Korn shell.

SHELL, or shell in the C
shell

Sets the default shell used by make, vi, and other tools.
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TABLE 4–22 Shell and EnvironmentVariableDescriptions (Continued)
Variable Description

TERMINFO Specifies the path name for an unsupported terminal that has been added to the
terminfo file. Use the TERMINFO variable in either the /etc/profile or /etc/.login
file.

When the TERMINFO environment variable is set, the system first checks the TERMINFO
path defined by the user. If the system does not find a definition for a terminal in the
TERMINFO directory defined by the user, it searches the default directory,
/usr/share/lib/terminfo, for a definition. If the system does not find a definition
in either location, the terminal is identified as “dumb.”

TERM, or term in the C
shell

Defines the terminal. This variable should be reset in either the /etc/profile or
/etc/.login file.When the user invokes an editor, the system looks for a file with
the same name that is defined in this environment variable. The system searches the
directory referenced by TERMINFO to determine the terminal characteristics.

TZ Sets the time zone. The time zone is used to display dates, for example, in the ls -l
command. If TZ is not set in the user’s environment, the system setting is used.
Otherwise, GreenwichMean Time is used.

The PATHVariable
When the user executes a command by using the full path, the shell uses that path to find the
command. However, when users specify only a command name, the shell searches the directories for
the command in the order specified by the PATH variable. If the command is found in one of the
directories, the shell executes the command.

Adefault path is set by the system. However, most users modify it to add other command directories.
Many user problems related to setting up the environment and accessing the correct version of a
command or a tool can be traced to incorrectly defined paths.

SettingPathGuidelines
Here are some guidelines for setting up efficient PATH variables:

� If security is not a concern, put the current working directory (.) first in the path. However,
including the current working directory in the path poses a security risk that youmight want to
avoid, especially for superuser.

� Keep the search path as short as possible. The shell searches each directory in the path. If a
command is not found, long searches can slow down system performance.

� The search path is read from left to right, so you should put directories for commonly used
commands at the beginning of the path.

� Make sure that directories are not duplicated in the path.
� Avoid searching large directories, if possible. Put large directories at the end of the path.
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� Put local directories before NFSmounted directories to lessen the chance of “hanging” when the
NFS server does not respond. This strategy also reduces unnecessary network traffic.

Examples—Setting aUser’s Default Path
The following examples show how to set a user’s default path to include the home directory and
other NFSmounted directories. The current working directory is specified first in the path. In a
C-shell user initialization file, you would add the following:

set path=(. /usr/bin $HOME/bin /net/glrr/files1/bin)

In a Bourne-shell or Korn-shell user initialization file, you would add the following:

PATH=.:/usr/bin:/$HOME/bin:/net/glrr/files1/bin

export PATH

LocaleVariables
The LANG and LC environment variables specify the locale-specific conversions and conventions for
the shell. These conversions and conventions include time zones, collation orders, and formats of
dates, time, currency, and numbers. In addition, you can use the stty command in a user
initialization file to indicate whether the terminal session will support multibyte characters.

The LANG variable sets all possible conversions and conventions for the given locale. You can set
various aspects of localization separately through these LC variables: LC_COLLATE, LC_CTYPE,
LC_MESSAGES, LC_NUMERIC, LC_MONETARY, and LC_TIME.

The following table describes some of the values for the LANG and LC environment variables.

TABLE 4–23Values for LANG and LCVariables

Value Locale

de_DE.ISO8859-1 German

en_US.UTF-8 American English (UTF-8)

es_ES.ISO8859-1 Spanish

fr_FR.ISO8859-1 French

it_IT.ISO8859-1 Italian

ja_JP.eucJP Japanese (EUC)

ko_KR.EUC Korean (EUC)

sv_SE.ISO8859-1 Swedish
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TABLE 4–23Values for LANG and LCVariables (Continued)
Value Locale

zh_CN.EUC Simplified Chinese (EUC)

zh_TW.EUC Traditional Chinese (EUC)

Formore information on supported locales, see the International Language Environments Guide.

EXAMPLE 4–1 Setting the LocaleUsing the LANGVariables

The following examples show how to set the locale by using the LANG environment variables. In a
C-shell user initialization file, you would add the following:

setenv LANG de_DE.ISO8859-1

In a Bourne-shell or Korn-shell user initialization file, you would add the following:

LANG=de_DE.ISO8859-1; export LANG

Default File Permissions (umask)
When you create a file or directory, the default file permissions assigned to the file or directory are
controlled by the user mask. The usermask is set by the umask command in a user initialization file.
You can display the current value of the usermask by typing umask and pressing Return.

The usermask contains the following octal values:

� The first digit sets permissions for the user
� The second digit sets permissions for group
� The third digit sets permissions for other, also referred to as world

Note that if the first digit is zero, it is not displayed. For example, if the usermask is set to 022, 22 is
displayed.

To determine the umask value you want to set, subtract the value of the permissions you want from
666 (for a file) or 777 (for a directory). The remainder is the value to use with the umask command.
For example, suppose you want to change the default mode for files to 644 (rw-r--r--). The
difference between 666 and 644 is 022, which is the value you would use as an argument to the umask
command.

You can also determine the umask value you want to set by using the following table. This table shows
the file and directory permissions that are created for each of the octal values of umask.
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TABLE 4–24Permissions for umaskValues

umaskOctal Value File Permissions Directory Permissions

0 rw- rwx

1 rw- rw-

2 r-- r-x

3 r-- r--

4 -w- -wx

5 -w- -w-

6 --x --x

7 --- (none) --- (none)

The following line in a user initialization file sets the default file permissions to rw-rw-rw-.

umask 000

Examples ofUser andSite Initialization Files
The following sections provide examples of user and site initialization files that you can use to start
customizing your own initialization files. These examples use system names and paths that you need
to change for your particular site.

EXAMPLE 4–2The .profileFile

(Line 1) PATH=$PATH:$HOME/bin:/usr/local/bin:/usr/ccs/bin:.

(Line 2) MAIL=/var/mail/$LOGNAME

(Line 3) NNTPSERVER=server1

(Line 4) MANPATH=/usr/share/man:/usr/local/man

(Line 5) PRINTER=printer1

(Line 6) umask 022

(Line 7) export PATH MAIL NNTPSERVER MANPATH PRINTER

1. Defines the user’s shell search path
2. Defines the path to the user’s mail file
3. Defines the user’s Usenet news server
4. Defines the user’s search path forman pages
5. Defines the user’s default printer
6. Sets the user’s default file creation permissions
7. Sets the listed environment variables
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EXAMPLE 4–3The .cshrcFile

(Line 1) set path=($PATH $HOME/bin /usr/local/bin /usr/ccs/bin)

(Line 2) setenv MAIL /var/mail/$LOGNAME

(Line 3) setenv NNTPSERVER server1

(Line 4) setenv PRINTER printer1

(Line 5) alias h history

(Line 6) umask 022

(Line 7) source /net/server2/site-init-files/site.login

1. Defines the user’s shell search path.
2. Defines the path to the user’s mail file.
3. Defines the user’s Usenet news server.
4. Defines the user’s default printer.
5. Creates an alias for the history command. The user needs to type only h to run the history

command.
6. Sets the user’s default file creation permissions.
7. Sources the site initialization file.

EXAMPLE 4–4 Site InitializationFile

The following shows an example site initialization file in which a user can choose a particular version
of an application.

# @(#)site.login

main:

echo "Application Environment Selection"

echo ""

echo "1. Application, Version 1"

echo "2. Application, Version 2"

echo ""

echo -n "Type 1 or 2 and press Return to set your

application environment: "

set choice = $<

if ( $choice !~ [1-2] ) then

goto main

endif

switch ($choice)

case "1":

setenv APPHOME /opt/app-v.1

breaksw
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EXAMPLE 4–4 Site Initialization File (Continued)

case "2":

setenv APPHOME /opt/app-v.2

endsw

This site initialization file could be referenced in a user’s .cshrc file (C shell users only) with the
following line:

source /net/server2/site-init-files/site.login

In this line, the site initialization file is named site.login and is located on a server named server2.
This line also assumes that the automounter is running on the user’s system.

Customizing a User’sWork Environment
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ManagingUserAccounts andGroups (Tasks)

This chapter describes how to set up andmaintain user accounts and groups.

For information on the procedures associated with setting up andmaintaining user accounts and
groups, see the following:

� “Setting UpUserAccounts (TaskMap)” on page 101
� “Maintaining UserAccounts (TaskMap)” on page 110

For background information aboutmanaging user accounts and groups, see Chapter 4.

SettingUpUserAccounts (TaskMap)

Task Description For Instructions

Gather user information. Use a standard form to gather user
information to help you keep user
information organized.

“How to Gather User
Information” on page 102

Customize user initialization files. You can set up user initialization
files (.cshrc, .profile, .login), so
that you can provide new users with
consistent environments.

“How to Customize User
Initialization Files” on page 103

Add a group. You can add a group with the
following tools:

SolarisManagement Console’s
Groups tool

Solaris command-line interface
tools

“How toAdd a GroupWith the
SolarisManagement Console’s
Groups Tool” on page 104

“How toAddGroups andUsers
With Command-Line Tools”
on page 106

5C H A P T E R 5
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Task Description For Instructions

Add a user. You can add a user with the
following tools:

SolarisManagement Console’s
Users tool

Solaris command-line interface
tools

“How toAdd aUserWith the
SolarisManagement Console’s
Users Tool” on page 105

“How toAddGroups andUsers
With Command-Line Tools”
on page 106

Set up a user template. You can create a user template so
that you don’t have tomanually add
all similar user properties.

See SolarisManagement Console
online help

Add rights or a role to a user. You can add rights or a role to a
user so that the user can perform a
specific command or task.

See SolarisManagement Console
online help

Share the user’s home directory. Youmust share the user’s home
directory so that the directory can
be remotelymounted from the
user’s system.

“How to Share a User’s Home
Directory” on page 108

Mount the user’s home directory. Youmustmount the user’s home
directory on the user’s system.

“How toMount a User’s Home
Directory” on page 109

How toGatherUser Information
You can create a form such as the following to gather information about users before adding their
accounts.

Item Description

User Name:

Role Name:

Profiles orAuthorizations:

UID:

Primary Group:

Secondary Groups:

Comment:

Default Shell:

Password Status andAging:

Setting UpUserAccounts (TaskMap)
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Item Description

HomeDirectory Path Name:

MountingMethod:

Permissions onHomeDirectory:

Mail Server:

Department Name:

DepartmentAdministrator:

Manager:

Employee Name:

Employee Title:

Employee Status:

Employee Number:

Start Date:

Add to TheseMailAliases:

Desktop SystemName:

� How toCustomizeUser Initialization Files
Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Create a skeletondirectory for each type of user.

# mkdir /shared-dir/skel/user-type

shared-dir The name of a directory that is available to other systems on the network.

user-type The name of a directory to store initialization files for a type of user.

Copy the default user initialization files into the directories that you created for different types of
users.
# cp /etc/skel/local.cshrc /shared-dir/skel/user-type/.cshrc
# cp /etc/skel/local.login /shared-dir/skel/user-type/.login
# cp /etc/skel/local.profile /shared-dir/skel/user-type/.profile
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Note – If the account has profiles assigned to it, then the user has to launch a special version of the
shell called a profile shell to use commands (with any security attributes) that are assigned to the
profile. There are three profile shells corresponding to the types of shells: pfsh (Bourne shell), pfcsh
(C shell), and pfksh (Korn shell). For information about profile shells, see “Role-BasedAccess
Control (Overview)” in SystemAdministration Guide: Security Services.

Edit the user initialization files for each user type and customize thembased on your site’s needs.

For a detailed description on the ways to customize the user initialization files, see “Customizing a
User’sWork Environment” on page 88.

Set the permissions for the user initialization files.
# chmod 744 /shared-dir/skel/user-type/.*

Verify that the permissions for the user initialization files are correct.
# ls -la /shared-dir/skel/*

CustomizingUser Initialization Files

The following example shows how to customize the C-shell user initialization file in the
/export/skel/enduser directory designated for a particular type of user. For an example of a
.cshrc file, see Example 4–3.

# mkdir /export/skel/enduser

# cp /etc/skel/local.cshrc /export/skel/enduser/.cshrc

(Edit .cshrc file)
# chmod 744 /export/skel/enduser/.*

� How toAddaGroupWith the SolarisManagement
Console’s Groups Tool
You can add existing users to the group when you add the group. Or, you can just add the group and
then add the user to the group when you add the user.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Start the SolarisManagement Console.
# /usr/sadm/bin/smc &
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Formore information on starting the SolarisManagement Console, see “How to Start the Console as
Superuser or as a Role” on page 43 or “How to Start the SolarisManagement Console in a Name
Service Environment” on page 50.

Click the This Computer icon under theManagement Tools icon in theNavigation pane.

Alist of categories is displayed.

(Optional) Select the appropriate toolbox for your name service environment.

Click the SystemConfiguration icon.

Click theUser icon andprovide the superuser password or the role password.

Click theGroups icon. Select AddGroup from theActionmenu.

Use the Context help to add a group to the system.

Identify the groupnameat theGroupNameprompt under Group Identification.

For example, mechanoids.

Identify the groupnumber at theGroup IDnumber prompt.

For example, GID 101.

ClickOK.

� How toAddaUserWith the SolarisManagement
Console’s Users Tool
Use the following procedure to add a user with the SolarisManagement Console’s Users tool.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Start the SolarisManagement Console.
# /usr/sadm/bin/smc &

Formore information on starting the SolarisManagement Console, see “How to Start the Console as
Superuser or as a Role” on page 43 or “How to Start the SolarisManagement Console in a Name
Service Environment” on page 50.

Click the This Computer icon under theManagement Tools icon in theNavigation pane.

Alist of categories is displayed.
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(Optional) Select the appropriate toolbox for your name service environment.

Click the SystemConfiguration icon.

Click theUser icon andprovide the superuser password or the role password.

Click theUser Accounts icon.

Use the Context help to add a user to the system.

Select AddUser⇒WithWizard from theActionmenu.

Click Next between the steps below.

a. Identify the user nameor login nameat theUserNameprompt.

For example, kryten

b. (Optional) Identify the user’s full nameat the Full Nameprompt.

For example, kryten series 3000.

c. (Optional) Provide a further description of this user at theDescription prompt.

d. Provide the user ID at theUser IDNumber prompt.

For example, 1001.

e. Select theUserMust Use This PasswordAt First Login option.

Provide a password for the user at the Password prompt and then confirm the password at the
Confirm Password prompt.

f. Select the user’s primary group.

For example, mechanoids.

g. Create the user’s homedirectory by accepting the defaults at the Server andPath prompts.

h. Specify themail server.

i. Review the information youprovided andgoback to correct the information, if necessary.
Otherwise, click Finish.

How toAddGroups andUsersWith Command-Line
Tools
This section provides examples of adding users and groups with command-line tools.
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Example—AddingaGroupandUserWith the groupadd and useradd
Commands
The following example shows how to use the groupadd and useradd commands to add the group
scutters and the user scutter1 to files on the local system. These commands cannot be used to
manage users in a name service environment.

# groupadd -g 102 scutters

# useradd -u 1003 -g 102 -d /export/home/scutter1 -s /bin/csh \

-c "Scutter 1" -m -k /etc/skel scutter1

64 blocks

Formore information, see the groupadd(1M) and useradd(1M)man pages.

Example—AddingaGroupandUserWith the smgroup and smuser
Commands
The following example shows how to use the smgroup and smuser commands to add the group
gelfs and the user camille to the NIS domain solar.com on the host starlite.

# /usr/sadm/bin/smgroup add -D nis:/starlitesolar.com -- -g 103 -n gelfs

# /usr/sadm/bin/smuser add -D nis:/starlite/solar.com -- -u 1004

-n camille -c "Camille G." -d /export/home/camille -s /bin/csh -g gelfs

Formore information, see the smgroup(1M) and smuser(1M)man pages.

SettingUpHomeDirectoriesWith the Solaris
Management Console
Keep the following inmind when using the SolarisManagement Console tools tomanage user home
directories:

� If you use the Users tool’sAddUserWizard to add a user account and you specify the user’s
home directory as /export/home/username, the home directory is automatically set up to be
automounted.Also, the following entry is added to the passwd file.

/home/username
� There is only way you can use Users tool to set up a user account that does not automount the

home directory. First, set up a user account template that disables this feature. Then, add users
with this template. You cannot disable this feature with theAddUserWizard.

� You can use the smuser add command with the -x autohome=N option to add a user without
automounting the user’s home directory. However, there is no option to the smuser delete
command to remove the home directory after the user is added. You would have to remove the
user and the user’s home directory with the Users tool.
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� How toShare aUser’s HomeDirectory
Use the following procedure to share a user’s home directory.

Become superuser or assumean equivalent role on the system that contains the homedirectory.

Verify that the mountddaemon is running.

In this release, mountd is now started as part of the NFS server service. To see if the mountd daemon is
running, type the following command:
# svcs network/nfs/server

STATE STIME FMRI

online Aug_26 svc:/network/nfs/server:default

If the mountddaemon is not running, start it.
# svcadm network/nfs/server

List the file systems that are shared on the system.
# share

Select one of the followingbased onwhether the file system that contains the user’s homedirectory
is already shared.

a. If the user’s homedirectory is already shared, go to the step 8.

b. If the user’s homedirectory is not shared, go to Step 6.

Edit the /etc/dfs/dfstab file and add the following line:
share -F nfs /file-system

/file-system is the file system that contains the user’s home directory that you need to share. By
convention, the file system is /export/home.

Share the file systems listed in the /etc/dfs/dfstab file.
# shareall -F nfs

This command executes all the share commands in the /etc/dfs/dfstab file so that you do not
have to wait to reboot the system.

Verify that a user’s homedirectory is shared.
# share

Sharing a User’s HomeDirectory

The following example shows how to share the /export/home directory.
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# svcs network/nfs/server

# svcadm network/nfs/server

# share

# vi /etc/dfs/dfstab

(The line share -F nfs /export/home is added.)
# shareall -F nfs

# share

- /usr/dist ro ""

- /export/home/user-name rw ""

If the user’s home directory is not located on the user’s system, you have tomount the user’s home
directory from the systemwhere it is located. For detailed instructions, see “How toMount a User’s
HomeDirectory” on page 109.

� How toMount aUser’s HomeDirectory
For information on automounting a home directory, see “Task Overview forAutofsAdministration”
in SystemAdministration Guide: Network Services.

Make sure that the user’s homedirectory is shared.

Formore information, see “How to Share a User’s HomeDirectory” on page 108.

Log in as superuser on the user’s system.

Edit the /etc/vfstab file and create an entry for the user’s homedirectory.
system-name:/export/home/user-name - /export/home/username nfs - yes rw

system-name The name of the systemwhere the home directory is located.

/export/home/username The name of the user’s home directory that will be shared. By
convention, /export/home/username contains user home directories.
However, you can use a different file system.

- Required placeholders in the entry.

/export/home/username The name of the directory where the user’s home directory will be
mounted.

Formore information about adding an entry to the /etc/vfstab file, see “Mounting File Systems” in
SystemAdministration Guide: Devices and File Systems.

Create themount point for the user’s homedirectory.
# mkdir -p /export/home/username

SeeAlso
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Mount the user’s homedirectory.
# mountall

All entries in the current vfstab file (whose mount at boot fields are set to yes) are mounted.

Verify that the homedirectory ismounted.
# mount | grep username

Mounting aUser’s HomeDirectory

The following example shows how tomount user ripley’s home directory.

# vi /etc/vfstab

(The line venus:/export/home/ripley - /export/home/ripley

nfs - yes rw is added.)
# mkdir -p /export/home/ripley

# mountall

# mount

/ on /dev/dsk/c0t0d0s0 read/write/setuid/intr/largefiles/xattr/onerror=panic/dev=...

/devices on /devices read/write/setuid/dev=46c0000 on Thu Jan 8 09:38:19 2004

/usr on /dev/dsk/c0t0d0s6 read/write/setuid/intr/largefiles/xattr/onerror=panic/dev=...

/proc on /proc read/write/setuid/dev=4700000 on Thu Jan 8 09:38:27 2004

/etc/mnttab on mnttab read/write/setuid/dev=47c0000 on Thu Jan 8 09:38:27 2004

/dev/fd on fd read/write/setuid/dev=4800000 on Thu Jan 8 09:38:30 2004

/var/run on swap read/write/setuid/xattr/dev=1 on Thu Jan 8 09:38:30 2004

/tmp on swap read/write/setuid/xattr/dev=2 on Thu Jan 8 09:38:30 2004

/export/home on /dev/dsk/c0t0d0s7 read/write/setuid/intr/largefiles/xattr/onerror=...

/export/home/ripley on venus:/export/home/ripley remote/read/write/setuid/xattr/dev=...

MaintainingUserAccounts (TaskMap)

Task Description Instructions

Modify a group. You canmodify a group’s name or
the users in a group by using the
Groups tool.

“How toModify a Group” on page
112

Delete a group. You can delete a group if it is no
longer needed.

“How toDelete a Group” on page
113
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Task Description Instructions

Modify a user account. Disable a user account

You can temporarily disable a user
account if it will be needed in the
future.

Change a user’s password

Youmight need to change a user’s
password if the user forgets it.

Set password aging

You can force users to change their
passwords periodically with User
Account tool’s PasswordOptions
menu.

“How toDisable a UserAccount”
on page 114

“How to Change a User’s
Password” on page 115

“How to Set PasswordAging on a
UserAccount” on page 116

Delete a user account. You can delete a user account if it is
no longer needed.

“How toDelete a UserAccount”
on page 117

ModifyingUserAccounts
Unless you define a user name or UID number that conflicts with an existing one, you should never
need tomodify a user account’s user name or UID number. Use the following steps if two user
accounts have duplicate user names or UID numbers:

� If two user accounts have duplicate UID numbers, use the Users tool to remove one account and
add it again with a different UID number. You cannot use the Users tool tomodify a UID number
of an existing user account.

� If two user accounts have duplicate user names, use the Users tool tomodify one of the accounts
and change the user name.

If you do use the Users tool to change a user name, the home directory’s ownership is changed, if a
home directory exists for the user.

One part of a user account that you can change is a user’s groupmemberships. Select the Properties
option fromUsers tool’sActionmenu to add or delete a user’s secondary groups.Alternatively, you
can use the Groups tool to directly modify a group’s member list.

You can alsomodify the following parts of a user account:

� Description (comment)
� Login shell
� Passwords and password options
� Home directory and home directory access
� Rights and roles
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DisablingUserAccounts
Occasionally, youmight need to temporarily or permanently disable a user account. Disabling or
locking a user accountmeans that an invalid password, *LK*, is assigned to the user account,
preventing future logins.

The easiest way to disable a user account is to lock the password for an account with Users tool.

You can also enter an expiration date in the account availability section of the User Properties screen.
An expiration date enables you to set a limit on how long the account is active.

Other ways to disable a user account: set up password aging or change the user’s password.

DeletingUserAccounts
When you delete a user account with the Users tool, the software deletes the entries in the passwd
and group files. In addition, the files in the user’s home directory andmail directory are deleted also.

� How toModify aGroup
Use the following procedure tomodify a group.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Start the SolarisManagement Console.
# /usr/sadm/bin/smc &

Formore information on starting the SolarisManagement Console, see “How to Start the Console as
Superuser or as a Role” on page 43 or “How to Start the SolarisManagement Console in a Name
Service Environment” on page 50.

Click the This Computer icon under theManagement Tools icon in theNavigation pane.

Alist of categories is displayed.

(Optional) Select the appropriate toolbox for your name service environment.

Click the SystemConfiguration icon.

Click theUser icon.

Provide the superuser password or the role password.

Click theGroups icon.
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Select the group tomodify.

For example, select scutters.

Modify the selected group in theGroupName: text box. ClickOKwhen you are finished.

For example, change scutters to scutter.

All the users that were in the scutters group are now in the scutter group.

� How toDelete aGroup
Use the following procedure to delete a group.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Start the SolarisManagement Console.

# /usr/sadm/bin/smc &

Formore information on starting the SolarisManagement Console, see “How to Start the Console as
Superuser or as a Role” on page 43 or “How to Start the SolarisManagement Console in a Name
Service Environment” on page 50.

Click the This Computer icon under theManagement Tools icon in theNavigation pane.

Alist of categories is displayed.

(Optional) Select the appropriate toolbox for your name service environment.

Click the SystemConfiguration icon.

Click theUser icon.

Provide the superuser password or the role password.

Click theGroups icon.

Select the group to delete.

For example, select scutter.

ClickOK in the popupwindow.

The group is removed from all the users who were amember of this group.
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AdministeringPasswords
You can use the Users tool for password administration. This tool includes the following capabilities:

� Specifying a normal password for a user account
� Enabling users to create their own passwords during their first login
� Disabling or locking a user account
� Specifying expiration dates and password aging information

Note – Password aging is not supported by theNIS name service.

UsingPasswordAging
If you are using NIS+ or the /etc files to store user account information, you can set up password
aging on a user’s password. Starting in the Solaris 9 12/02 release, password aging is also supported in
the LDAPdirectory service.

Password aging enables you to force users to change their passwords periodically or to prevent a user
from changing a password before a specified interval. If you want to prevent an intruder from
gaining undetected access to the system by using an old and inactive account, you can also set a
password expiration date when the account becomes disabled. You can set password aging attributes
with the passwd command or the SolarisManagement Console’s Users tool.

For information about starting the SolarisManagement Console, see “How to Start the Console as
Superuser or as a Role” on page 43.

� How toDisable aUserAccount
Use the following procedure if you need to disable a user account.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Start the SolarisManagement Console.
# /usr/sadm/bin/smc &

Formore information on starting the SolarisManagement Console, see “How to Start the Console as
Superuser or as a Role” on page 43 or “How to Start the SolarisManagement Console in a Name
Service Environment” on page 50.

Click the This Computer icon under theManagement Tools icon in theNavigation pane.

Alist of categories is displayed.

1

2

3

MaintainingUserAccounts (TaskMap)

SystemAdministration Guide: BasicAdministration • May 2006114



(Optional) Select the appropriate toolbox for your name service environment.

Click the SystemConfiguration icon.

Click theUser icon andprovide the superuser password or the role password.

Click theUser Accounts icon.

Double–click the user.

For example, select scutter2.

Select theAccount is Locked option in theAccount Availability section of theGeneral tab features.

ClickOK.

� How toChangeaUser’s Password
Use the following procedure when a user forgets her password.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Start the SolarisManagement Console.

# /usr/sadm/bin/smc &

Formore information on starting the SolarisManagement Console, see “How to Start the Console as
Superuser or as a Role” on page 43 or “How to Start the SolarisManagement Console in a Name
Service Environment” on page 50.

Click the This Computer icon under theManagement Tools icon in theNavigation pane.

Alist of categories is displayed.

(Optional) Select the appropriate toolbox for your name service environment.

Click the SystemConfiguration icon.

Click theUser icon.

Provide the superuser password or the role password.

Click theUser Accounts icon.
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Double–click the userwhoneeds a newpassword.

For example, select scutter1.

Select the Password Tab.

Select theUserMust Use This Password atNext Login option.

Enter the user’s newpassword.

ClickOK.

� How toSet PasswordAgingonaUserAccount
Use the following procedure to set password aging on a user account.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Start the SolarisManagement Console.
# /usr/sadm/bin/smc &

Formore information on starting the SolarisManagement Console, see “How to Start the Console as
Superuser or as a Role” on page 43 or “How to Start the SolarisManagement Console in a Name
Service Environment” on page 50.

Click the This Computer icon under theManagement Tools icon in theNavigation pane.

Alist of categories is displayed.

(Optional) Select the appropriate toolbox for your name service environment.

Click the SystemConfiguration icon.

Click theUser Accounts icon.

Provide the superuser password or the role password.

Click theUser Accounts icon.

Double–click the user.

For example, select scutter2.

Select the PasswordOptions Tab.
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Select the appropriate PasswordOptions inDays option.

For example, select UsersMust ChangeWithin to set a date when the usermust change his or her
password.

ClickOK.

� How toDelete aUserAccount
Use the following procedure to remove a user account.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Start the SolarisManagement Console.
# /usr/sadm/bin/smc &

Formore information on starting the SolarisManagement Console, see “How to Start the Console as
Superuser or as a Role” on page 43 or “How to Start the SolarisManagement Console in a Name
Service Environment” on page 50.

Click the This Computer icon under theManagement Tools icon in theNavigation pane.

Alist of categories is displayed.

(Optional) Select the appropriate toolbox for your name service environment.

Click the SystemConfiguration icon.

Click theUser icon.

Provide the superuser password or the role password.

Click theUser Accounts icon.

Double–click the user account to be removed.

For example, select scutter4.

ClickDelete in the popupwindow if you are sure youwant to remove the user account.

You are prompted to remove the user’s home directory andmailbox contents.
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Managing Client-Server Support (Overview)

This chapter describes themanagement of server and client support on a network. Overview
information is provided about each system configuration (referred to as a system type) that is
supported in the Solaris Operating System. This chapter also includes guidelines for selecting the
appropriate system type tomeet your needs.

Note – Information in this chapter that pertains only to a specific Solaris release is labeled a such.

This is a list of the overview information in this chapter.

� “What’s New inManaging Client-Server Support?” on page 119
� “Where to Find Client-Server Tasks” on page 121
� “WhatAre Servers, Clients, andAppliances?” on page 121
� “What Does Client SupportMean?” on page 122
� “Overview of SystemTypes” on page 122
� “Diskless ClientManagement Overview” on page 125

For step-by-step instructions about how tomanage diskless client support, see Chapter 7.

What’sNew inManagingClient-Server Support?
This section describes new or changed diskless client features in this Solaris release. For a complete
listing of new Solaris features and a description of Solaris releases, see Solaris 10What’s New.

x86:Diskless Client Changes in theGRUBBoot
Environment
Solaris 10 1/06:GRUB based booting has been implemented on x86 based systems in this Solaris
release. GRUB based booting was introduced in the Solaris 10 1/06 release.
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Note –GRUB based booting is not available on SPARC based systems in this Solaris release.

The following feature enhancements are part of the new diskless boot scheme:

� TheOS server is now capable of servingmultiple Solaris releases simultaneously.

With the new diskless boot scheme, you can perform a pxegrub based network boot , where
multiple releases are presented to a client from the GRUBmenu.

� Vendor-specific options are now specified in the boot archive.
In previous releases, client-specific boot properties, typically defined in the bootenv.rc file, were
provided by using vendor-specific options for the DHCP setup. The total length of the
information that was required frequently exceeded the limit in the DHCP specification.
With the boot new scheme, this information is part of the boot archive. The PXE/DHCP server is
only required to provide the server IP address, the boot file, pxegrub, and possibly a
client-specificmenu file, through Site Option 150.

� Ability to use Solaris Live Upgrade with the GRUBmenu to quickly activate and fall back to boot
environments.

x86: Changes to the smdisklessCommand
Solaris 10 1/06:The smdiskless command is used to set up diskless clients. Previously, the
smdiskless command set up the root (/) and /usr file systems, then exported these file systems to
the client throughNFS. To boot the client, you would additionally need to configure the /tftpboot
areamanually. This manual step is no longer a requirement for setting up a diskless client. The
smdiskless command now automatically invokes a script in the
/usr/sadm/lib/wbem/config_tftp file, which prepares the /tftpboot area for a PXE boot.

After running the smdiskless command, the /tftpboot/01ethernet-address file is displayed as a
link to pxegrub and the /tftpboot/menu.lst.01ethernet-address file, which contains the GRUB
menu entry. The ethernet-address in this instance is 01, followed by the Ethernet address of the client
network interface.When supplying the Ethernet address of the client network interface, use
uppercase letters and do not include colons.

The boot archive of the diskless client is automatically updated during shutdown. If the client’s boot
archive is out of date when it is shut down, youmight need to run the following command from the
OS server to update the boot archive:

# bootadm update-archive -f -R /export/root/host-name

where host-name is the host name of the client system.

Formore information, see “x86: How to Boot the FailsafeArchive to Forcibly Update a Corrupt Boot
Archive” on page 230 and the bootadm(1M)man page.
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Note –This information applies to both SPARC based and x86 basedOS servers that are serving x86
based clients.

Formore information on setting up and configuring DHCP, see Chapter 14, “Configuring the DHCP
Service (Tasks),” in SystemAdministration Guide: IP Services.

Formore information on how tomanage diskless clients in the GRUB boot environment, see “x86:
How to Boot a Diskless ClientWith GRUB” on page 144 and Chapter 11.

Where to FindClient-Server Tasks
Use this table to find step-by-step instructions for setting up server and client support.

Client-Server Services ForMore Information

Install or JumpStart clients Solaris 10 Installation Guide: Network-Based
Installations

Diskless client systems in the Solaris OS “Diskless ClientManagement Overview” on page 125
and Chapter 7

Diskless client systems in the Solaris 7 OS and earlier
Solaris releases

Solstice AdminSuite 2.3 Administration Guide

WhatAre Servers, Clients, andAppliances?
Systems on the network can usually be described as one of the system types in this table.

SystemType Description

Server Asystem that provides services to other systems in its network. There are file
servers, boot servers, web servers, database servers, license servers, print
servers, installation servers, appliance servers, and even servers for particular
applications. This chapter uses the term server tomean a system that provides
boot services and file systems for other systems on the network.

WhatAre Servers, Clients, andAppliances?
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SystemType Description

Client Asystem that uses remote services from a server. Some clients have limited disk
storage capacity, or perhaps none at all. Such clients must rely on remote file
systems from a server to function. Diskless systems and appliance systems are
examples of this type of client.

Other clients might use remote services (such as installation software) from a
server. However, they don’t rely on a server to function.Astand-alone system is
a good example of this type of client.Astand-alone system has its own hard
disk that contains the root (/), /usr, and /export/home file systems and swap
space.

Appliance Anetwork appliance such as the Sun Ray appliance provides access to
applications and the Solaris OS.An appliance gives you centralized server
administration, and no client administration or upgrades. Sun Ray appliances
also provide hot desking. Hot desking enables you to instantly access your
computing session from any appliance in the server group, exactly where you
left off. Formore information, see http://www.sun.com/products/sunray.

WhatDoes Client SupportMean?
Support for a client means providing software and services to help the client function. Support can
include the following:

� Making a system known to the network (host name and Ethernet address information)
� Providing installation services to remotely boot and install a system
� Providing Solaris OS services and application services to a systemwith limited disk space or no

disk space

Overviewof SystemTypes
System types are sometimes defined by how they access the root (/) and /usr file systems, including
the swap area. For example, stand-alone systems and server systemsmount these file systems from a
local disk. Other clients mount the file systems remotely, relying on servers to provide these services.
This table lists some of the characteristics of each system type.

What Does Client SupportMean?
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TABLE 6–1Characteristics of SystemTypes

SystemType Local File Systems Local Swap Space? Remote File Systems NetworkUse Relative Performance

Server root (/)

/usr

/home

/opt

/export/home

Yes None High High

Stand-alone system root (/)

/usr

/export/home

Yes None Low High

OS Server /export/root

Diskless client None None root (/)

swap

/usr

/home

High

High

Low

Low

Appliance None None None High High

Descriptionof a Server
Aserver system contains the following file systems:

� The root (/) and /usr file systems, plus swap space
� The /export and /export/home file systems, which support client systems and provide home

directories for users
� The /opt directory or file system for storing application software

Servers can also contain the following software to support other systems:

� Solaris OS services for diskless systems that are running a different release
� Clients that use a different platform than the server
� Solaris CD image software and boot software for networked systems to perform remote

installations
� JumpStartTM directory for networked systems to perform custom JumpStart installations

Overview of System Types
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Stand-Alone Systems
Anetworked stand-alone system can share information with other systems in the network. However,
it can continue to function if detached from the network.

Astand-alone system can function autonomously because it has its own hard disk that contains the
root (/), /usr, and /export/home file systems and swap space. Thus, the stand-alone system has local
access to OS software, executables, virtual memory space, and user-created files.

Note –Astand-alone system requires sufficient disk space to hold its necessary file systems.

Anon-networked stand-alone system is a stand-alone systemwith all the characteristics just listed,
except it is not connected to a network.

Diskless Clients
Adiskless client has no disk and depends on a server for all its software and storage needs.Adiskless
client remotelymounts its root (/), /usr, and /home file systems from a server.

Adiskless client generates significant network traffic due to its continual need to procure OS software
and virtual memory space from across the network.Adiskless client cannot operate if it is detached
from the network or if its servermalfunctions.

Formore overview information about diskless clients, see “Diskless ClientManagement Overview”
on page 125.

Descriptionof anAppliance
An appliance, such as the Sun RayTM appliance, is an X display device that requires no administration.
There is no CPU, fan, disk, and very little memory.An appliance is connected to a Sun display
monitor. However, the appliance user’s desktop session is run on a server and displayed back to the
user. The X environment is set up automatically for the user and has the following characteristics:

� Relies on a server to access other file systems and software applications
� Provides centralized software administration and resource sharing
� Contains no permanent data, making it a field-replaceable unit (FRU)

Guidelines for Choosing SystemTypes
You can determine which system types are appropriate for your environment by comparing each
system type based on the following characteristics:

Centralized administration

Overview of System Types
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� Can the system be treated as a field-replaceable unit (FRU)?

This means that a broken system can be quickly replaced with a new systemwithout any lengthy
backup and restore operations and no loss of system data.

� Does the system need to be backed up?

Large costs in terms of time and resources can be associated with backing up a large number of
desktop systems.

� Can the system’s data bemodified from a central server?
� Can the system be installed quickly and easily from a centralized server without handling the

client system’s hardware?

Performance

� Does this configuration performwell in desktop usage?
� Does the addition of systems on a network affect the performance of other systems already on the

network?

Disk space usage

Howmuch disk space is required to effectively deploy this configuration?

This table describes how each system type scores in terms of each characteristic.Aranking of 1 is
most efficient.Aranking of 4 is least efficient.

TABLE 6–2Comparison of SystemTypes

SystemType CentralizedAdministration Performance Disk SpaceUsage

Stand-alone system 4 1 4

Diskless client 1 4 1

Appliance 1 1 1

Diskless ClientManagementOverview
The following sections and Chapter 7 describe how tomanage diskless client support in the Solaris
Operating System (Solaris OS).

Adiskless client is a system that depends on anOS server for its operating system, software, and
storage.Adiskless client mounts its root (/), /usr, and other file systems from its OS server.A
diskless client has its ownCPU and physical memory and can process data locally. However, a
diskless client cannot operate if it is detached from its network or if its OS servermalfunctions.A
diskless client generates significant network traffic because of its continual need to function across
the network.

Diskless ClientManagement Overview
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In the Solaris 10 and Solaris 9 releases, the diskless client commands, smosservice and smdiskless,
enable you tomanage OS services and diskless client support. In the Solaris 8 and Solaris 7 releases,
diskless clients weremanaged with the SolsticeTM GUImanagement tools.

OSServer andDiskless Client Support Information
The following table describes which Solaris releases and architecture types are supported by the
smosservice and smdiskless commands.

Architecture Type Solaris 8 Solaris 9 Solaris 10

SPARC servers Supported Supported Supported

x86 based servers Supported Supported Supported

SPARC based clients Supported Supported Supported

x86 based clients Supported (Starting with
the Solaris 8 1/01 release)

Supported Supported

This table describes the combination of OS client-server configurations that are supported by the
smosservice and smdiskless commands.

TABLE 6–3OSClient-Server Support

Diskless ClientOS

ServerOS Solaris 10 Solaris 9 Solaris 8 Solaris 7

Solaris 10 Supported Supported Supported Supported

Solaris 9 Not supported Supported Supported Supported

Solaris 8 Not supported Not supported Supported Supported

Solaris 7 Not supported Not supported Not supported Supported

Diskless ClientManagement Features
You can use the smosservice and smdiskless commands to add andmaintain diskless client
support on a network. By using a name service, you canmanage system information in a centralized
manner so that important system information, such as host names, do not have to be duplicated for
every system on the network.

You can perform the following tasks with the smosservice and smdiskless commands:

� Add andmodify diskless client support

Diskless ClientManagement Overview
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� Add and removeOS services
� Manage diskless client information in the LDAP, NIS, NIS+, or files name service environment

If you are performing a GRUB based boot on an x86 system, you need tomanually set up the DHCP
configuration. See “x86: How to Prepare forAdding Diskless Clients in a GRUBBased Boot
Environment” on page 134 formore information.

Note –You can only use the diskless client commands to set up diskless client booting. You cannot use
these commands to set up other services, such as remote installation or profile services. Set up remote
installation services by including diskless client specifications in the sysidcfg file. Formore
information, see Solaris 10 Installation Guide: Custom JumpStart and Advanced Installations.

WorkingWithDiskless Client Commands
By writing your own shell scripts and using the commands shown in the following table, you can
easily set up andmanage your diskless client environment.

TABLE 6–4DisklessClientCommands

Command Subcommand Task

/usr/sadm/bin/smosservice add AddOS services

delete Delete OS services

list List OS services

patch Manage OS service patches

/usr/sadm/bin/smdiskless add Add a diskless client to anOS server

delete Delete a diskless client from anOS
server

list List the diskless clients on anOS server

modify Modify the attributes of a diskless
client

You can obtain help on these commands in two ways:

� Use the -h option when you type the command, subcommand, and required options, as shown in
the following example.

% /usr/sadm/bin/smdiskless add -p my-password -u my-user-name -- -h

� View the smdiskless(1M) and smosservice(1M)man pages.
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RequiredRBACRights forDiskless ClientManagement
You can use the smosservice and smdiskless commands as superuser. If you are using role-based
access control (RBAC), you can use either a subset of or all of the diskless client commands,
according to the RBAC rights to which they are assigned. The following table lists the RBAC rights
that are required to use the diskless client commands.

TABLE 6–5Required RBACRights forDiskless ClientManagement

RBACRight Command Task

Basic Solaris User, Network
Management

smosservice list List OS services

smosservice patch List OS service patches

smdiskless list List diskless clients on anOS server

NetworkManagement smdiskless add Add diskless clients

SystemAdministrator All commands All tasks

AddingOSServices
ASolaris OS server is a server that provides operating system (OS) services to support diskless client
systems. You can add support for anOS server or convert a stand-alone system to anOS server by
using the smosservice command.

For each platform group and Solaris release that you want to support, youmust add the particular OS
service to the OS server. For example, if you want to support SPARC sun-4u systems running the
Solaris 10 release, youmust add sun-4u/Solaris 10 OS services to the OS server. For each diskless
client that you support, youmust add the OS service for that client to the OS server. For example, you
would need to addOS services to support SPARC sun-4m systems or x86 based systems that run the
Solaris 9 release, because they are different platform groups.

Youmust have access to the appropriate Solaris software CD or disk image to addOS services.

AddingOSServicesWhen theOSServerHasBeenPatched
When addingOS services to anOS server, youmight see an errormessage stating that you have
inconsistent versions of the OS running on the server and the OS that you are trying to add. This
errormessage occurs when the installed version of the OS has packages that were previously patched,
and the OS services being added do not have those packages patched, because the patches have been
integrated into the packages.

For example, youmight have a server that is running the Solaris 10 release. Youmight also have
additional OS services loaded on this server, including the Solaris 9 SPARC sun-4mOS services that
have been patched. If you try to add the Solaris 8 SPARC sun-4uOS services from a CD-ROM to this
server, you could get the following errormessage:
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Error: inconsistent revision, installed package appears to have been

patched resulting in it being different than the package on your media.

You will need to backout all patches that patch this package before

retrying the add OS service option.

Disk SpaceRequirements forOS Servers
Before you set up your diskless client environment, ensure that you have the required disk space
available for each diskless client directory.

In previous Solaris releases, you were prompted about diskless client support during the installation
process. In the Solaris 10 and Solaris 9 releases, youmustmanually allocate an /export file system
either during installation or create it after installation. See the following table for specific disk space
requirements.

TABLE 6–6Disk Space Requirements for Solaris OS Servers

ServerOS/Architecture Type Directory RequiredDisk Space

Solaris 10 SPARC basedOS server /export 5 Gbytes

Solaris 10 x86 basedOS server /export 5 Gbytes

Solaris 10 SPARC based diskless
client

/export Reserve 200 to 300Mbytes per
diskless client.

Solaris 10 x86 based diskless client /export Reserve 200 to 300Mbytes per
diskless client.
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ManagingDiskless Clients (Tasks)

This chapter describes how tomanage diskless clients in the Solaris Operating System (Solaris OS).

Note –The information in this chapter applies to all of the Solaris 10OS, starting with the initial 3/05
release. If information is added or revised in subsequent releases of the product, a release date shows
when the change took effect.

For information on the procedures that are associated withmanaging diskless clients, see “Managing
Diskless Clients (TaskMap)” on page 131. For information about installation problems that are
associated withmanaging diskless clients, see “Troubleshooting Diskless Client Installation
Problems” on page 151. For overview information onmanaging diskless clients, see Chapter 6.

ManagingDiskless Clients (TaskMap)
The following table identifies the procedures that are required tomanage diskless clients.

Task Description For Instructions

1. (Optional) Enable Solaris
Management Console logging to
view diskless client errormessages.

Choose Log Viewer from the
consolemain window to view
diskless client errormessages.

“Starting the SolarisManagement
Console” on page 43

2. Prepare for adding a diskless
client.

Verify supported releases and
identify the platform,media path,
and cluster (or software group) of
each diskless client.

“x86: How to Prepare forAdding
Diskless Clients in a GRUBBased
Boot Environment” on page 134

“How to Prepare forAdding
Diskless Clients in the Solaris 10
OS” on page 136
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Task Description For Instructions

3.Add requiredOS services to an
OS server.

Add the OS services for the diskless
clients you want to support by
using the smosservice command.
Youmust identify the platform,
media path, and each diskless client
platform that you want to support.

“How toAddOS Services for
Diskless Client Support” on page
138

4. Locate and install any ARCH=all
packages that weremissed when
you addedOS services to the server.

Note –To avoid having to add these
packages to each diskless client
individually, perform this task prior
to adding diskless client support .

The smosservice add command
does not install any root (/) or /usr
packages that are designated
ARCH=all. These packagesmust be
installedmanually after adding the
OS services to the OS server.

This behavior exists in all Solaris
OS versions, starting with the
Solaris 2.1 OS, and applies to both
SPARC based and x86 based
platforms.Missing ARCH=all
packages vary, depending on
Solaris OS you are running.

How to Locate and Install Missing
ARCH=all Packages

5.Add a diskless client. Add diskless client support by
specifying all required information
by using the smdiskless
command.

“x86: How toAdd aDiskless Client
in the GRUBBased Boot
Environment” on page 140

“How toAdd aDiskless Client in
the Solaris 10 OS” on page 143

6. Boot the diskless client. Verify that a diskless client was
successfully added by booting the
diskless client.

“x86: How to Boot a Diskless Client
With GRUB” on page 144

“SPARC: How to Boot a Diskless
Client in the Solaris 10 OS”
on page 146

7. (Optional) Delete diskless client
support.

Delete support for a diskless client
if it is no longer required.

“How to Remove Diskless Client
Support” on page 147

8. (Optional) Delete OS services for
a diskless client.

Delete OS services for a diskless
client if they are no longer needed.

“How to RemoveOS Services for
Diskless Clients” on page 148

9. (Optional) PatchOS services. Add, delete, list, or synchronize
patches for diskless client OS
services.

“How toAdd anOS Patch for a
Diskless Client” on page 149

ManagingDiskless Clients (TaskMap)
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Preparing forManagingDiskless Clients
These sections describe the preparations that are necessary formanaging diskless clients.

Keep the following key points inmind whenmanaging diskless clients:

� The Solaris installation program doesn’t prompt you to set up diskless client support. Youmust
manually create an /export partition to support diskless clients. You create the /export partition
during or after the installation process.

� The /export partitionmust contain aminimum of 5 Gbytes, depending upon the number of
clients supported. For specific information, see Disk Space Requirements for OS Servers.

� The name service identified in the smosservice or smdiskless commandsmust match the
primary name service identified in the /etc/nsswitch.conf file. If you don’t specify a name
service in the smdiskless or smosservice commands, the default name service is files.
Use the -D option to the smosservice and smdiskless commands to specify a name server. For
more information, see the smosservice(1M) and smdiskless(1M)man pages.

Note –You cannot addOS/diskless client services to a UFS file system that resides on an
EFI—labeled disk.As a result, you cannot provide client services on amultiterabyte UFS file
system.

� TheOS server and the diskless client must be on the same subnet.

After you determine the platform,media path, and cluster for each diskless client, you are ready to
addOS services. The following directories are created and populated for eachOS service that you
add:

� /export/Solaris_version/Solaris_version-instruction-set.all (symbolic link to
/export/exec/Solaris_version/Solaris_version-instruction-set.all)

� /export/Solaris_version
� /export/Solaris_version/var
� /export/Solaris_version/opt
� /export/share

� /export/root/templates/Solaris_version
� /export/root/clone

� /export/root/clone/Solaris_version
� /export/root/clone/Solaris_version/machine-class

The following default directories are created and populated on the OS server for each diskless client
that you add:

� /export/root/diskless-client
� /export/swap/diskless-client
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� /tftpboot/diskless-client-ipaddress-in-hex/export/dump/diskless-client (if you specify the -x
dump option)

Note –You canmodify the default locations of the root (/), /swap, and /dump directories by using the
-x option to the smosservice and smdiskless commands. However, do not create these directories
under the /export file system.

� x86:How toPrepare forAddingDiskless Clients in a
GRUBBasedBoot Environment
Starting with the Solaris 10 1/06 release, use this procedure to prepare for adding a diskless client.
This procedure includes general information for x86 based systems.

When you use the smosservice add command to add OS services, youmust specify the platform,
media path, and cluster (or software group) of each diskless client platform that you want to support.

Ensure that the system that is intended to be the OS service is running a supported release.Also,
verify that the OS server release and diskless client release combination is supported. Formore
information, see “OS Server andDiskless Client Support Information” on page 126.

Identify the diskless client platformbyusing this format:

instruction-set.machine-class.Solaris_version

For example:

i386.i86pc.Solaris_10

The following are the possible platform options:

instruction-set machine-class Solaris_version

sparc sun4v

sun4u, sun4m, sun4d, and
sun4c

Starting with the Solaris 10 1/06 OS

Solaris 10, Solaris 9, Solaris 8, Solaris 7, and
Solaris 2.7

i386 i86pc Solaris_10, Solaris_9, Solaris_8, Solaris_2.7

Note –The sun-4c architecture is not supported in the Solaris 8, Solaris 9, or Solaris 10 releases. The
sun-4d architecture is not supported in the Solaris 9, Solaris 10 releases. The sun-4m architecture is
not supported in the Solaris 10 release.

BeforeYouBegin
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Identify themedia path.

Themedia path is the full path to the disk image that contains the OS that you want to install for the
diskless client.

The Solaris OS is delivered onmultiple CDs. However, you cannot use the smosservice command to
loadOS services from amultiple CD distribution. Youmust run the scripts that are found on the
Solaris software CDs (and optional Language CD) to do the following:

Create an install image on a server. For information on setting up an install server, refer to Solaris 10
Installation Guide: Network-Based Installations.

Load the requiredOS services from the CD imageby using one of the following scripts:

� CD 1 – /cdrom/cdrom0/s2/Solaris_10/Tools/setup_install_server
� Additional Solaris Software CDs –

/cdrom/cdrom0/s2/Solaris_10/Tools/add_to_install_server

� Language CD – /cdrom/cdrom0/s2/Solaris_10/Tools/add_to_install_server

For example, if you are using the setup_install_server script from the Solaris 10 Software 1 CD
on a locally connected CD-ROMdevice, the syntax looks similar to the following:

# mkdir /export/install/sol_10_x86

# cd /cd_mount_point/Solaris_10/Tools

# ./setup_install_server /export/install/sol_10_x86

Add the BootFile and BootSrvADHCPoptions to yourDHCP server configuration to enable a PXE
boot.

For example:
Boot server IP (BootSrvA) : svr-addr
(BootFile) : 01client-macro

where svr-addr is the IP address of the OS server and client-macro is named by the client’s Ethernet
type (01) and themac address of the client. This number is also the name of the file that is used in the
/tftpboot directory on the installation server.

Note –The notation for the client-macro consists of uppercase letters. This notation should not
contain any colons.

You can add these options from the command-line, or by using DHCPManager. See Example 7–4 for
more information.

Formore information, see “x86: How to Perform aGRUBBased Boot From the Network” on page
225, “Preconfiguring SystemConfiguration InformationWith the DHCPService (Tasks)” in
Solaris 10 Installation Guide: Network-Based Installations, and Part III, “DHCP,” in System
Administration Guide: IP Services.
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After the Solaris CD image is installed on the disk, note the diskmedia path. For example:

/net/export/install/sol_10_x86

This is the diskmedia path that needs to be specified when you use the smosservice command.

Identify the SUNWCXall clusterwhen you addOS services.

Youmust use the same cluster for diskless clients that run the sameOS on the same system.

Note –Always specify SUNWCXall as the cluster.

� How toPrepare forAddingDiskless Clients in the
Solaris 10OS
When you use the smosservice add command to add OS services, youmust specify the platform,
media path, and cluster (or software group) of each diskless client platform that you want to support.

Ensure that the system that is intended to be the OS service is running a supported release.Also
verify that the combination of OS server release and diskless client release is supported. Formore
information, see “OS Server andDiskless Client Support Information” on page 126.

Identify the diskless client platformbyusing this format:

instruction-set.machine-class.Solaris_version

For example:

sparc.sun4u.Solaris_10

The following are the possible platform options:

instruction-set machine-class Solaris_version

sparc sun4v

sun4c, sun4d, sun4m, sun4u,

Starting with the Solaris 10 1/06 OS

Solaris_10, Solaris_9, Solaris_8, Solaris_2.7

i386 i86pc Solaris_10, Solaris_9, Solaris_8, Solaris_2.7

Note –The sun-4c architecture is not supported in the Solaris 8, Solaris 9, or Solaris 10 releases. The
sun-4d architecture is not supported in the Solaris 9 or 10 releases. The sun-4m architecture is not
supported in the Solaris 10 release.
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Identify themedia path.

Themedia path is the full path to the disk image that contains the OS that you want to install for the
diskless client.

The Solaris OS is delivered onmultiple CDs. However, you cannot use the smosservice command to
loadOS services from amultiple CD distribution. Youmust run the scripts that are found on the
Solaris software CDs (and optional Language CD) to do the following:

Create an install image on a server. For information on setting up an install server, refer to Solaris 10
Installation Guide: Network-Based Installations.

Load the requiredOS services from the CD imageby using one of the following scripts:

� CD 1 – /cdrom/cdrom0/s0/Solaris_10/Tools/setup_install_server
� Additional Solaris Software CDs –

/cdrom/cdrom0/s0/Solaris_10/Tools/add_to_install_server

� Language CD – /cdrom/cdrom0/s0/Solaris_10/Tools/add_to_install_server

For example, if you are using the setup_install_server script from the Solaris 10 Software 1 CD
on a locally connected CD-ROMdevice, the syntax looks similar to the following:

# mkdir /export/install/sparc_10

# cd /cd_mount_point/Solaris_10/Tools

# ./setup_install_server /export/install/sparc_10

After the Solaris CD image is installed on the disk, specify the diskmedia path. For example:

/export/install/sparc_10

Identify the SUNWCXall clusterwhen you addOS services.

Youmust use the same cluster for diskless clients that run the sameOS on the same system.

For example, consider the following Solaris 9 diskless clients:

� sparc.sun4m.Solaris_9

� sparc.sun4u.Solaris_9

To set up these diskless clients, you would need to specify the SUNWCXall cluster for each diskless
client because the sun4u and sun4m systems require the SUNWCXall cluster. In addition, diskless
clients that run the same operating release (in this example, Solaris_9) on the same systemmust use
the same cluster.

Note – If you are using a sun4u system, or if you are using a systemwith an accelerated 8-bit color
memory frame buffer (cgsix), youmust specify SUNWCXall as the cluster.
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� How toAddOSServices forDiskless Client Support
Use this procedure to addOS services for a diskless client on the server.

Note –When adding OS services with the smosservice add command, root (/) and /usr packages
with the ARCH=all type are not installed. These packages are skipped. Nowarning or errormessages
are displayed.After you add the OS services to the OS server, youmust install themissing packages
manually. For instructions, see How to Locate and Install Missing ARCH=all Packages.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Verify that the SolarisManagement Console server is running and that the diskless client tools are
available on the system.
# /usr/sadm/bin/smosservice list -H host-name:898 --

Add theOS services.
# /usr/sadm/bin/smosservice add -H host-name:898 -- -o host-name
-x mediapath=path -x platform=instruction-set.machine-class.Solaris_version
-x cluster=cluster-name -x locale=locale-name

add

Adds the specifiedOS service.

-H host-name:898
Specifies the host name and port to which you want to connect. If you do not specify a port, the
system connects to the default port, 898.

Note –The -H option is not a required option when using the smossservice command to addOS
services.

--

Identifies that the subcommand arguments start after this point.

-xmediapath=path
Specifies the full path to the Solaris image.

-x platform=instruction-set.machine-class.Solaris_version
Specifies the instruction architecture, machine class, and the Solaris version to be added.

-x cluster=cluster-name
Specifies the Solaris cluster to install.

-x locale=locale-name
Specifies the locale to install.
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Note –The installation process can take about 45minutes, depending on the server speed and theOS
service configuration you choose.

Formore information, see the smosservice(1M)man page.

(Optional) Continue to add the otherOS services.

When you are finished addingOS services, verify that theOS serviceswere installed.
# /usr/sadm/bin/smosservice list -H host-name:898 --

SPARC:Adding anOS Service for Diskless Client Support

This example shows how to add Solaris 10 (SPARC based) OS services on the server jupiter. The
server jupiter is running the Solaris 10 release. The CD image of the Solaris 10 (SPARC based) OS is
located on the installation server, myway, in /export/s10/combined.s10s_u2wos/61.

# /usr/sadm/bin/smosservice add -H jupiter:898 -- -o jupiter

-x mediapath=/net/myway/export/s10/combined.s10s_u2wos/61

-x platform=sparc.sun4u.Solaris_10

-x cluster=SUNWCXall -x locale=en_US

# /usr/sadm/bin/smosservice list - H jupiter:898

Authenticating as user: root

Type /? for help, pressing enter accepts the default denoted by [ ]

Please enter a string value for: password :: xxxxxx
Loading Tool: com.sun.admin.osservermgr.cli.OsServerMgrCli

from jupiter:898

Login to jupiter as user root was successful.

Download of com.sun.admin.osservermgr.cli.OsServerMgrCli from jupiter:898

was successful.

x86:Adding anOS Service for Diskless Client Support

This example shows how to add Solaris 10 (x86 based) OS services on the server orbit. The server
orbit is running the Solaris 10 release. The CD image of the Solaris 10 (x86 based) OS is located on
the installation server, seriously, in /export/s10/combined.s10x_u2wos/03.

# /usr/sadm/bin/smosservice add -H orbit:898 -- -o orbit -x

mediapath=/net/seriously/export/s10u2/combined.s10x_u2wos/03 -x

platform=i386.i86pc.Solaris_10 -x cluster=SUNWCXall -x locale=en_US

# /usr/sadm/bin/smosservice list - H orbit:898

Type /? for help, pressing <enter> accepts the default denoted by [ ]

Please enter a string value for: password ::
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Starting Solaris Management Console server version 2.1.0.

endpoint created: :898

Solaris Management Console server is ready.

Loading Tool: com.sun.admin.osservermgr.cli.OsServerMgrCli from orbit:898

Login to orbit as user root was successful.

Download of com.sun.admin.osservermgr.cli.OsServerMgrCli from orbit:898 was successful.

Client Root Area

Swap Area

Dump Area

--------------------------------------------------------------------------------

.

.

.

#

Locate and install any ARCH=all packages that were missed when you ran the smosservice add
command to add the OS services to the OS server. Formore information, see How to Locate and
Install Missing ARCH=all Packages.

� x86:How toAddaDiskless Client in theGRUBBased
Boot Environment
Starting with the Solaris 10 1/06 release, use this procedure to add a diskless client after you have
addedOS services.

Become superuser or assumean equivalent role.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Add the diskless client.
# /usr/sadm/bin/smdiskless add -- -i ip-address -e ethernet-address
-n client-name -x os=instruction-set.machine-class.Solaris_version
-x root=/export/root/client-name -x swap=/export/swap/client-name
-x swapsize=size -x tz=time-zone -x locale=locale-name

add

Adds the specified diskless client.

--

Identifies that the subcommand arguments start after this point.

-i ip-address
Identifies the IP address of the diskless client.

-e ethernet-address
Identifies the Ethernet address of the diskless client.

Next Steps
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-n client-name
Specifies the name of the diskless client.

-x os=instruction-set.machine-class.Solaris_version
Specifies the instruction architecture, machine class, OS, and the Solaris version for the diskless
client.

-x root=root=/export/root/client-name
Identifies the root (/) directory for the diskless client.

-x swap=root=/export/root/client-name
Identifies the swap file for the diskless client.

-x swapsize=size
Specifies the size of the swap file inMbytes. The default is 24Mbytes.

-x tz=time-zone
Specifies the time-zone for the diskless client.

-x locale=locale-name
Specifies the locale to install for the diskless client.

Formore information, see the smdiskless(1M)man page.

If not already created, add the BootSrva and BootFileDHCPoptions to yourDHCP server
configuration to enable a PXEboot.
For example:
Boot server IP (BootSrvA) : svr-addr
Boot file (BootFile) : 01client-macro

where svr-addr is the IP address of the server and client-macro is named by the client’s Ethernet type
(01) and themac address of the client. This number is also the name of the file that is used in the
/tftpboot directory on the installation server.

Note –The client-macro notation consists of uppercase letters. The notation should not contain any
colons.

The following files and directories are created in the /tftpboot directory:

drwxr-xr-x 6 root sys 512 Dec 28 14:53 client-host-name
lrwxrwxrwx 1 root root 31 Dec 28 14:53 menu.lst.01ethernet-address

-> /tftpboot/client-host-name/grub/menu.lst
-rw-r--r-- 1 root root 118672 Dec 28 14:53 01ethernet-address

If the console is on a serial port, edit the /tftpboot/menu.lst.01ethernet-addressfile. Uncomment
the line that specifies the tty setting.
To change the default menu.lst file that is created on the client, edit the echo lines in the
/usr/sadm/lib/wbem/config_tftp file.

Formore information, see “x86: Performing a GRUBBased Boot From the Network” on page 224.
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Verify that the diskless clientswere installed.
# /usr/sadm/bin/smdiskless list -H host-name:898 --

(Optional) Continue to use the smdiskless add command to add each diskless client.

x86:AddingDiskless Client Support to an x86 Based System in the GRUB Boot
Environment

This example shows how to add a Solaris 10 x86 based diskless client, mikey1.

rainy-01# /usr/sadm/bin/smdiskless add -H sdts-01-qfe0 -- -o sdts-01-qfe0

-n mikey1 -i 192.168.20.22 -e 00:E0:88:55:33:BC -x os=i386.i86pc.Solaris_10

-x root=/export/root/mikey1 -x swap=/export/swap/mikey1

Loading Tool: com.sun.admin.osservermgr.cli.OsServerMgrCli

from sdts-01-qfe0

Login to rainy-01-qfe0 as user root was successful.

Download of com.sun.admin.osservermgr.cli.OsServerMgrCli from

rainy-01-qfe0 was successful.

# /usr/sadm/bin/smdiskless list -H mikey1:898 --

Loading Tool: com.sun.admin.osservermgr.cli.OsServerMgrCli from mikey1:898

Login to mikey1 as user root was successful.

Download of com.sun.admin.osservermgr.cli.OsServerMgrCli from mikey1:898 was

successful.

Platform

--------------------------------------------------------------------------------

i386.i86pc.Solaris_10

sparc.sun4us.Solaris_10

sparc.sun4u.Solaris_10

i386.i86pc.Solaris_9

x86:Adding the BootSrvA and BootFileDHCPOptions to theDHCPServer
Configuration

This example shows how to add the BootSrva and BootFileDHCPoptions that are necessary for
enabling a PXE boot.

rainy-01# pntadm -A mikey1 -m 01client-macro-e ’-1’

-f ’MANUAL+PERMANENT’ -i 01client-macro client-ip

rainy-01# dhtadm -A -m 01client-macro -d \

":BootSrvA=svr-addr:BootFile=01client-macro:"

In the preceding example, svr-addr is the IP address of the server, and client-macro is named by the
client’s Ethernet type (01) and themac address. This number is also the name of the file that is used
in the /tftpboot directory on the installation server. The notation for the client-macro consists of
uppercase letters. This notation should not contain any colons.
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� How toAddaDiskless Client in the Solaris 10OS
Use this procedure to add a diskless client after you have addedOS services. Unless otherwise noted,
this procedure includes general information for both SPARC based and x86 based systems.

Become superuser or assumean equivalent role.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Add the diskless client.
# /usr/sadm/bin/smdiskless add -- -i ip-address -e ethernet-address
-n client-name -x os=instruction-set.machine-class.Solaris_version
-x root=/export/root/client-name -x swap=/export/swap/client-name
-x swapsize=size -x tz=time-zone -x locale=locale-name

add

Adds the specified diskless client.

--

Identifies that the subcommand arguments start after this point.

-i ip-address
Identifies the IP address of the diskless client.

-e ethernet-address
Identifies the Ethernet address of the diskless client.

-n client-name
Specifies the name of the diskless client.

-x os=instruction-set.machine-class.Solaris_version
Specifies the instruction architecture, machine class, OS, and the Solaris version for the diskless
client.

-x root=root=/export/root/client-name
Identifies the root (/) directory for the diskless client.

-x swap=root=/export/root/client-name
Identifies the swap file for the diskless client.

-x swapsize=size
Specifies the size of the swap file inMbytes. The default is 24Mbytes.

-x tz=time-zone
Specifies the time-zone for the diskless client.

-x locale=locale-name
Specifies the locale to install for the diskless client.

Formore information, see the smdiskless(1M)man page.

(Optional) Continue to use the smdiskless add command to add each diskless client.
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Verify that the diskless clientswere installed.
# /usr/sadm/bin/smdiskless list -H host-name:898 --

SPARC:AddingDiskless Client Support to a SPARC Based System

This example shows how to add Solaris 10 sun4u diskless client, starlite, from the server
bearclaus.

# /usr/sadm/bin/smdiskless add -- -i 172.20.27.28 -e 8:0:20:a6:d4:5b

-n starlite -x os=sparc.sun4u.Solaris_10 -x root=/export/root/starlite

-x swap=/export/swap/starlite -x swapsize=128 -x tz=US/Mountain

-x locale=en_US

# /usr/sadm/bin/smdiskless list -H starlite:898 --

Loading Tool: com.sun.admin.osservermgr.cli.OsServerMgrCli from line2-v480:898

Login to line2-v480 as user root was successful.

Download of com.sun.admin.osservermgr.cli.OsServerMgrCli from line2-v480:898 was

successful.

Platform

--------------------------------------------------------------------------------

i386.i86pc.Solaris_10

sparc.sun4us.Solaris_10

sparc.sun4u.Solaris_10

i386.i86pc.Solaris_9

sparc.sun4m.Solaris_9

sparc.sun4u.Solaris_9

sparc.sun4us.Solaris_9

Note that the smdiskless list -H command output lists both SPARC based and x86 based systems.

x86:AddingDiskless Client Support to an x86 Based System in the Solaris 10OS

This example shows how to add a Solaris 10 x86 based diskless client, mars, from the server
bearclaus.

# /usr/sadm/bin/smdiskless add -- -i 172.20.27.176 -e 00:07:E9:23:56:48

-n mars -x os=i386.i86pc.Solaris_10 -x root=/export/root/mars

-x swap=/export/swap/mars -x swapsize=128 -x tz=US/Mountain

-x locale=en_US

� x86:How toBoot aDiskless ClientWithGRUB
If you have installed or upgraded your system to at least the Solaris 10 1/06 OS, the procedure for
booting a diskless client has changed. Follow these steps to boot a diskless client with GRUB.
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Note – Starting with the Solaris 10 6/06 release, the GRUB failsafe interaction has changed.When
booting the failsafe archive, you are no longer prompted by the system to automatically update the
boot archives. The system prompts you to update the boot archives only if out-of-date boot archives
are detected. Formore information, see “x86: How to Boot the FailsafeArchive for Recovery
Purposes” on page 227.

To ensure that the system boots from the network, verify the following prerequisites on the OS
server:

� Confirm that the name service used to add the diskless client and the OS services matches the
primary name in the server’s /etc/nsswitch.conf file.

� Verify that the DHCP and tftp boot services are running.
See “x86: PXENetwork Boot” on page 166 formore information.

� Configure the system BIOS to boot the system from the network by enabling the PXE ROM
option.
Some PXE-capable network adapters have a feature that enables PXE boot if you type a particular
keystroke in response to a brief boot-time prompt. See your hardware documentation for
information about how to set the boot priority in the BIOS.

Boot the diskless client by typing the correct keystroke combination.

TheGRUBmenu is displayed.
GNU GRUB version 0.95 (631K lower / 2095488K upper memory)

+-------------------------------------------------------------------------+

| Solaris 10.1 ... X86 |

| Solaris failsafe |

| |

| |

| |

+-------------------------------------------------------------------------+

TheGRUBmenu that is displayed on your systemmight vary from the previous example, depending
on the configuration of your network installation server.

Use the arrowkeys to select a boot entry, thenpress Enter.

If you do notmake a selection, the default OS instance is automatically booted after several seconds.

� If you need to set specific boot arguments, use the arrowkeys to select a boot entry, then type e
to edit the entry.

GNU GRUB version 0.95 (631K lower / 2095488K upper memory)

+-------------------------------------------------------------------------+

| root (hd0,2,a) |

BeforeYouBegin
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| kernel /platform/i86pc/multiboot |

| module /platform/i86pc/boot_archive |

| |

| |

| |

+-------------------------------------------------------------------------+

Use the ^ and v keys to select which entry is highlighted.

Press ’b’ to boot, ’e’ to edit the selected command in the

boot sequence, ’c’ for a command-line, ’o’ to open a new line

after (’O’ for before) the selected line, ’d’ to remove the

selected line, or escape to go back to the main menu.

grub edit> kernel /platform/i86pc/multiboot

The boot command that you want to edit is displayed in the GRUB edit screen.

� Edit the kernel commandby typing the boot arguments or options that youwant to use.

� Tomanually redirect the console to ttyb, type:

grub edit> kernel /platform/i86pc/multiboot -B console=ttyb

� To use the input-device/output-device property, type:

grub edit> kernel /platform/i86pc/multiboot -B input-device=ttyb,output-device=ttyb

� To override the serial line speed, type:

grub edit> kernel /platform/i86pc/multiboot -B ttyb-mode="115200,8,n,1,-"

� You can also edit the /tftpboot/menu.lst.01client-macro file, by using one of the
commented out entries in the menu.lst file. Formore information, see “x86: GRUBMenu”
on page 205.

Formore information about boot options and arguments, see “x86:Modifying the Solaris Boot
Behavior by Editing the GRUBMenu” on page 220.

� To save the edits and return to theGRUBmenu, press Enter.

TheGRUBmenu is displayed, showing the edits youmade to the boot command.

� Type bor press Enter to boot the system from thenetwork.

� SPARC:How toBoot aDiskless Client in the Solaris 10
OS
Verify the following prerequisites on the OS server:BeforeYouBegin
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� Confirm that the name service used to add the diskless client and the OS services matches the
primary name in the server’s /etc/nsswitch.conf file.

Otherwise, the diskless client won’t boot.
� Confirm that the rpc.bootparamd daemon is running. If it is not running, start it.

Boot the diskless client.

ok boot net

� How toRemoveDiskless Client Support
Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Remove the diskless client support.

# /usr/sadm/bin/smdiskless delete -- -o host-name:898 -n client-name

Verify that the diskless client support has been removed.

# /usr/sadm/bin/smosservice list -H host-name:898 --

RemovingDiskless Client Support

This example shows how to remove the diskless client holoship from the OS server starlite.

# /usr/sadm/bin/smdiskless delete -- -o starlite -n holoship

Authenticating as user: root

Type /? for help, pressing enter accepts the default denoted by [ ]

Please enter a string value for: password ::

Starting SMC server version 2.0.0.

endpoint created: :898

SMC server is ready.

# /usr/sadm/bin/smosservice list -H host-name:898

Loading Tool: com.sun.admin.osservermgr.cli.OsServerMgrCli from starlite

Login to starlite as user root was successful.

Download of com.sun.admin.osservermgr.cli.OsServerMgrCli from starlite

was successful.

◗
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� How toRemoveOSServices forDiskless Clients
Become superuser or assumean equivalent role.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Remove theOS services for the diskless clients.
# /usr/sadm/bin/smosservice delete -H $HOST:$PORT -u root -p $PASSWD --

-x instruction-set.all.Solaris_version

Note –Only themachine-class, all, is supported.

Verify that theOS services have been removed.
# /usr/sadm/bin/smosservice list -H host-name:898 --

RemovingOS Services for Diskless Clients
The following example shows how to removing the diskless client OS services
(sparc.all.Solaris_10) from the server starlite.

# /usr/sadm/bin/smosservice delete -H starlite:898 -u root

-p xxxxxx -- -x sparc.all.solaris_10

Authenticating as user: root

Type /? for help, pressing enter accepts the default denoted by [ ]

Please enter a string value for: password ::

# /usr/sadm/bin/smosservice list -H host-name:898 --

Loading Tool: com.sun.admin.osservermgr.cli.OsServerMgrCli from starlite:898

Login to starlite as user root was successful.

Download of com.sun.admin.osservermgr.cli.OsServerMgrCli from starlite:898

was successful

PatchingDiskless ClientOSServices
You use the smosservice patch command to do the following:

� Establish the /export/diskless/Patches patch spool directory on anOS server.
� Add patches to the patch spool directory. If the patch you are adding obsoletes an existing patch

in the spool, the obsolete patch is moved to /export/diskless/Patches/Archive.
� Delete patches from the patch spool directory.
� List the patches in the patch spool directory.
� Synchronize spooled patches out to clients. Youmust reboot each synchronized client for the

client to recognize the patch update.
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Note –Keep yourOS servers up to date by installing recommendedOS patches on a timely basis.

For information on downloading patches, see “How toDownload andApply a Solaris Patch”
on page 448.

DisplayingOSPatches forDiskless Clients
Diskless client patches are logged in different directories, depending on the type of patch:

� Kernel patches are logged in the diskless client’s /var/sadm/patch directory. To display kernel
patches, type the following command on the diskless client:

% patchadd –p

Note –Youmust be logged in to the diskless client when you this command. Running the
patchadd -p command on the OS server displays kernel patches for the OS server only.

� /usr patches are logged in the OS server’s /export/Solaris_version/var/patch directory.A
directory is created for each patch ID. To display /usr patches, type the following command on
the OS server:

% patchadd -S Solaris_version -p

Patch: 111879-01 Obsoletes: Requires: Incompatibles: Packages: SUNWwsr

To list all spooled patches by OS and architecture, use the smosservice commandwith the -P option.

� How toAddanOSPatch for aDiskless Client
Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Log in to the diskless client systemand shut it down.
# init 0

Add the patch to a spool directory.
# /usr/sadm/bin/smosservice patch -- -a /var/patches/patch-ID-revision

If the patch to add depends on another patch, adding the patch fails with the followingmessage:

The patch patch-ID-revision could not be added

because it is dependent on other patches which have not yet been spooled.

You must add all required patches to the spool first.
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Verify that the patch has been spooled.
# /usr/sadm/bin/smosservice patch -- -P

Push the spooled patch to the diskless client.
# /usr/sadm/bin/smosservice patch -- -m -U

Note – Pushing and synchronizing the patch to the diskless client can take up to 90minutes per patch.

Verify the patch is applied to the diskless client.
# /usr/sadm/bin/smosservice patch -- -P

Adding anOS Patch for a Diskless Client

This example shows how to add a Solaris 8 patch (111879-01) to the diskless client’s OS services on
the server.

# /usr/sadm/bin/smosservice patch -- -a /var/patches/111879-01

Authenticating as user: root

Type /? for help, pressing <enter> accepts the default denoted by [ ]

Please enter a string value for: password ::

Loading Tool: com.sun.admin.osservermgr.cli.OsServerMgrCli from starlite

Login to starlite as user root was successful.

Download of com.sun.admin.osservermgr.cli.OsServerMgrCli from starlite

was successful..

.

# /usr/sadm/bin/smosservice patch -- -P

Patches In Spool Area

Os Rel Arch Patch Id Synopsis

-------------------------------------------------------------------------

8 sparc 111879-01 SunOS 5.8: Solaris Product Registry patch SUNWwsr

Patches Applied To OS Services

Os Service Patch

-------------------------------------------------------------------------

Solaris_8

Patches Applied To Clone Areas

Clone Area Patch

-------------------------------------------------------------------------

Solaris_8/sun4u Patches In Spool Area

Os Rel Arch Patch Id Synopsis

----------------------------------------------------------------------------

8 sparc 111879-01 SunOS 5.8: Solaris Product Registry patch SUNWwsr

.

.

4

5

6

Example 7–9

PatchingDiskless Client OS Services

SystemAdministration Guide: BasicAdministration • May 2006150



.

# /usr/sadm/bin/smosservice patch -- -m -U

Authenticating as user: root

Type /? for help, pressing <enter> accepts the default denoted by [ ]

Please enter a string value for: password ::

Loading Tool: com.sun.admin.osservermgr.cli.OsServerMgrCli from starlite

Login to starlite as user root was successful.

Download of com.sun.admin.osservermgr.cli.OsServerMgrCli from starlite

was successful.

# /usr/sadm/bin/smosservice patch -- -P

Authenticating as user: root

.

.

.

Patches In Spool Area

Os Rel Arch Patch Id Synopsis

----------------------------------------------------------------------------

8 sparc 111879-01 SunOS 5.8: Solaris Product Registry patch SUNWwsr

Patches Applied To OS Services

Os Service Patch

----------------------------------------------------------------------------

Solaris_8

Patches Applied To Clone Areas

Clone Area Patch

----------------------------------------------------------------------------

Solaris_8/sun4u

TroubleshootingDiskless Client Problems
This section describes problems that are encountered whenmanaging diskless clients and possible
solutions.

TroubleshootingDiskless Client InstallationProblems
The smosservice add command does not install any packages that are designated ARCH=all in the
root (/) or /usr file systems.As a result, these packages are skipped. Nowarning or errormessages
are displayed. Youmust add these packages to the newly-created Solaris OS servicemanually. This
problem exists in all Solaris releases, starting with the Solaris 2.1 OS, and applies to both SPARC
based and x86 based clients. Note that the list of missing packages varies, depending on which Solaris
OS you are running.
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� How to Locate and InstallMissing ARCH=allPackages
This procedure shows you how to locate and install missing ARCH=all packages after you have
created the Solaris OS service on the server. Examples that are provided in this procedure apply to the
Solaris 10 6/06 OS.

Locate all the packageswith the ARCH=allparameter.

a. Changedirectories to the Productdirectory of themedia for the Solaris 10 image. For example:

% cd /net/server/export/Solaris/s10u2/combined.s10s_u2wos/latest/Solaris_10/Product

b. List all the packages in the pkginfofile that have the ARCH=allparameter.

% grep -w ARCH=all */pkginfo

If an errormessage indicating the arguments list is too long is displayed, you can alternately run
the following command to generate the list:

% find . -name pkginfo -exec grep -w ARCH=all {} /dev/null \;

Note that running this command takes longer to produce results.

The output is similar to the following:

./SUNWjdmk-base/pkginfo:ARCH=all

./SUNWjhdev/pkginfo:ARCH=all

./SUNWjhrt/pkginfo:ARCH=all

./SUNWjhdem/pkginfo:ARCH=all

./SUNWjhdoc/pkginfo:ARCH=all

./SUNWmlibk/pkginfo:ARCH=all

The information that is provided in this list enables you to determine which packages are
installed in the /usr file system andwhich packages are installed in the root (/) file system.

c. Check the value of the SUNW_PKGTYPEparameter in the package list yougenerated.

Packages that belong in the /usr file system are designated as SUNW_PKGTYPE=usr in the pkginfo
file. Packages that belong in the root (/) file system are designated as SUNW_PKGTYPE=root in the
pkginfo file. In the preceding output, all the packages belong in the /usr file system.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Create the temporary installation administration files.

Youmust create a separate installation administration file for packages that are installed in the root
(/) file system and a separate installation administration file for packages that are installed in the
/usr file system.

1

2

3
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� For ARCH=all packages that are installed in the /usr file system, create the following temporary
installation administration file:

# cat >/tmp/admin_usr <<EOF

mail=

instance=unique

partial=nocheck

runlevel=nocheck

idepend=nocheck

rdepend=nocheck

space=nocheck

setuid=nocheck

conflict=nocheck

action=nocheck

basedir=/usr_sparc.all

EOF

#

� For ARCH=all packages that are installed in the root (/) file system, if any exist, create the
following temporary installation administration file:

# cat >/tmp/admin_root <<EOF

mail=

instance=unique

partial=nocheck

runlevel=nocheck

idepend=nocheck

rdepend=nocheck

space=nocheck

setuid=nocheck

conflict=nocheck

action=nocheck

EOF

#

Install themissing ARCH=allpackages.

a. If the current directory is not the Product directory of themedia for the Solaris 10 image, change
directories to that directory. For example:

# cd /net/server/export/Solaris/s10u2/combined.s10s_u2wos/latest/Solaris_10/Product

You can run the pwd command to determine the current directory.

b. Install themissing ARCH=allpackages in the /usrfile system.

# pkgadd -R /export/Solaris_10 -a /tmp/admin_usr -d ‘pwd’ [package-A package-B ...]

Multiple packages can be listed when you running the pkgadd command.

4
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c. Check that the ARCH=allpackageswere installed.
# pkginfo -R /export/Solaris_10 [package-A package-B ...]

d. Install themissing ARCH=allpackages that in the root (/) file system.
Note that it is possible that none of these packages exist.

# pkgadd -R /export/root/clone/Solaris_10/sun4u -a /tmp/admin_root -d ‘pwd‘ [package-X package-Y ...]

e. Check that the ARCH=allpackageswere installed.
# pkginfo -R /export/root/clone/Solaris_10/sun4u [package-X package- ...]

After youhave finished adding themissing ARCH=allpackages, remove the temporary installation
administration file.
# rm /tmp/administration-file

Locating and InstallingMissing ARCH=allPackages

This example shows how to install themissing ARCH=all package, SUNWjdmk-base, in the /usr file
system.

% uname -a

SunOS t1fac46 5.10 Generic_118833-02 sun4u sparc SUNW,UltraSPARC-IIi-cEngine

% cat /etc/release

Solaris 10 6/06 s10s_u2wos_03 SPARC

Copyright 2006 Sun Microsystems, Inc. All Rights Reserved.

Use is subject to license terms.

Assembled 06 February 2006

% cd /net/ventor/export/Solaris/s10u2/combined.s10s_u2wos/latest/Solaris_10/Product

% grep -w ARCH=all */pkginfo

Arguments too long

% find . -name pkginfo -exec grep -w ARCH=all {} /dev/null \;

./SUNWjdmk-base/pkginfo:ARCH=all

./SUNWjhdev/pkginfo:ARCH=all

./SUNWjhrt/pkginfo:ARCH=all

./SUNWjhdem/pkginfo:ARCH=all

./SUNWjhdoc/pkginfo:ARCH=all

./SUNWmlibk/pkginfo:ARCH=all

% grep -w SUNW_PKGTYPE=usr ./SUNWjdmk-base/pkginfo ./SUNWjhdev/pkginfo ...

./SUNWjdmk-base/pkginfo:SUNW_PKGTYPE=usr

./SUNWjhdev/pkginfo:SUNW_PKGTYPE=usr

./SUNWjhrt/pkginfo:SUNW_PKGTYPE=usr

./SUNWjhdem/pkginfo:SUNW_PKGTYPE=usr

5
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./SUNWjhdoc/pkginfo:SUNW_PKGTYPE=usr

% grep -w SUNW_PKGTYPE=root ./SUNWjdmk-base/pkginfo ./SUNWjhdev/pkginfo ...

% su

Password: xxxxxx

# cat >/tmp/admin_usr <<EOF

mail=

instance=unique

partial=nocheck

runlevel=nocheck

idepend=nochec> k

rdepend=nocheck

space=nocheck

setuid=nocheck

conflict=nocheck

action=nocheck

basedir=/usr_sparc.all

EOF

# pwd

/net/ventor/export/Solaris/s10u2/combined.s10s_u2wos/latest/Solaris_10/Product

# pkginfo -R /export/Solaris_10 SUNWjdmk-base

ERROR: information for "SUNWjdmk-base" was not found

# pkgadd -R /export/Solaris_10 -a /tmp/admin_usr -d ‘pwd‘ SUNWjdmk-base

Processing package instance <SUNWjdmk-base> </net/ventor/export/Solaris/s10u2/combined.s10s_u2wos...

Java DMK 5.1 minimal subset(all) 5.1,REV=34.20060120

Copyright 2005 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

Using </export/Solaris_10/usr_sparc.all>

## Processing package information.

## Processing system information.

Installing Java DMK 5.1 minimal subset as <SUNWjdmk-base>

## Installing part 1 of 1.

2438 blocks

Installation of <SUNWjdmk-base> was successful.

# pkginfo -R /export/Solaris_10 SUNWjdmk-base

application SUNWjdmk-base Java DMK 5.1 minimal subset
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# rm /tmp/admin_usr

TroubleshootingGeneral Diskless Client Problems
This section lists some common problems with diskless clients that youmight encounter and
possible solutions.

Problem: Diskless client reports Owner of the module

/usr/lib/security/pam_unix_session.so.1 is not root, when attempting to log in, the /usr
file system is owned by nobody.
Solution: Ensure that the OS server and the diskless client have the same nfsmapid domain. To verify
this information, check the/var/run/nfs4_domain file.
Formore information, see Chapter 3, “NFS Tunable Parameters,” in Solaris Tunable Parameters
ReferenceManual and nfsmapid(1M).

Problem:TheOS server fails to do the following:

� Respond to client ReverseAddress Resolution Protocol (RARP) requests
� Respond to client bootparam requests
� Mount a diskless client root (/) file system
Solution:The following solutions apply in a files environment.

� Verify that files is listed as the first source for hosts, ethers, and bootparams in the
/etc/nsswitch.conf file on the OS server.

� Verify that the client’s IP address appears in the /etc/inet/hosts and /etc/inet/ipnodes files.
� Verify that the client’s Ethernet address appears in the /etc/ethers file.
� Verify that the /etc/bootparams file contains the following paths to the client’s root (/) directory

and swap areas.

client root=os-server:/export/root/client swap=os-server:
/export/swap/client

The swap size varies depending on whether you specify the -x swapsize option when you add the
diskless client. If you specify the -x dump option when you add the diskless client, the following
line is present.

dump=os-server:/export/dump/client dumpsize=512

The dump size varies depending on whether you specify the -x dumpsize option when you add
the diskless client.

� Verify that the OS server’s IP address appears in the /export/root/client/etc/inet/hosts file.

Problem:TheOS server fails to do the following:
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� Respond to client RARP requests
� Respond to client bootparam requests
� Mount a diskless client root (/) file system
Solution:The following solutions apply in a name service environment.

� Verify that both the OS server’s and the client’s Ethernet address and IP address are correctly
mapped.

� Verify that the /etc/bootparams file contains the paths to the client’s root (/) directory and swap
areas.

client root=os-server:/export/
root/client swap=os-server:/export/
swap/client swapsize=24

The swap size varies depending on whether you specify the -x swapsize option when you add the
diskless client. If you specify the -x dump option when you add the diskless client, the following
line is present:

dump=os-server:/export/dump/client dumpsize=24

The dump size varies depending on whether you specify the -x dumpsize option when you add
the diskless client.

Problem:Diskless client panics
Solution:Verify the following:

� TheOS server’s Ethernet address is correctly mapped to its IP address. If you physically moved a
system from one network to another, youmight have forgotten to remap the system’s new IP
address.

� The client’s host name, IP address, and Ethernet address do not exist in the database of another
server on the same subnet that responds to the client’s RARP, Trivial File Transfer Protocol
(TFTP), or bootparam requests. Often, test systems are set up to install their OS from an install
server. In these cases, the install server answers the client’s RARPor bootparam request,
returning an incorrect IP address. This incorrect address might result in the download of a boot
program for the wrong architecture, or a failure tomount the client’s root (/) file system.

� The diskless client’s TFTP requests are not answered by an install server (or previous OS server)
that transfers an incorrect boot program. If the boot program is of a different architecture, the
client immediately panics. If the boot program loads from a non-OS server, the client might
obtain its root partition from the non-OS server and its /usr partition from theOS server. In this
situation, the client panics if the root and /usr partitions are of conflicting architectures or
versions.

� If you are using both an install server and anOS server, verify that the following entry exists in the
/etc/dfs/dfstab file.

share -F nfs -o -ro /export/exec/Solaris_version-instruction-set.all/usr
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where version= 2.7, 8, 9,10, and instruction-set=sparc or i386.
� Verify that the diskless client’s root (/), /swap, and /dump (if specified) partitions have share

entries:

share -F nfs -o rw=client,root=client /export/root/client
share -F nfs -o rw=client,root=client /export/swap/client
share -F nfs -o rw=client,root=client /export/dump/client

� On theOS server, type the following command to check which files are shared:

% share

TheOS servermust share /export/root/client and /export/swap/client-name (defaults), or the
root, /swap, and /dump partitions that you specified when you added the diskless client.

Verify that the following entries exist in the /etc/dfs/dfstab file:

share -F nfs -o ro /export/exec/Solaris_version-instruction-set.all/usr
share -F nfs -o rw=client,root=client /export/root/client
share -F nfs -o rw=client,root=client /export/swap/client

Problem:OS server is not responding to diskless client’s RARP request
Solution: From the client’s intendedOS server, run the snoop command as superuser (root) by using
the client’s Ethernet address:

# snoop xx:xx:xx:xx:xx:xx

Problem: Boot program downloads but panics early in the process
Solution:Use the snoop command to verify that the intendedOS server is answering the client’s TFTP
andNFS requests.

Problem:Diskless client hangs.
Solution:Restart the following daemons on theOS server:

# /usr/sbin/rpc.bootparamd

# /usr/sbin/in.rarpd -a

Problem: Incorrect server responds to diskless client’s RARP request
Solution:Restart the following daemons on theOS server:

# /usr/sbin/rpc.bootparamd

# svcadm enable network/rarp
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ShuttingDown and Booting a System
(Overview)

This chapter provides guidelines for shutting down and booting a system. The Solaris Operating
System (Solaris OS) is designed to run continuously so that electronicmail and network resources
are available to users. Occasionally, shutting down or rebooting a system is necessary because of a
system configuration change, a scheduledmaintenance event, or a power outage.

This is a list of the overview information in this chapter.

� “What’s New in Shutting Down and Booting a System” on page 159
� “Where to Find Shut Down and Boot Tasks” on page 161
� “Shut Down and Boot Terminology” on page 161
� “Guidelines for Shutting Down a System” on page 162
� “Guidelines for Booting a System” on page 162
� “When to Shut Down a System” on page 163
� “When to Boot a System” on page 164
� “Booting a System From the Network” on page 165
� “x64: Support for 64-Bit Computing” on page 167

Note –Overview information in this chapter that pertains only to a specific Solaris release is labeled as
such.

For overview information about GRUB based booting on x86 based systems in the Solaris 10 1/06
release, see “x86: GRUBBased Booting (Overview)” on page 200.

What’sNew in ShuttingDownandBooting a System
This section describes new boot features in this Solaris release. For a complete listing of new Solaris
features and a description of Solaris releases, see Solaris 10What’s New .

For information about new features for shutting down and booting a system in the Solaris 10 release,
see the following references:

� “SMF and Booting” on page 278
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� “x64: Support for 64-Bit Computing” on page 167
� “x86: Systems Booting From PXE, CD, or DVDNowBootAutomatically” on page 166

Changes toGRUBFailsafe Interaction
Solaris 10 6/06: In this Solaris release, the GRUB failsafe interaction has changed. Previously, if you
booted the failsafe archive, you were prompted to automatically update the boot archives, regardless
of whether any boot archives were out-of-date. Starting with the Solaris 10 6/06 release, the system
only prompts you to update the boot archives if out-of-date boot archives are detected. For an
example of the GRUB failsafe interaction in the current Solaris release, see “x86: How to Boot the
FailsafeArchive for Recovery Purposes” on page 227.

x86: GRUBBasedBooting
Solaris 10 1/06:The open source GRandUnified Bootloader (GRUB) has been adopted as the
default boot loader on x86 based systems. GRUB is responsible for loading a boot archive into the
system’s memory.Aboot archive is a collection of critical files that is needed during system startup
before the root (/) file system ismounted. The boot archive is used to boot the Solaris OS. You can
findmore information about GRUB at http://www.gnu.org/software/grub/grub.html. See also
the grub(5) man page.

Note –GRUB based booting is not available on SPARC based systems in this Solaris release.

Themost notable change is the replacement of the Solaris Device ConfigurationAssistant with the
GRUBmenu. The GRUBmenu is displayed when you boot an x86 based system. This menu
facilitates the boot, you can select whichOS instance to boot. If you do notmake a selection, the
default OS instance is booted.

GRUBBased Booting provides the following improvements:

� Faster boot times
� Installation capability fromUSBCD andDVDdrives
� Ability to boot fromUSB storage devices
� SimplifiedDHCP setup for PXE boot (no vendor-specific options)
� Elimination of all realmode drivers
� Ability to use Solaris Live Upgrade with the GRUBmenu to quickly activate and fall back to boot

environments.

In addition, two new administrative commands have been added to assist you inmanaging system
bootability.

� bootadm – Rebuilds the boot_archive
� installgrub – Installs the GRUB boot blocks
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Formore information, see the bootadm(1M) and the installgrub(1M)man pages. For overview,
task, and reference information, see Chapter 11.

For installation information, see Solaris 10 Installation Guide: Network-Based Installations,
Solaris 10 Installation Guide: Custom JumpStart and Advanced Installations, and Solaris 10
Installation Guide: Solaris Live Upgrade and Upgrade Planning.

Where to Find ShutDownandBoot Tasks
Use these references to find step-by-step instructions for shutting down and booting a system.

ShutDownandBoot Task ForMore Information

Shut down a SPARC based system or an x86 based
system

Chapter 9

Boot a SPARC based system Chapter 10

Solaris 10 1/06: Boot an x86 based systemwith GRUB Chapter 11

Solaris 10: Boot an x86 based system in a non-GRUB
based boot environment.

Chapter 12

Manage a SPARC based system by using the power
management software

power.conf(4), pmconfig(1M)

ShutDownandBoot Terminology
This section describes the terminology that is used in shutting down and booting a system.

Run levels and init states A run level is a letter or digit that represents a system state in which a
particular set of system services are available. The system is always
running in one of a set of well-defined run levels. Run levels are also
referred to as init states because the init process maintains the run
level. System administrators use the init command or the svcadm
command to initiate a run-level transition. This book refers to init
states as run levels.

Boot options Aboot option describes how a system is booted. Different boot options
include the following:
� Interactive boot –You are prompted to provide information

about how the system is booted, such as the kernel and device path
name.

� Reconfiguration boot – The system is reconfigured to support
newly added hardware or new pseudo devices.
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� Recovery boot – The system is hung or an invalid entry is
prohibiting the system from booting successfully or from allowing
users to log in.

Guidelines for ShuttingDownaSystem
Keep the following inmind when you shut down a system:

� Use the init and shutdown commands to shut down a system. Both commands perform a clean
system shutdown, whichmeans that all system processes and services are terminated normally.

� Use the shutdown command to shut down a server. Logged-in users and systems that mount
resources from the server are notified before the server is shut down.Additional notification of
system shutdowns by electronicmail is also recommended so that users can prepare for system
downtime.

� You need superuser privileges to use the shutdown or init command to shut down a system.
� Both shutdown and init commands take a run level as an argument. The threemost common

run levels are as follows:
� Run level 3 –All system resources are available and users can log in. By default, booting a

system brings it to run level 3, which is used for normal day-to-day operations. This run level
is also known asmultiuser level with NFS resources shared.

� Run level 6 – Stops the operating system and reboots to the state that is defined by the
initdefault entry in the /etc/inittab file.

� Run level 0 – The operating system is shut down, and it is safe to turn off power. You need to
bring a system to run level 0 whenever youmove a system, or add or remove hardware.

Run levels are fully described in Chapter 14.

Guidelines for Booting a System
Keep the following inmind when you boot a system:

� After a SPARC based system is shut down, it is booted by using the boot command at the PROM
level.

� Solaris 10 1/06:After an x86 based system is shut down, it is booted by selecting anOS instance
in the GRUBmenu.

� Solaris 10:After an x86 based system is shut down, it is booted by using the boot command at
the Primary Boot Subsystemmenu.

� Asystem can be rebooted by turning the power off and then back on.
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Caution –Thismethod is not considered a clean shutdown. Use this shutdownmethod only as an
alternative in emergency situations. Because system services and processes are terminated
abruptly, file system damage is likely to occur. The work required to repair this type of damage
could be substantial andmight require the restoration of various user and system files from
backup copies.

� SPARC based systems and x86 based systems use different hardware components for booting.
These differences are described in Chapter 13.

When to ShutDownaSystem
The following table lists system administration tasks and the type of shutdown that is needed to
initiate the task.

TABLE 8–1 ShuttingDown a System

Reason for SystemShutdown Appropriate Run Level ForMore Information

To turn off system power due to
anticipated power outage

Run level 0, where it is safe to turn off
power

Chapter 9

To change kernel parameters in the
/etc/system file

Run level 6 (reboot the system) Chapter 9

To perform file systemmaintenance,
such as backing up or restoring system
data

Run level S (single-user level) Chapter 9

To repair a system configuration file
such as /etc/system

See “When to Boot a System” on page
164

N/A

To add or remove hardware from the
system

Reconfiguration boot (also to turn off
power when adding or removing
hardware)

“Adding a Peripheral Device to a System” in System
Administration Guide: Devices and File Systems

To repair an important system file that
is causing system boot failure

See “When to Boot a System” on page
164

N/A

To boot the kernel debugger (kmdb) to
track down a system problem

Run level 0, if possible Chapter 9

To recover from a hung system and
force a crash dump

See “When to Boot a System” on page
164

N/A
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TABLE 8–1 ShuttingDown a System (Continued)
Reason for SystemShutdown Appropriate Run Level ForMore Information

Reboot the system by using the kernel
debugger (kmdb), if the debugger can’t
be loaded at runtime.

Run level 6 (reboot the system) “SPARC: How to Boot the SystemWith the Kernel
Debugger (kmdb)” on page 197, Solaris 10 1/06
“x86: How to Boot a SystemWith the Kernel
Debugger in the GRUBBased Boot Environment
(kmdb)” on page 233 Solaris 10: “x86: How to Boot a
SystemWith the Kernel Debugger (kmdb)” on page
255

For examples of shutting down a server or a stand-alone system, see Chapter 9.

When toBoot a System
The following table lists system administration tasks and the corresponding boot option that is used
to complete the task.

TABLE 8–2Booting a System

Reason for SystemReboot Appropriate BootOption
Information for SPARCBased System
Procedure

Information for x86 Based Systems
Procedure

Turn off system power due to
anticipated power outage.

Turn system power back on Chapter 9 Chapter 9

Change kernel parameters in
the /etc/system file.

Reboot the system to run level 3
(multiuser level with NFS
resources shared)

“SPARC: How to Boot a System
to Run Level 3 (Multiuser
Level)” on page 188

“x86: How to Boot a System to
Run Level 3 (Multiuser Level)”
on page 243

Perform file system
maintenance, such as backing
up or restoring system data.

Press Control-D from run level
S to bring the system back to
run level 3

“SPARC: How to Boot a System
to Run Level S (Single-User
Level)” on page 189

“x86: How to Boot a System to
Run Level S (Single-User
Level)” on page 246

Repair a system configuration
file such as /etc/system.

Interactive boot “SPARC: How to Boot a System
Interactively” on page 190

“x86: How to Boot a System
Interactively” on page 247

Add or remove hardware from
the system.

Reconfiguration boot (also to
turn on system power after
adding or removing hardware)

“Adding a SystemDisk or a
Secondary Disk (TaskMap)” in
SystemAdministration Guide:
Devices and File Systems

“Adding a SystemDisk or a
Secondary Disk (TaskMap)” in
SystemAdministration Guide:
Devices and File Systems
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TABLE 8–2Booting a System (Continued)

Reason for SystemReboot Appropriate BootOption
Information for SPARCBased System
Procedure

Information for x86 Based Systems
Procedure

Boot the system by using the
kernel debugger (kmdb) to track
down a system problem.

Booting kmdb “SPARC: How to Boot the
SystemWith the Kernel
Debugger (kmdb)” on page 197

Solaris 10 1/06: “x86: How to
Boot a SystemWith the Kernel
Debugger in the GRUBBased
Boot Environment (kmdb)”
on page 233

Solaris 10: “x86: How to Boot a
SystemWith the Kernel
Debugger (kmdb)” on page 255

To repair an important system
file that is causing system boot
failure

Solaris 10 1/06: Boot the
failsafe archive

Recovery boot

Note –GRUBbased booting is
not available on SPARC based
systems in this Solaris release.

“SPARC: How to Boot a System
for Recovery Purposes”
on page 193

Solaris 10 1/06: “x86: How to
Boot the FailsafeArchive for
Recovery Purposes” on page
227

Solaris 10: “x86: How to Boot a
System for Recovery Purposes”
on page 253

To recover from a hung system
and force a crash dump

Recovery boot See example for “SPARC: How
to Force a Crash Dump and
Reboot of the System” on page
195

See example for “x86: How to
Force a Crash Dump and
Reboot of the System” on page
257

Booting a SystemFrom theNetwork
Youmight need to boot a system from the network under the following situations:

� When the system is first installed
� If the systemwon’t boot from the local disk
� If the system is a diskless client

Two network configuration boot strategies are available:

� ReverseAddress Resolution Protocol (RARP) andONC+TM RPC Bootparams Protocol
� DynamicHost Configuration Protocol (DHCP)

Note –The default network boot strategy for an x86 based PXE network device is DHCP. You cannot
change the default network strategy for a PXE device. However, it is possible to configure a non-PXE
device to use DHCP.

Use this table if you need information on booting a system over the network.

Booting a System From theNetwork
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Network Boot Task ForMore Information

Boot a SPARC based system or a SPARC based diskless
client.

Chapter 10

Solaris 10 1/06: Perform aGRUB based network boot
on an x86 based system.

Chapter 11

Solaris 10: Boot an x86 based system or an x86 based
diskless client.

Chapter 12

Boot a DHCP client during installation. Solaris 10 Installation Guide: Network-Based
Installations

Configure a DHCP client by using DHCPManager. SystemAdministration Guide: IP Services

x86: SystemsBooting FromPXE, CD, orDVDNowBoot
Automatically

Note – Starting with the Solaris 10 1/06 release, the Device ConfigurationAssistant has been replaced
by the GRUBmenu on x86 based systems.

Solaris 10 1/06:When you perform a Preboot Execution Environment (PXE) network boot on an
x86 based system, or you boot an x86 based system from the Solaris Software 1 CD or DVD, the
system boots automatically. The GRUBmenu is displayed after you boot the system. The GRUB
menu interface provides you with a list of boot entries to choose from. Use the arrow keys to select
the desired bootmethod. If no selection is made, the system boots the default entry.

Solaris 10:When you perform a Preboot Execution Environment (PXE) network boot on an x86
based system, or you boot an x86 based system from the Solaris Software 1 CD or DVD, the system
boots automatically. The Device ConfigurationAssistant menu is no longer displayed by default. If
you need to access the Solaris Device ConfigurationAssistant, press the Escape key to interrupt the
autoboot process. Doing so, enables you to access the Device ConfigurationAssistant menu. For
more information, see “x86: How to Boot a System From the Network” on page 250.

For a fully automated JumpStart installation, boot scripts that run the Device Configuration
Assistant during the boot process fromCD, DVD, or a PXE network boot are no longer necessary.

x86: PXENetworkBoot
You can boot x86 based systems directly from a network without the Solaris boot diskette on x86
based systems that support the PXE network booting protocol. The PXE network boot is available
only for devices that implement the Intel PXE specification. The default network strategy for devices
that use PXE is DHCP.

Booting a System From theNetwork
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Note – If you use a DHCP server for PXE network boots, additional DHCP configuration is required.
Formore information about configuring DHCP for booting from the Network with GRUB, see “x86:
Performing a GRUBBased Boot From the Network” on page 224. For general information onDHCP
configuration, see Part III, “DHCP,” in SystemAdministration Guide: IP Services. If you want to set
up your DHCP server to support installation, see Solaris 10 Installation Guide: Network-Based
Installations.

You can enable the PXE network boot on the client system by using the BIOS setup program in the
system BIOS, the network adapter BIOS, or both. On some systems, youmust also adjust the boot
device priority list so that a network boot is attempted before a boot from other devices. See the
manufacturer’s documentation for each setup program, or watch for setup program entry
instructions during boot.

Some PXE-capable network adapters have a feature that enables a PXE boot if you type a particular
keystroke in response to a brief boot-time prompt. This feature is ideal when you use PXE for an
install boot on a system that normally boots from the disk drive because you do not have tomodify
the PXE settings. If your adapter does not have this feature, disable PXE in the BIOS setup when the
system reboots after installation. Then, the systemwill boot from the disk drive.

Some versions of PXE firmware cannot boot the Solaris system. If your system has a supported PXE
firmware version, it can read the PXE network bootstrap program from a boot server. However, the
bootstrap will not transmit packets. If this problem occurs, upgrade the PXE firmware on the
adapter. Obtain firmware upgrade information from the adaptermanufacturer’s web site. Formore
information, see the elxl(7D) and iprb(7D)man page.

Solaris 10 1/06: Formore information on booting an x86 based system from the network with
GRUB, see “x86: How to Perform aGRUBBased Boot From the Network” on page 225.

Solaris 10: For information on booting x86 based systems with or without the boot diskette, see
“x86: How to Boot a System From the Network” on page 250.

x64: Support for 64-Bit Computing
Solaris 10:The system autodetects the appropriate kernel to boot on x86 based systems. New
installations of the Solaris OS autoboot to 64-bit mode on 64-bit capable hardware. Upgrade
installations of the Solaris OS autoboot to 64-bit mode on 64-bit capable hardware, unless the eeprom
boot-file parameter was previously set to a value other than kernel/unix.

For upgrade installations of the Solaris OS, where the eeprom boot-file parameter was previously
set to a value other than kernel/unix, you will need to do one of the following to boot the system to
64-bit mode:

If you are running at least the Solaris 10 1/06 release:

� Manually set the system to boot to 64-bit mode. See “x86: How toModify the Solaris Boot
Behavior by Editing the GRUBMenu” on page 222.

x64: Support for 64-Bit Computing
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� Use the eeprom command to enable autodetection. See “x86: How to Set Solaris Boot Parameters
by Using the eepromCommand” on page 219.

If you are running the Solaris 10 release:

� Manually set the system to boot to 64-bit mode. See Example 12–2.
� Use the eeprom command to enable autodetection. See “x86: Setting the boot-file Parameter

With the eepromCommand” on page 168.

x86: Setting the boot-fileParameterWith the eeprom
Command
Solaris 10: For all new software installations, as well as upgrade installations, where the eeprom
boot-file parameter had previously been set to kernel/unix, the eeprom boot-file parameter is
set to a null value (""). The system then automatically boots to 64-bit mode on x86 based systems
that are capable of 64-bit computing when you type b at the boot prompt.

You do not need tomanually specify which kernel a 64-bit capable system should boot unless one of
the following conditions exists:

� The eeprom boot-file parameter was previously set to a value other than kernel/unix.
� Youwant to force the system to boot to a particular mode.

The following table shows the bootmode result for an x86 based system that is 64-bit capable,
depending on the Solaris OS version, the boot command that is used, and how the eeprom boot-file
parameter is set.

Boot Command eeprom boot-file Parameter Setting BootModeResult

b kernel/unix The boot-file parameter is
ignored when this command is
used.

32-bit mode boot

b kernel/amd64/unix The boot-file parameter is
ignored when this command is
used.

64-bit mode boot

b "" 64-bit mode boot

b kernel/unix 32-bit mode boot

b kernel/amd64/unix 64-bit mode boot

Tomanually specify whichmode a 64-bit capable x86 based system boots to on future reboots, set the
eeprom boot-file parameter. Note that youmust be superuser or assume an equivalent role to run
the eeprom command.

x64: Support for 64-Bit Computing
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Tomanually specify that a 64-bit capable x86 system always boot a 64-bit kernel, set the eeprom
boot-file parameter as follows:

# eeprom boot-file=kernel/amd64/unix

Tomanually specify that a 64-bit capable x86 system always boot a 32-bit kernel, set the eeprom
boot-file parameter as follows:

# eeprom boot-file=kernel/unix

To restore the default autodetect boot behavior, type:

# eeprom boot-file=""

To determine the current boot-file parameter, type:

$ eeprom boot-file

Formore information on the eeprom command, see the eeprom(1M)man page. For information on
how to troubleshoot problems on 64-bit capable x86 based systems, see “x64: Troubleshooting a
Failed 64-Bit Boot” on page 259.

x86: Booting a SystemWith theKernelDebugger
(kmdb)
Solaris 10:To boot a 64-bit capable x86 based systemwith kmdb, use the -k option to the boot
specification. Although b kmdb is still a valid command, the preferred method is to use b -k.

Note – Typing b kmdb at the boot prompt causes a system to boot the autodetected kernel type with
the kernel debugger enabled, regardless of how the eeprom boot-file parameter is set.

Typing b -k at the boot prompt boots whichever kernel the systemwould otherwise boot if you typed
b, with the kernel debugger enabled. The kernel is specified by the eeprom boot-file parameter, or
by the autodetected default, if the boot-file parameter is set to a null value ("").

For an example of how to boot a 64-bit capable x86 based systemwith kmdb, see Example 12–8.

Formore information on 64-bit computing on the x86 platform, see the isainfo(1), isalist(1),
and sysinfo(2) man pages.

x64: Support for 64-Bit Computing
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ShuttingDown a System (Tasks)

This chapter describes the procedures for shutting down systems. This is a list of the step-by-step
instructions in this chapter.

This is a list of the overview information in this chapter.

� “System ShutdownCommands” on page 172
� “User Notification of SystemDown Time” on page 173
� “TurningOff Power toAll Devices” on page 179

For overview information about system run levels, see Chapter 14.

For information on the procedures associated with run levels and boot files, see “Shutting Down the
System (TaskMap)” on page 171.

ShuttingDown the System (TaskMap)

Task Description For Instructions

Determine who is logged in to a system. Use the who command to determine who is
logged in to a system.

“How toDetermineWho Is Logged in to a
System” on page 173

Shut down a server. Use the shutdowncommandwith the
appropriate options to shut down a server.

“How to Shut Down a Server” on page 174

Shut down a stand-alone system. Use the init command and indicate the
appropriate run-level to shut down a
stand-alone system.

“How to Shut Down a Stand-Alone
System” on page 177
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Task Description For Instructions

Turn off power to all devices. Powering down a system includes the
following devices:
� CPU
� Monitor
� External devices, such as disks, tapes,

and printers

“How to TurnOff Power toAll Devices”
on page 179

ShuttingDown the System
Solaris software is designed to run continuously so that the electronicmail and network software can
work correctly. However, some system administration tasks and emergency situations require that
the system is shut down to a level where it is safe to remove power. In some cases, the system needs to
be brought to an intermediate level, where not all system services are available. Such cases include the
following:

� Adding or removing hardware
� Preparing for an expected power outage
� Performing file systemmaintenance, such as a backup

For a complete list of system administration tasks that require a system shutdown, see Chapter 8.

For information on using your system’s powermanagement features, see the pmconfig(1M)man
page.

SystemShutdownCommands
The use of the init and shutdown commands are the primary ways to shut down a system. Both
commands perform a clean shutdown of the system.As such, all file system changes are written to the
disk, and all system services, processes, and the operating system are terminated normally.

The use of a system’s Stop key sequence or turning a system off and then on are not clean shutdowns
because system services are terminated abruptly. However, sometimes these actions are needed in
emergency situations. For instructions on system recovery techniques, see Chapter 10 or Chapter 11.

The following table describes the various shutdown commands and provides recommendations for
using them.

ShuttingDown the System
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TABLE 9–1ShutdownCommands

Command Description When ToUse

shutdown An executable shell script that calls the
init program to shut down the system.
The system is brought to run level S by
default.

Recommended for servers operating at run level
3 because users are notified of the impending
shutdown.Also notified are the systems that are
mounting resources from the server that is being
shut down.

init An executable that kills all active
processes and synchronizes the disks
before changing run levels.

Recommended for stand-alone systems when
other users will not be affected. Provides a faster
system shutdown because users are not notified
of the impending shutdown.

reboot An executable that synchronizes the
disks and passes boot instructions to
the uadmin system call. In turn, this
system call stops the processor.

The init command is the preferredmethod.

halt, poweroff An executable that synchronizes the
disks and stops the processor.

Not recommended because it doesn’t shutdown
all processes, and unmount any remaining file
systems. Stopping the services, without doing a
clean shutdown, should only be done in an
emergency or if most of the services are already
stopped.

UserNotificationof SystemDownTime
When the shutdown command is initiated, a warning followed by a final shutdownmessage is
broadcast to all users who are currently logged in to the system and all systems that aremounting
resources from the affected system.

For this reason, the shutdown command is preferred instead of the init commandwhen you need to
shut down a server.When you use either command, youmight want to give users more notice by
sending them amail message about any scheduled system shutdown.

Use the who command to determine which users on the system need to be notified. This command is
also useful for determining a system’s current run level. Formore information, see “Determining a
System’s Run Level” on page 280 and the who(1) man page.

� How toDetermineWho Is Logged in to a System
Log into the system tobe shut down.

Display all userswho are logged in to the system.
$ who

1

2
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DeterminingWho Is Logged in to a System

The following example shows how to display who is logged in to the system.

$ who

holly console May 7 07:30

kryten pts/0 May 7 07:35 (starlite)

lister pts/1 May 7 07:40 (bluemidget)

� Data in the first column identifies the user name of the logged-in user
� Data in the second column identifies the terminal line of the logged-in user
� Data in the third column identifies the date and time that the user logged in
� Data in the forth column, if present, identifies the host name if a user is logged in from a remote

system

� How toShutDownaServer
Become superuser or assumean equivalent role.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Find out if users are logged in to the system.
# who

Alist of all logged-in users is displayed. Youmight want to sendmail or broadcast amessage to let
users know that the system is being shut down.

Shut down the system.
# shutdown -iinit-level -ggrace-period -y

-iinit-level Brings the system to an init level that is different from the default of S. The
choices are 0, 1, 2, 5, and 6.

Run levels 0 and 5 are reserved states for shutting the system down. Run level 6
reboots the system. Run level 2 is available as amulti-user operating state.

-ggrace-period Indicates a time (in seconds) before the system is shut down. The default is 60
seconds.

-y Continues to shut down the systemwithout intervention. Otherwise, you are
prompted to continue the shutdown process after 60 seconds.

Formore information, see the shutdown(1M)man page.

If you are asked for confirmation, type y.
Do you want to continue? (y or n): y

Example 9–1

1

2

3

4
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If you used the shutdown -y command, you will not be prompted to continue.

Type the superuser password, if prompted.
Type Ctrl-d to proceed with normal startup,

(or give root password for system maintenance): xxxxxx

After youhave finished the systemadministration tasks, press Control-D to return to the default
system run level.

Use the following table to verify that the system is at the run level that you specified in the shutdown
command.

SpecifiedRun Level SPARCBased SystemPrompt x86Based SystemPrompt

S (single-user level) # #

0 (power-down level) ok or > Press any key to reboot

Run level 3 (multiuser level with
remote resources shared)

hostname console login: hostname console login:

SPARC: Bringing a Server to Run Level S

In the following example, the shutdown command is used to bring a SPARC based system to run level
S (single-user level) in threeminutes.

# who

root console Jun 14 15:49 (:0)

# shutdown -g180 -y

Shutdown started. Mon Jun 14 15:46:16 MDT 2004

Broadcast Message from root (pts/4) on venus Mon Jun 14 15:46:16...

The system venus will be shut down in 3 minutes .

.

.

Broadcast Message from root (pts/4) on venus Mon Jun 14 15:46:16...

The system venus will be shut down in 30 seconds .

.

.

INIT: New run level: S

The system is coming down for administration. Please wait.

Unmounting remote filesystems: /vol nfs done.

Shutting down Solaris Management Console server on port 898.

Print services stopped.

Jun 14 15:49:00 venus syslogd: going down on signal 15

5

6

7

Example 9–2
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Killing user processes: done.

Requesting System Maintenance Mode

SINGLE USER MODE

Root password for system maintenance (control-d to bypass): xxxxxx

single-user privilege assigned to /dev/console.

Entering System Maintenance Mode

#

SPARC: Bringing a Server to Run Level 0

In the following example, the shutdown command is used to bring a SPARC based system to run level
0 in 5minutes without requiring additional confirmation.

# who

root console Jun 17 12:39

userabc pts/4 Jun 17 12:39 (:0.0)

# shutdown -i0 -g300 -y

Shutdown started. Thu Jun 17 12:40:25 MST 2004

Broadcast Message from root (console) on pretend Thu Jun 17 12:40:25...

The system pretend will be shut down in 5 minutes

.

.

.

Changing to init state 0 - please wait

#

INIT: New run level: 0

The system is coming down. Please wait.

System services are now being stopped.

.

.

.

The system is down.

syncing file systems... done

Program terminated

Type help for more information

ok

If you are bringing the system to run level 0 to turn off power to all devices, see “How to TurnOff
Power toAll Devices” on page 179.

SPARC: Rebooting a Server to Run Level 3

In the following example, the shutdown command is used to reboot a SPARC based system to run
level 3 in twominutes. No additional confirmation is required.

Example 9–3

Example 9–4
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# who

root console Jun 14 15:49 (:0)

userabc pts/4 Jun 14 15:46 (:0.0)

# shutdown -i6 -g120 -y

Shutdown started. Mon Jun 14 15:46:16 MDT 2004

Broadcast Message from root (pts/4) on venus Mon Jun 14 15:46:16...

The system venus will be shut down in 2 minutes

Changing to init state 6 - please wait

#

INIT: New run level: 6

The system is coming down. Please wait.

.

.

.

The system is down.

syncing file systems... done

rebooting...

.

.

.

venus console login:

Regardless of why you shut down a system, you’ll probably want to return to run level 3 where all file
resources are available and users can log in. For instructions on bringing a system back to amultiuser
level, see Chapter 10 or Chapter 11.

� How toShutDownaStand-Alone System
Use this procedure when you need to shut down a stand-alone system.

Become superuser or assumean equivalent role.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Shut down the system.
# init run-level

where run-level identifies the new run level.

Formore information, see the init(1M)man page.

Use the following table to verify that the system is at the run level that you specified in the init
command.

SeeAlso

1

2
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SpecifiedRun Level SPARCBased SystemPrompt x86Based SystemPrompt

S (single-user level) # #

2 (multiuser level) # #

0 (power-down level) ok or > Press any key to reboot

3 (multiuser level with NFS resources
shared)

hostname console login: hostname console login:

Bringing a Stand-Alone System to Run Level 0

In this example, the init command is used to bring an x86 based stand-alone system to the level
where it is safe to turn off power.

# init 0

#

INIT: New run level: 0

The system is coming down. Please wait.

.

.

.

The system is down.

syncing file systems... [11] [10] [3] done

Press any key to reboot

If you are bringing the system to run level 0 to turn off power to all devices, see “How to TurnOff
Power toAll Devices” on page 179.

SPARC: Bringing a Stand-Alone System to Run Level S

In this example, the init command is used to bring a SPARC based stand-alone system to run level S
(single-user level).

# init s

#

INIT: New run level: S

The system is coming down for administration. Please wait.

Unmounting remote filesystems: /vol nfs done.

Print services stopped.

syslogd: going down on signal 15

Killing user processes: done.

SINGLE USER MODE

Example 9–5

Example 9–6
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Root password for system maintenance (control-d to bypass): xxxxxx

single-user privilege assigned to /dev/console.

Entering System Maintenance Mode

#

Regardless of why you shut down the system, you’ll probably want to return to run level 3 where all
file resources are available and users can log in. For instructions on bringing a system back to a
multiuser level, see Chapter 10 or Chapter 11.

TurningOff Power toAll Devices
You need turn off power to all system devices when you do the following:

� Replace or add hardware.
� Move the system from one location to another.
� Prepare for an expected power outage or natural disaster such as an approaching electrical storm.

Turn the power off for system devices, including the CPU, themonitor, and external devices such as
disks, tapes, and printers.

Before you turn off power to all system devices, you should shut down the system cleanly, as
described in the preceding sections.

� How toTurnOff Power toAll Devices
Select one of the followingmethods to shut down the system:

� If you are shutting down a server, see “How to Shut Down a Server” on page 174.
� If you are shutting down a stand-alone system, see “How to Shut Down a Stand-Alone System”

on page 177.

Turn off the power to all devices after the system is shutdown. If necessary, also unplug the power
cables.

After power canbe restored, use the following steps to turn on the systemanddevices.

a. Plug in the power cables.

b. Turn on themonitor.

c. Turn ondisk drives, tape drives, andprinters.

d. Turn on the CPU.

The system is brought to run level 3.

SeeAlso

1

2

3
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SPARC: Booting a System (Tasks)

This chapter describes the procedures for using the OpenBootTM PROMmonitor and the procedures
for booting a SPARC based system to different run levels.

For information about the procedures that are associated with booting a SPARC based system, see
“SPARC: Booting a System (TaskMap)” on page 182.

For overview information about the boot process, see Chapter 8. To troubleshoot boot problems, see
“What to Do if Rebooting Fails” in SystemAdministration Guide: Advanced Administration.

For step-by-step instructions on booting an x86 based system that implements GRUB based booting,
see Chapter 11

Note –GRUB based booting is not available on SPARC based systems in this Solaris release.

For step-by-step instructions on booting an x86 based system that does not implement GRUB based
booting, see Chapter 12.
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SPARC: Booting a System (TaskMap)

Task Description For Instructions

Use the Boot PROM. The boot PROM is used to boot a system. Youmight
need to change the way the system boots. For
example, youmight want to reset the device to boot
from or run hardware diagnostics before you bring
the system to amultiuser level.Associated tasks
include the following:
� Identify the PROM revision number.

� Identify devices on the system to boot from.

� Change the default boot device when a new disk
is added or when you need to change the system
bootmethod.

“SPARC: How to Find the PROM
RevisionNumber for a System” on page
183

“SPARC: How to Identify Devices on a
System” on page 183

“SPARC: How to Change the Default
Boot Device” on page 185

Reset the system. When you reset the system, the system runs
diagnostic tests on the hardware, then reboots.

“SPARC: How to Reset the System”
on page 187

Boot a system. Select one of the following bootmethods:
� Boot to run level 3 – Used after shutting down

the system or performing a system hardware
maintenance task.

� Boot to run level S – Used after performing a
systemmaintenance task such as backing up a
file system.At this level, only local file systems
aremounted and users cannot log in to the
system.

� Boot interactively – Used after making
temporary changes to a system file or the kernel
for testing purposes.

� Boot from the network –Used to boot a system
from the network. This method is used for
booting a diskless client.

“SPARC: How to Boot a System to Run
Level 3 (Multiuser Level)” on page 188

“SPARC: How to Boot a System to Run
Level S (Single-User Level)” on page 189

“SPARC: How to Boot a System
Interactively” on page 190

“SPARC: How to Boot a System From
the Network” on page 191

Boot a system for recovery purposes. Boot for recovery purposes – Used to boot the
systemwhen a damaged file or file system is
preventing the system from booting. Youmight
need to do one or both of the following to boot for
recovery purposes:
� Stop the system to attempt recovery.

� Boot to repair an important system file that is
preventing the system from booting
successfully.

“SPARC: How to Stop the System for
Recovery Purposes” on page 193

“SPARC: How to Boot a System for
Recovery Purposes” on page 193

SPARC: Booting a System (TaskMap)
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Task Description For Instructions

Force a crash dump and reboot a
system.

Force a crash dump and reboot the system -Used to
force a crash dump for troubleshooting purposes.

“SPARC: How to Force a Crash Dump
and Reboot of the System” on page 195

Troubleshoot problems with the
kmdb command.

Boot kmdb –Used to troubleshoot system problems. “SPARC: How to Boot the SystemWith
the Kernel Debugger (kmdb)” on page
197

Use the halt commandwith the -d
option if you do not have time to debug
the system interactively. Running the
halt commandwith the -d option
requires amanual reboot afterwards.
Whereas, if you use the reboot
command, the systemwill reboot
automatically.

SPARC:Using theBoot PROM
System administrators typically use the PROM level to boot a system. You need to change the default
boot device to do the following:

� Add a new drive to the system either permanently or temporarily
� Change the network boot strategy
� Temporarily boot a stand-alone system from the network

For a complete list of PROM commands, see monitor(1M) or eeprom(1M).

� SPARC:How to Find thePROMRevisionNumber for a
System
Display a system’s PROM revision number by using the banner command.
ok banner

Sun Ultra 5/10 UPA/PCI (UltraSPARC-IIi 333MHz), No Keyboard

OpenBoot 3.15, 128 MB memory installed, Serial #number.
Ethernet address number, Host ID: number.

Hardware configuration information, including the revision number of the PROM, is displayed. In
this example, the PROM revision number is 3.15.

� SPARC:How to IdentifyDevices ona System
Youmight need to identify the devices on the system to determine what are the appropriate devices
to boot from.

◗
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Before you can safely use the probe commands to determine what devices are attached to the system,
you need to do the following:

� Change the PROM auto-boot? parameter to false.

ok setenv auto-boot? false

� Issue the reset-all command to clear system registers.

ok reset-all

You can view the probe commands that are available on your system by using the sifting probe
command:

ok sifting probe

If you run the probe commands without clearing the system registers, the followingmessage is
displayed:

ok probe-scsi

This command may hang the system if a Stop-A or halt command

has been executed. Please type reset-all to reset the system

before executing this command.

Do you wish to continue? (y/n) n

Identify the devices on the system.
ok probe-device

(Optional) If youwant the system to reboot after a power failure or after using the reset command,
then reset the auto-boot?parameter to true.
ok setenv auto-boot? true

auto-boot? = true

Boot the systemback tomultiusermode.
ok reset

SPARC: Identifying theDevices on a System

The following example shows how to identify the devices connected to anUltraTM 10 system.

ok setenv auto-boot? false

auto-boot? = false

ok reset-all

Resetting ...

Sun Ultra 5/10 UPA/PCI (UltraSPARC-IIi 333MHz), No Keyboard

OpenBoot 3.15, 128 MB memory installed, Serial #10933339.

BeforeYouBegin
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Ethernet address 8:0:20:a6:d4:5b, Host ID: 80a6d45b.

ok probe-ide

Device 0 ( Primary Master )

ATA Model: ST34321A

Device 1 ( Primary Slave )

Not Present

Device 2 ( Secondary Master )

Removable ATAPI Model: CRD-8322B

Device 3 ( Secondary Slave )

Not Present

ok setenv auto-boot? true

auto-boot? = true

Alternatively, you can use the devalias command to identify the device aliases and the associated
paths of devices thatmight be connected to the system. For example:

ok devalias

screen /pci@1f,0/pci@1,1/SUNW,m64B@2

net /pci@1f,0/pci@1,1/network@1,1

cdrom /pci@1f,0/pci@1,1/ide@3/cdrom@2,0:f

disk /pci@1f,0/pci@1,1/ide@3/disk@0,0

disk3 /pci@1f,0/pci@1,1/ide@3/disk@3,0

disk2 /pci@1f,0/pci@1,1/ide@3/disk@2,0

disk1 /pci@1f,0/pci@1,1/ide@3/disk@1,0

disk0 /pci@1f,0/pci@1,1/ide@3/disk@0,0

ide /pci@1f,0/pci@1,1/ide@3

floppy /pci@1f,0/pci@1,1/ebus@1/fdthree

ttyb /pci@1f,0/pci@1,1/ebus@1/se:b

ttya /pci@1f,0/pci@1,1/ebus@1/se:a

keyboard! /pci@1f,0/pci@1,1/ebus@1/su@14,3083f8:forcemode

keyboard /pci@1f,0/pci@1,1/ebus@1/su@14,3083f8

mouse /pci@1f,0/pci@1,1/ebus@1/su@14,3062f8

name aliases

� SPARC:How toChange theDefault BootDevice
Youmight need to identify the devices on the system before you can change the default boot device to
some other device. For information on identifying devices on the system, see “SPARC: How to
Identify Devices on a System” on page 183.
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Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Change to run level 0.

# init 0

The ok PROMprompt is displayed. Formore information, see theinit(1M)man page.

Change the value of the boot-deviceparameter.

ok setenv boot-device device[n]

boot-device Identifies the parameter for setting the device fromwhich to boot.

device[n] Identifies the boot-device value such as a disk or the network. The n can be
specified as the disk number.

Use one of the probe commands if you need help identifying the disk number.

Verify that the default boot device has been changed.
ok printenv boot-device

Save the new boot-device value.
ok reset

The new boot-device value is written to the PROM.

SPARC: Changing theDefault Boot Device

In this example, the default boot device is set to disk.

# init 0

#

INIT: New run level: 0

.

.

.

The system is down.

syncing file systems... done

Program terminated

ok setenv boot-device disk

boot-device = disk

ok printenv boot-device

boot-device disk disk

ok reset

Sun Ultra 5/10 UPA/PCI (UltraSPARC-IIi 333MHz), No Keyboard

OpenBoot 3.15, 128 MB memory installed, Serial #number.
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Ethernet address number, Host ID: number.

Boot device: disk File and args:

SunOS Release 5.9 Version 64-bit

.

.

.

pluto console login:

In this example, the default boot device is set to the network.

# init 0

#

INIT: New run level: 0

.

.

.

The system is down.

syncing file systems... done

Program terminated

ok setenv boot-device net

boot-device = net

ok printenv boot-device

boot-device net disk

ok reset

Sun Ultra 5/10 UPA/PCI (UltraSPARC-IIi 333MHz), No Keyboard

OpenBoot 3.15, 128 MB memory installed, Serial #number.
Ethernet address number, Host ID: number.

Boot device: net File and args:

.

.

.

pluto console login:

SPARC:How toReset the System
Run the reset command from the ok prompt.

ok reset

This self-test program, which runs diagnostic tests on the hardware, is executed. Then, the system is
rebooted.
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SPARC: Booting a SPARCBasedSystem
If a system is turned off, turning it on starts themultiuser boot sequence. The following procedures
show how to boot to different run levels from the ok PROMprompt. These procedures assume that
the system has been cleanly shut down, unless stated otherwise.

Use the who -r command to verify that the system is brought to the specified run level. For a
description of run levels, see Chapter 14.

� SPARC:How toBoot a System toRunLevel 3
(Multiuser Level)
Use this procedure to boot a system that is currently at run level 0 to run level 3.

Boot the system to run level 3.
ok boot

The automatic boot procedure displays a series of startupmessages, and brings the system to run
level 3. Formore information, see the boot(1M)man page.

Verify that the systemhas booted to run level 3.

The login prompt is displayed when the boot process has finished successfully.
hostname console login:

SPARC: Booting a System to Run Level 3 (Multiuser Level)

The following example displays themessages from booting a system to run level 3.

ok boot

Sun Ultra 5/10 UPA/PCI (UltraSPARC-IIi 333MHz)

OpenBoot 3.15, 128 MB memory installed, Serial #number.
Ethernet address number, Host ID: number.

Rebooting with command: boot

Boot device: /pci@1f,0/pci@1,1/ide@3/disk@0,0:a File and args: kernel/sparcv9/unix

SunOS Release 5.10 Version s10_60 64-bit

Copyright 1983-2004 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

configuring IPv4 interfaces: hme0.

add net default: gateway 172.20.27.248

Hostname: starlite

The system is coming up. Please wait.

NIS domain name is example.com
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starting rpc services: rpcbind keyserv ypbind done.

Setting netmask of hme0 to 255.255.255.0

Setting default IPv4 interface for multicast: add net 224.0/4: gateway starlite

syslog service starting.The system is ready.

Starting Sun(TM) Web Console Version 2.1-dev..

volume management starting.

The system is ready.

starlite console login:

In the preceding example, sparcv9was used as an example only. This stringmatches the output of the
isainfo -k command.

� SPARC:How toBoot a System toRunLevel S
(Single-User Level)
Use this procedure to boot a system that is currently at run level 0 to run level S. This run level is used
for systemmaintenance tasks, such as backing up a file system.

Boot the system to run level S.
ok boot -s

Type the superuser passwordwhen the followingmessage is displayed:
SINGLE USER MODE

Root password for system maintenance (control-d to bypass): xxxxxx

Verify that the system is at run level S.
# who -r

. run-level S Jun 10 15:27 3 0

Perform themaintenance task that required the run level change to S.

After you complete the systemmaintenance task, type Control-D to bring the system to the
multiuser state.

SPARC: Booting a System to Run Level S (Single-User Level)

The following example displays themessages from booting a system to run level S.

ok boot -s

.

.

.
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Sun Microsystems Inc. SunOS 5.10

Copyright 1983-2003 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

configuring IPv4 interfaces: hme0.

Hostname: starlite

SINGLE USER MODE

Root password for system maintenance (control-d to bypass): xxxxxx

single-user privilege assigned to /dev/console.

Entering System Maintenance Mode

Oct 14 15:01:28 su: ’su root’ succeeded for root on /dev/console

Sun Microsystems Inc. SunOS 5.10

# who -r

. run-level S Sep 19 08:49 S 0 ?

(Perform somemaintenance task)
# ^D

� SPARC:How toBoot a System Interactively
Use this boot option when you need to specify an alternate kernel or /etc/system file.

Boot the system interactively.
ok boot -a

Answer the following systemprompts:

a. Whenprompted, enter the nameof the kernel to use for booting.

Press enter to use the default kernel file name. Otherwise, provide the name of an alternate
kernel, press Enter.

b. Whenprompted, provide an alternate path for the modulesdirectories.

Press enter to use the default module directories. Otherwise, provide the alternate paths to
module directories, press Enter.

c. Whenprompted, provide the nameof an alternate systemfile.

Type /dev/null if your /etc/system file has been damaged.

d. Whenprompted, enter the rootfilesystem type.

Press enter to select UFS for local disk booting, which is the default, or enter NFS for network
booting.
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e. Whenprompted, enter the physical nameof rootdevice.

Provide an alternate device name or press return to use the default.

If you are not prompted to answer these questions, verify that you typed the boot -a command
correctly.

SPARC: Booting a System Interactively

In the following example, the default choices (shown in square brackets []) are accepted.

ok boot -a

.

.

.

Rebooting with command: boot -a

Boot device: /pci@1f,0/pci@1,1/ide@3/disk@0,0:a

File and args: -a

Enter filename [kernel/sparcv9/unix]: Press Return
Enter default directory for modules [/platform/SUNW,Ultra-5_10/kernel

/platform/sun4u/kernel /kernel /usr/kernel]: Press Return
Name of system file [etc/system]: Press Return
SunOS Release 5.10 Version S10_60 64-bit

Copyright (c) 1983-2004 by Sun Microsystems, Inc. All rights reserved

Use is subject to license terms.

root filesystem type [ufs]: Press Return
Enter physical name of root device

[/pci@1f,0/pci@1,1/ide@3/disk@0,0:a]: Press Return
configuring IPv4 interfaces: hme0.

Hostname: starlite

The system is coming up. Please wait.

checking ufs filesystems

.

.

.

The system is ready.

starlite console login:

� SPARC:How toBoot a SystemFrom theNetwork
Any system can boot from the network if a boot server is available. Youmight want to boot a
stand-alone system from the network if the system cannot boot from the local disk. For information
on changing or resetting the default boot device, see “SPARC: How to Change the Default Boot
Device” on page 185.

Two network configuration boot strategies are available on sun–4u systems:
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� RARP– ReverseAddress Resolution Protocol andONC+RPCBootparams Protocol
� DHCP–Dynamic Host Configuration Protocol

The default network boot strategy is set to RARP. You can use either protocol, depending on whether
a RARPboot server or a DHCPboot server is available on your network.

Note – SunUltra systemsmust have PROMversion 3.25.nn or later to use the DHCPnetwork boot
strategy. For information on determining your PROMversion, see “SPARC: How to Find the PROM
RevisionNumber for a System” on page 183.

If both protocols are available, you can temporarily specify which protocol to use in the boot
command. Or, you can save the network boot strategy across system reboots at the PROM level by
setting up anNVRAMalias. The following example uses the nvalias command to set up a network
device alias for booting DHCPby default on a SunUltra 10 system.

ok nvalias net /pci@1f,4000/network@1,1:dhcp

As a result, when you type boot net, the system boots by using the DHCP network book strategy.

Note –You should not use the nvalias command tomodify the NVRAMRC file, unless you are very
familiar with the syntax of this command and the nvunalias command. For information on using
these commands, see theOpenBoot 3.x Command ReferenceManual.

Youmust have already set up a RARPor DHCPboot server in your network to use either protocol to
boot successfully.

If necessary, shut down the system.

Determine themethod for booting from the network, and select one of the following:

a. Boot the system from thenetwork by using theDHCP strategy.
ok boot net[:dhcp]

If you have changed the PROM setting to boot DHCPby default, as in the preceding nvalias
example, you only have to specify boot net.

b. Boot the system from thenetwork by using the RARP strategy.
ok boot net[:rarp]

Because RARP is the default network boot strategy, you only have to specify boot net:rarp if
you have changed the PROMvalue to boot DHCP.

BeforeYouBegin
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� SPARC:How to Stop the System for Recovery Purposes
Type the Stop key sequence for your system.

Themonitor displays the ok PROMprompt.
ok

The specific Stop key sequence depends on your keyboard type. For example, you can press Stop-A
or L1-A. On terminals, press the Break key.

Synchronize the file systems.
ok sync

When you see the syncing file systems...message, press the Stop key sequence again.

Type the appropriate boot command to start the boot process.

Formore information, see the boot(1M)man page.

Verify that the systemwas booted to the specified run level.
# who -r

. run-level 3 May 2 07:39 3 0 S

SPARC: Stopping the System for Recovery Purposes

Press Stop-A
ok sync

syncing file systems...

Press Stop-A
ok boot

� SPARC:How toBoot a System for Recovery Purposes
Use this procedure when an important file, such as /etc/passwd, has an invalid entry and causes the
boot process to fail.

Use the stop sequence described in this procedure if you do not know the root password or if you
can’t log in to the system. Formore information, see “SPARC: How to Stop the System for Recovery
Purposes” on page 193.

Substitute the device name of the file system to be repaired for the device-name variable in the
following procedure. If you need help identifying a system’s device names, refer to “Displaying
Device Configuration Information” in SystemAdministration Guide: Devices and File Systems.

Stop the systembyusing the system’s Stop key sequence.
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Boot the system in single-usermode.

� Boot the system from the Solaris Software 1 CD or DVD,
� Insert the Solaris installationmedia into the drive.
� Boot from the installationmedia in single-usermode.

ok boot cdrom -s

� Boot the system from the network if an installation server or remote CD or DVDdrive is not
available.

ok boot net -s

Mount the file system that contains the filewith an invalid entry.
# mount /dev/dsk/device-name /a

Change to the newlymountedfile system.
# cd /a/file-system

Set the terminal type.
# TERM=sun
# export TERM

Remove the invalid entry from the file by using an editor.
# vi filename

Change to the root (/) directory.
# cd /

Unmount the /adirectory.
# umount /a

Reboot the system.
# init 6

Verify that the systembooted to run level 3.

The login prompt is displayed when the boot process has finished successfully.
hostname console login:

SPARC: Booting a System for Recovery Purposes (Damaged Password File)

The following example shows how to repair an important system file (in this case, /etc/passwd)
after booting from a local CD-ROM.
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ok boot cdrom -s

# mount /dev/dsk/c0t3d0s0 /a

# cd /a/etc

# TERM=vt100

# export TERM

# vi passwd

(Remove invalid entry)
# cd /

# umount /a

# init 6

SPARC: Booting a System if You Forgot the root Password

The following example shows how to boot the system from the network when you have forgotten the
root password. This example assumes that the network boot server is already available. Be sure to
apply a new root password after the system has rebooted.

ok boot net -s

# mount /dev/dsk/c0t3d0s0 /a

# cd /a/etc

# TERM=vt100

# export TERM

# vi shadow

(Remove root’s encrypted password string)
# cd /

# umount /a

# init 6

SPARC: Forcing aCrashDumpandRebooting the
System
Forcing a crash dump and rebooting the system is sometimes necessary for troubleshooting
purposes. The savecore feature is enabled by default.

Formore information on system crash dumps, see Chapter 24, “Managing SystemCrash
Information (Tasks),” in SystemAdministration Guide: Advanced Administration.

� SPARC:How to Force aCrashDumpandReboot of the System
Use this procedure to force a crash dump of the system. The example that follows this procedure
shows how to use the halt -d command to force a crash dump of the system. You will need to
manually reboot the system after running this command.
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Type the stop key sequence for your system.

The specific stop key sequence depends on your keyboard type. For example, you can press Stop-Aor
L1-A. On terminals, press the Break key.

The PROMdisplays the ok prompt.

Synchronize the file systems andwrite the crash dump.
> n

ok sync

After the crash dump is written to disk, the systemwill continue to reboot.

Verify the systemboots to run level 3.

The login prompt is displayed when the boot process has finished successfully.
hostname console login:

SPARC: Forcing a CrashDump and Reboot of the SystembyUsing the halt -d
Command

This example shows how to force a crash dump and reboot of the system jupiter by using the halt
-d and boot command. Use this method to force a crash dump and reboot of the system.

# halt -d

Jul 21 14:13:37 jupiter halt: halted by root

panic[cpu0]/thread=30001193b20: forced crash dump initiated at user request

000002a1008f7860 genunix:kadmin+438 (b4, 0, 0, 0, 5, 0)

%l0-3: 0000000000000000 0000000000000000 0000000000000004 0000000000000004

%l4-7: 00000000000003cc 0000000000000010 0000000000000004 0000000000000004

000002a1008f7920 genunix:uadmin+110 (5, 0, 0, 6d7000, ff00, 4)

%l0-3: 0000030002216938 0000000000000000 0000000000000001 0000004237922872

%l4-7: 000000423791e770 0000000000004102 0000030000449308 0000000000000005

syncing file systems... 1 1 done

dumping to /dev/dsk/c0t0d0s1, offset 107413504, content: kernel

100% done: 5339 pages dumped, compression ratio 2.68, dump succeeded

Program terminated

ok boot

Resetting ...

Sun Ultra 5/10 UPA/PCI (UltraSPARC-IIi 333MHz), No Keyboard

OpenBoot 3.15, 128 MB memory installed, Serial #10933339.

Ethernet address 8:0:20:a6:d4:5b, Host ID: 80a6d45b.

Rebooting with command: boot
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Boot device: /pci@1f,0/pci@1,1/ide@3/disk@0,0:a

File and args: kernel/sparcv9/unix

SunOS Release 5.10 Version s10_60 64-bit

Copyright 1983-2004 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

configuring IPv4 interfaces: hme0.

add net default: gateway 172.20.27.248

Hostname: jupiter

The system is coming up. Please wait.

NIS domain name is example.com

.

.

.

System dump time: Wed Jul 21 14:13:41 2004

Jul 21 14:15:23 jupiter savecore: saving system crash dump

in /var/crash/jupiter/*.0

Constructing namelist /var/crash/jupiter/unix.0

Constructing corefile /var/crash/jupiter/vmcore.0

100% done: 5339 of 5339 pages saved

Starting Sun(TM) Web Console Version 2.1-dev...

.

.

.

� SPARC:How toBoot the SystemWith theKernel
Debugger (kmdb)
This procedure shows you the basics for loading the kernel debugger (kmdb). Formore detailed
information, see the Solaris Modular Debugger Guide.

Halt the system, causing it to display the okprompt.

To halt the system gracefully, use the /usr/sbin/halt command.

Type either boot kmdb or boot -k to request the loading of the kernel debugger. Press return.

Enter the kernel debugger.

Themethod used to enter the debugger is dependent upon the type of console that is used to access
the system:

� If a locally attached keyboard is being used, press Stop-Aor L1–A, depending upon the type of
keyboard.

� If a serial console is being used, send a break by using themethod that is appropriate for the type
of serial console that is being used.

1

2

3

SPARC: Booting a SPARC Based System

Chapter 10 • SPARC: Booting a System (Tasks) 197



Awelcomemessage is displayed when you enter the kernel debugger for the first time.

Rebooting with command: kadb

Boot device: /iommu/sbus/espdma@4,800000/esp@4,8800000/sd@3,0

.

.

.

SPARC: Booting the SystemWith the Kernel Debugger (kmdb)

ok boot kmdb

Resetting...

Executing last command: boot kmdb -d

Boot device: /pci@1f,0/ide@d/disk@0,0:a File and args: kmdb -d

Loading kmdb...

Example 10–10
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x86: GRUB Based Booting (Tasks)

Starting with the Solaris 10 1/06 release, the open source GNUGRandUnified Bootloader (GRUB)
has been implemented on x86 based systems that are running the Solaris OS. GRUB is the boot
loader that is responsible for loading a boot archive into a system’s memory. The boot archive
contains the kernel modules and configuration files that are required to boot the system. Formore
information onGRUB, see the grub(5) man page.

Note –GNU is a recursive acronym for “GNU’s Not UNIX”. You can findmore information at
http://www.gnu.org.

The following is list of the overview information in this chapter.

� “What’s New or Changed in GRUBBased Booting?” on page 200
� “x86: GRUBBased Booting (Overview)” on page 200
� “x86: HowGRUBBased BootingWorks” on page 201
� “Changes to the Solaris OS Installation Process” on page 202
� “x86: GRUBDevice Naming Conventions” on page 204
� “x86: Functional Components of GRUB” on page 204
� “x86: GRUBMenu” on page 205
� “x86:Modifying Boot Behavior in the Solaris OS” on page 206
� “x86: GRUBBasedDisk Boot” on page 207
� “x86: GRUBBased Booting From the Network” on page 208
� “GRUBTerminology” on page 209

For information about the procedures that are associated with using GRUB to boot an x86 based
system, see “x86: GRUBBased Booting (TaskMap)” on page 210. For GRUB reference information,
see “x86: The GRUBBased Boot Process (Reference)” on page 236.

For information about the procedures that are associated with booting an x86 based system that does
not implement GRUB, see “x86: Booting a System (TaskMap)” on page 241.

For overview information about the boot process, see Chapter 8. For step-by-step instructions on
booting a SPARC based system, see Chapter 10.
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Formore information about changes to the Solaris installation process on x86 based systems, see
“Changes to the Solaris OS Installation Process” on page 202 and the following references:

� If you are installing with the Solaris interactive installation program, see Solaris 10 Installation
Guide: Basic Installations.

� If you are installing with the custom JumpStart program, see Solaris 10 Installation Guide:
Custom JumpStart and Advanced Installations.

� If you need to set up an install server to install over the network, see Solaris 10 Installation Guide:
Network-Based Installations.

� If you are installing or upgrading with Solaris Live Upgrade, see Solaris 10 Installation Guide:
Solaris Live Upgrade and Upgrade Planning.

What’sNewor Changed inGRUBBasedBooting?
Solaris 10 6/06: In this Solaris release, the GRUB failsafe interaction has changed. Previously, when
you booted the failsafe archive, you were prompted to update the boot archives, regardless of whether
any boot archives were out-of-date. Now, the system prompts you to update only boot archives that
are out-of-date. See Example 11–8 for an example.

For an example of the previous GRUB failsafe interaction, see Booting the FailsafeArchive for
Recovery Purposes to Repair a Critical SystemResource.

x86: GRUBBasedBooting (Overview)
In this Solaris release, GRUB is the open source boot loader that is the default for x86 based systems.

Note –GRUB based booting is not available on SPARC based systems in this Solaris release.

The boot loader is the first software program that runs after you turn on a system. This program
begins the boot process.After an x86 based system is powered on, the Basic Input/Output System
(BIOS) initializes the CPU, thememory, and the platform hardware.When the initialization phase
has completed, the BIOS loads the boot loader from the configured boot device, and then gives
control of the system to the boot loader.

GRUB implements a simplemenu interface that includes boot options that are predefined in a
configuration file. GRUB also has a command-line interface that is accessible from themenu
interface for performing various boot commands. The GRUB implementation on x86 based systems
in the Solaris OS is compliant with theMultiboot Specification, which is described in detail at
http://www.gnu.org/software/grub/grub.html.

Because the Solaris kernel is fully compliant with theMultiboot Specification, you can boot x86
based systems by using GRUB.With GRUB, you canmore easily boot the various operating systems
that are installed on your system. For example, on one x86 based system, you could individually boot
the following operating systems:

What’s Newor Changed in GRUB Based Booting?
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� Solaris OS
� Linux
� MicrosoftWindows

Note that a Solaris Live Upgrade boot environment is also displayed in the GRUBmenu. Formore
information, see the Solaris 10 Installation Guide: Solaris Live Upgrade and Upgrade Planning.

Note –GRUBdetectsMicrosoftWindows partitions but does not verify that theOS can be booted.

Because GRUB is intuitive about file systems and kernel executable formats, you can load an
operating systemwithout recording the physical position of the kernel on the disk.With GRUB
based booting, the kernel is loaded by specifying its file name, and the drive, and the partition where
the kernel resides.

When you boot an x86 based system, the GRUBmenu is displayed. This menu provides a list of boot
entries to choose from.Aboot entry is an OS instance that is installed on your system. The GRUB
mainmenu is based on a configuration file that you canmodify.

� If you install or upgrade the Solaris OS, the GRUBmenu is automatically updated. The Solaris
OS is displayed as a new boot entry.

� If you install an operating system other than the Solaris OS, youmustmodify the menu.lst
configuration file to include the newOS instance.Adding the newOS instance enables the new
boot entry to appear in the GRUBmenu the next time that you boot the system.
See the section, “x86: GRUBMenu” on page 205 formore information.

Note – In this release, the GRUBmenu replaces the Solaris Device ConfigurationAssistant.

x86:HowGRUBBasedBootingWorks
After GRUB gains control of the system, amenu is displayed on the console. In the GRUBmain
menu, you can do the following:

� Select a boot entry.
� Modify a boot entry by using the GRUB edit menu.
� Load anOS kernel from the command linemanually.

The following is a sample of a typical GRUBmainmenu. This menu consists of two boot entries to
choose from. If you do not choose an entry, the system boots the default OS. The default OS is usually
the first entry that is displayed in the GRUBmainmenu.

GNU GRUB version 0.95 (631K lower / 2095488K upper memory)

+-------------------------------------------------------------------------+

| Solaris 10.1 ... X86 |

| Solaris failsafe |

| |
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| |

+-------------------------------------------------------------------------+

Use the ^ and v keys to select which entry is highlighted.

Press enter to boot the selected OS, ’e’ to edit the

commands before booting, or ’c’ for a command-line.

Use the arrows keys to highlight a boot entry, then press Enter to boot the selected entry. If you want
to edit a boot entry by using the GRUB edit menu, use the arrow keys to highlight a boot entry in the
GRUBmainmenu. Then, type e to display the GRUB edit menu. If you want to use the
command-line interface, use the arrow keys to select a boot entry in the GRUBmainmenu, then type
c.

For a complete list of GRUB terms and definitions, see “GRUBTerminology” on page 209.

Aconfigurable timeout is available to boot the default OS entry. Press any key to abort the default OS
entry boot.

When the system is booted, GRUB loads the primary boot archive and themultiboot program. The
primary boot archive is a ram image of the file system that contains the Solaris kernel modules and
data. See “x86:Management of the GRUBBootArchive” on page 239 formore information. GRUB
puts this information inmemory, without any interpretations. Themultiboot program is an ELF32

executable that contains amultiboot-compliant header.After the operation has completed, GRUB
gives control of the system to themultiboot program. GRUB itself then becomes inactive, and system
memory is reclaimed.

By reading the boot archive and passing boot-related information to the kernel, themultiboot
program is responsible for assembling core kernel modules intomemory. The boot-related
information is specified by theMultiboot Specification.

Note –Themultiboot programworks together with the boot archive. You cannot combine the use of a
multiboot program from oneOS instance with the boot archive from another OS instance.

Formore information, see “x86: Solaris Kernel Initialization Process in the GRUBBoot
Environment” on page 237.

Changes to the SolarisOS InstallationProcess
Solaris 10 1/06:The Solaris installation process has changed in the following ways:

� Minimummemory requirements – To support GRUB, x86 based systemsmust have at least 256
MBytes of mainmemory to boot the install miniroot. On systems with insufficient memory, the
followingmessage is displayed:

Selected item can not fit in memory

� USB drive support – Installation fromCD andDVDdrives that are connected throughUSB
interfaces is now fully supported.
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� Network installation procedure – The standard procedure for setting up net install images for
x86 based systems remains the same. These systems boot with the Preboot eXecution
Environment (PXE)mechanism. Systems that are not capable of a PXE boot can use a GRUB
floppy.

� Configuring devices – The GRUBmenu replaces the Device ConfigurationAssistant in this
Solaris release.After GRUB loads the Solaris OS, the following installationmenu is displayed:

Select the type of installation you want to perform:

1 Solaris Interactive

2 Custom JumpStart

3 Solaris Interactive Text (Desktop session)

4 Solaris Interactive Text (Console session)

5 Apply driver updates

6 Single user shell

Enter the number of your choice followed by the <ENTER> key.

Alternatively, enter custom boot arguments directly.

If you wait 30 seconds without typing anything,

an interactive installation will be started.

Note –TheDevice ConfigurationAssistant and the associated interactive shell is no longer
available, starting with the Solaris 10 1/06 release. To add any required drivers during the
installation process, select Option 5.

Note that youmust supply an Install TimeUpdate (ITU) floppy diskette, CD, or DVDwhen
applying driver updates during the installation process. The ITUwill likely contain a package,
but it alsomight contain a patch.When adding the contents of an ITU image, check the
READMEfile for additional instructions.

To add drivers to theminiroot during installation, follow the steps for patching the x86miniroot.
For step-by-step instructions, see the following documentation:
� For DVDmedia, see “To Create an x86 Install ServerWith SPARC or x86DVDMedia” in

Solaris 10 Installation Guide: Network-Based Installations, Step 9.
� For CDmedia, see “Creating an x86 Install ServerWith CDMedia” in Solaris 10 Installation

Guide: Network-Based Installations, Step 19.

Option 6 is available for system recovery. This option provides quick access to a root prompt
without having to go through the system identification process. Note that option 6 is identical to
booting the Solaris failsafe archive option from the GRUBmainmenu that is displayed when the
system is booted.
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x86: GRUBDeviceNamingConventions
GRUB uses device naming conventions that are slightly different from previous Solaris OS versions.
Understanding the GRUB device naming conventions can assist you in correctly specifying drive
and partition information when you configure GRUB on your system.

The following table describes the GRUB device naming conventions.

TABLE 11–1NamingConventions forGRUBDevices

DeviceName Description

(fd0), (fd1) First diskette, second diskette

(nd) Network device

(hd0,0), (hd0,1) First and second fdisk partition of first bios disk

(hd0,0,a), (hd0,0,b) Solaris/BSD slice 0 and 1 on first fdisk partition on
the first bios disk

Note –All GRUB device namesmust be enclosed in parentheses. Partition numbers are counted from
0 (zero), not from 1.

Formore information about fdisk partitions, see “Guidelines for Creating an fdisk Partition” in
SystemAdministration Guide: Devices and File Systems.

x86: Functional Components ofGRUB
GRUB consists of the following functional components:

� stage1 – Is installed on the first sector of the Solaris fdisk partition. You can optionally install
stage1 on themaster boot sector by specifying the -m option with the installgrub command.
See the installgrub(1M)man page and “DiskManagement in the GRUBBoot Environment” in
SystemAdministration Guide: Devices and File Systems for more information.

� stage2 – Is installed in a reserved area in the Solaris fdisk partition. stage2 is the core image of
GRUB.

� menu.lst – Is a file that is typically located in the /boot/grub directory. This file is read by the
GRUB stage2 file. See the section, “GRUBTerminology” on page 209 formore information.

You cannot use the dd command to write stage1 and stage2 to disk. stage1must be able to receive
information about the location of stage2 on the disk. Use the installgrub command, which is the
supportedmethod for installing GRUB boot blocks.
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x86: GRUBMenu
By default, the Solaris menu file resides in /boot/grub/menu.lst. If the Solaris OS is booted from a
pcfs partition, the effectivemenu is then loaded from the /stubboot/boot/grub/menu.lst file. You
might also get the same configuration when performing a software upgrade. The contents of this file
dictate what is displayed in the GRUBmenuwhen you boot the system. The GRUBmenu file
contains entries for all the OS instances that are installed on your system, as well as other important
boot directives. See “x86: HowMultiple Operating SystemsAre Supported in the GRUBBoot
Environment” on page 238.

Note – In some situations, the GRUB menu.lst file resides elsewhere. For example, on a system that
uses Solaris Live Upgrade, the GRUB menu.lst filemight exist on a boot environment that is not the
currently running boot environment. Or, if you have upgraded a systemwith an x86 based boot
partition, the menu.lst filemight reside in the /stubboot directory.

Only the active GRUB menu.lst file is used to boot the system. In order tomodify the GRUBmenu
that is displayed when you boot the system, the active GRUB menu.lst filemust bemodified.
Changing any other GRUB menu.lst file has no effect on themenu that is displayed when you boot
the system.

To determine the location of the active GRUB menu.lst file, use the bootadm command. The
list-menu subcommand displays the location of the active GRUBmenu. Formore information, see
“Locating the GRUBMenu’s menu.lst File (Tasks)” in Solaris 10 Installation Guide: Solaris Live
Upgrade and Upgrade Planning and the bootadm(1M)man page.

Youmight need to customize the menu.lst file for one of the following reasons:

� To add newOS entries
� To addGRUB console redirection information

The instructions for the syntax to use to edit the file can be found in the /boot/grub/menu.lst file
comments. Because these changes are not directly related to the Solaris OS, you cannotmake them
by using the eeprom command. The Solaris software upgrade process preserves any changes that you
make to this file.

The following is a partial sample of the /boot/grub/menu.lst file. The list that follows includes a
description of the line entries.

default 0

timeout 10

.

.

.

title Solaris

root (hd0,0,a)

kernel /platform/i86pc/multiboot -B console=ttya
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module /platform/i86pc/boot_archive

title Solaris (test)

root (hd0,0,a)

kernel /boot/grub/multiboot -B console=ttya

module /platform/i86pc/boot_archive

title Solaris fail-safe single user

root (hd0,0,a)

kernel /boot/multiboot -B console=ttya -s

module /boot/x86.miniroot.safe

titleOS name
Specifies the name of the operating system.

Note – If this is a Solaris Live Upgrade boot environment,OS name is the name that you gave the
new boot environment when the boot environment was created. Formore information, see
Solaris 10 Installation Guide: Solaris Live Upgrade and Upgrade Planning.

default 0

Specifies which item to boot, if the timeout expires.

timeout 10

Specifies the number of seconds to wait for user input before booting the default entry. If no
timeout is specified, you are required to choose an entry.

serial --unit=0 --speed=9600

Switches the GRUB output to the tip line.Works in conjunction with the terminal command.

terminal serial

Switches the GRUB output to the tip line.Works in conjunction with the serial command.

root (hd0,0,a)

Specifies on which disk, which partition, and which slice to load the files. GRUB automatically
detects the file system type.

kernel /platform/i86pc/multiboot -B console=ttya

Specifies themultiboot program. The kernel commandmust always be followed by the
multiboot program. The string after multiboot is passed to the Solaris OS without interpretation.

Any changes that youmake to the file take effect at the next system reboot.

x86:ModifyingBootBehavior in the SolarisOS
The primarymethods formodifying boot behavior in the Solaris OS are as follows:

� By using the eeprom command.
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The eeprom command is used to assign a different value to a standard set of properties. These
values, which are the equivalent to the SPARCOpenBoot PROMNVRAMvariables, are stored in
the /boot/solaris/bootenv.rc file. Changes that aremade to the Solaris boot behavior by using
the eeprom command persist over each system reboot. See the eeprom(1M)man page formore
information.

� By using the kernel command, which is available in the GRUBmenuwhen the system is booted.

Note –Changes that aremade with the kernel command override options that you set by using
the eeprom command. These changes remain in effect until the next time you boot the system.
See the kernel(1M)man page formore information.

You can alsomodify the Solaris boot behavior in the GRUB menu.lst file, similarly to how you
would use the eeprom command. However, this method is not preferred, because the Solaris OS
entries in the menu.lst file could bemodified during a software upgrade. In this instance, any
changes that youmade to the file are lost. In contrast, changesmade by using the eeprom command
are added to the /boot/solaris/bootenv.rc file. This file is handled properly during an upgrade.

For instructions, see “x86:Modifying the Solaris Boot Behavior by Editing the GRUBMenu”
on page 220.

x86: GRUBBasedDiskBoot
When you install the Solaris OS, twoGRUBmenu entries are installed on the system by default. The
first entry is the Solaris OS entry. The second entry is theminiroot (failsafe) archive, which is
intended to be used for system recovery. The GRUBmenu entries are installed and then updated
automatically as part of the Solaris software installation and upgrade process. These entries are
directly managed by the OS and should not bemanually edited. For a detailed description of these
and other GRUB terms, see “GRUBTerminology” on page 209.

During a standard Solaris OS installation, GRUB is installed on the Solaris fdisk partition, without
modifying the system BIOS setting. If the OS is not on the BIOS boot disk, you need to do one of the
following:

� Modify the BIOS setting.
� Use a bootmanager to bootstrap to the Solaris partition. Formore details, see your bootmanager.

The preferredmethod is to always install the Solaris OS on the boot disk. If multiple operating
systems are installed on themachine, you can add entries to the /boot/grub/menu.lst file. These
entries are then displayed in the GRUBmenu the next time that the system is booted.

For additional information, see “x86: HowMultiple Operating SystemsAre Supported in the GRUB
Boot Environment” on page 238.
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x86: GRUBBasedBooting From theNetwork
This section describes the requirements and warnings for performing a GRUB based boot from the
network. For overview information and additional details on booting an x86 based system from the
network, see “x86: GRUBBased Booting From the Network” on page 208.

To perform aGRUB based network boot, a DHCP server that is configured for PXE clients is
required.Aboot server that provides tftp service is also required. The DHCP server supplies the
information that the client needs to configure its network interface. The DHCP servermust be able
to respond to the DHCP classes, PXEClient and GRUBClientwith the following information:

� IP address of the file server
� Name of the boot file (pxegrub)

The file server is responsible for providing the following:

� pxegrub binary
� GRUBmenu
� Multiboot program
� x86.miniroot

The sequence for performing a PXE network boot of the Solaris OS is as follows:

1. The BIOS is configured to boot from a network interface.

2. The BIOS sends a DHCP request.

3. The DHCP server replies with the server address and the name of the boot file.

4. The BIOS downloads pxegrub by using tftp and executes pxegrub.

5. The system downloads a GRUBmenu file by using tftp.

This file displays the bootmenu entries that are available.

6. After you select amenu entry, the system begins to load the Solaris OS.

See “How to Set Up aNetwork Configuration Server” in SystemAdministration Guide: IP Services for
more information.

Running the add_install_client command creates the /tftpboot_01ethernet-address file. This
file is linked to pxegrub and the/tftpboot/menu.lst.01ethernet-address file. The
/tftpboot/menu.lst.01ethernet-address file is the GRUBmenu file. If this file does not exist, then
pxegrub reverts to using DHCPOption 150, if this option is specified, or the
/tftpboot/boot/grub/menu.lst file. Typically, a single system is set up to serve both functions. In
this instance, the add_install_client command sets up the /tftpboot file with the correct
pxegrubmenu file and the Solaris files. DHCP service is handled separately by using the
add_install_client command. The setup only needs to be completed once per client. See “About
DHCPMacros” on page 224 and “x86: How to Perform aGRUBBased Boot From the Network”
on page 225 formore information.
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Note –The rpc.bootparamd daemon is usually required on the server side for performing a network
boot. However, rpc.bootparamd is not required to perform a network based boot with GRUB.

If no PXE or DHCP server is available, you can load GRUB from a diskette, a CD-ROM, or the local
disk. You can thenmanually configure the network in GRUB and download themultiboot program
and the boot archive from the file server.

PXENetworkBoot Sequence

Note –The rpc.bootparamd daemon is usually required on the server side for performing a network
boot. However, rpc.bootparamd is not required to perform a network based boot with GRUB.

If no PXE or DHCP server is available, you can load GRUB from a diskette, a CD-ROM, or the local
disk. You can thenmanually configure the network in GRUB and download themultiboot program
and the boot archive from the file server.

GRUBTerminology
The following GRUB terms are used throughout this documentation. To grasp GRUB concepts, an
understanding of these terms is essential.

boot archive Aboot archive is a collection of critical files that is used to boot the Solaris
OS. These files are needed during system startup before the root (/) file
system ismounted. Two boot archives aremaintained on a system:
� The boot archive that is used to boot the Solaris OS on a system. This

boot archive is sometimes called the primary boot archive.
� The boot archive that is used for recovery when the primary boot

archive is damaged. This boot archive starts the systemwithout
mounting the root (/) file system. On the GRUBmenu, this boot
archive is called failsafe. The archive’s essential purpose is to
regenerate the primary boot archive, which is usually used to boot the
system.

boot loader The boot loader is the first software program that runs after you turn on a
system. This program begins the booting process.

failsafe archive See boot archive.

GRUB GNUGRandUnified Bootloader (GRUB) is an open source boot loader
with a simplemenu interface. Themenu displays a list of the operating
systems that are installed on a system. GRUB enables you to easily boot
these various operating systems, such as the Solaris OS, Linux, or
MicrosoftWindows.
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GRUB editmenu Abootmenu that is a submenu of the GRUBmainmenu. GRUB
commands are displayed on this menu. These commands can be edited to
change boot behavior.

GRUBmainmenu Abootmenu that lists the operating systems that are installed on a
system. From this menu, you can easily boot an operating systemwithout
modifying the BIOS or fdisk partition settings.

menu.lst file Afile that lists all the operating systems that are installed on a system. The
contents of this file dictate the list of operating systems that is displayed
on the GRUBmenu. From the GRUBmenu, you can easily boot an
operating systemwithoutmodifying the BIOS or fdisk partition settings.

miniroot Aminimal, bootable root (/) file system that resides on the Solaris
installationmedia.Aminiroot consists of the Solaris software that is
required to install and upgrade systems. On x86 based systems, the
miniroot is copied to the system to be used as the failsafe boot archive. See
failsafe boot archive for details.

primary boot archive See boot archive.

x86: GRUBBasedBooting (TaskMap)

Task Description For Instructions

Boot a system. Select one of the following boot options:

Boot to run level 3 –Used after shutting down the
system or performing some system hardware
maintenance task.

“x86: How to Boot a System to Run Level
3 (Multiuser Level)” on page 212

Boot to run level S –Used after performing a system
maintenance task, such as backing up a file system.

“x86: How to Boot a System to Run Level
S (Single-User Level)” on page 213

Boot interactively –Used after making temporary
changes to a system file or the kernel for testing
purposes.

“x86: How to Boot a System Interactively”
on page 216

x86: GRUB Based Booting (TaskMap)
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Task Description For Instructions

Customize the Solaris boot
behavior.

You can customize the Solaris boot behavior by using
the eeprom command from the command-line. You
can also customize the Solaris boot behavior by using
the kernel command that is available in the GRUB
menu.

Boot options that are set by using the eeprom
command persist over a system reboot, unless these
options are overridden by the kernel command. Boot
options that are set by editing the GRUBmenu or by
using the kernel command persist until the next
system reboot.

“x86: How to Set Solaris Boot Parameters
by Using the eepromCommand” on page
219

“x86: How toModify the Solaris Boot
Behavior by Editing the GRUBMenu”
on page 222

Boot a system from the network. Used to boot a PXE or non-PXE device from the
network with the default network configuration
strategy. This method is used for booting a diskless
client.

“x86: How to Perform aGRUBBased
Boot From the Network” on page 225

Boot the system in the failsafe
archive for recovery purposes.

Used to boot the systemwhen a damaged file is
preventing the system from booting normally. You
might need to do the following to boot for recovery
purposes:
� Stop the system to attempt recovery.

� Boot the failsafe archive to update the boot
archive or repair an important system file that is
preventing the system from booting successfully.

“x86: How to Stop a System for Recovery
Purposes” on page 227

“x86: How to Boot the FailsafeArchive for
Recovery Purposes” on page 227

“x86: How to Boot the FailsafeArchive to
Forcibly Update a Corrupt BootArchive”
on page 230

� Force a crash dump. Then, reboot the system –
Used to force a crash dump for troubleshooting
purposes.

� Boot kmdb –Used to troubleshoot system
problems.

Use the reboot and halt commandwith the -d
option if you do not have time to debug the system
interactively. To run the halt commandwith the -d
option requires amanual reboot of the system
afterwards.Whereas, if you use the reboot
command, the system boots automatically. See the
reboot(1M) formore information.

“x86: Forcing a Crash Dump and Reboot
of the System” on page 234

“x86: How to Boot a SystemWith the
Kernel Debugger in the GRUBBased
Boot Environment (kmdb)” on page 233
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x86: Booting a System in theGRUBBasedBoot Environment
This section includes new information for performing a GRUB based disk boot and a GRUB based
network boot on an x86 based system.Also included are instructions for configuring DHCP to
performGRUB based network boots and how tomodify the Solaris boot behavior.

Note –GRUB based booting is not available on SPARC based systems in this Solaris release.

Some of the procedures in this section indicate to use the Reset button to restart the system. If your
system does not have a Reset button, use the power switch to restart the system. Youmight be able to
press Ctrl-Alt-Del to interrupt system operation, depending upon the state of the system.

� x86:How toBoot a System toRunLevel 3 (Multiuser
Level)
Use this procedure to boot a system that is currently at run level 0 to run level 3.

If the system displays the Press any key to reboot prompt, press any key to reboot the system.

You can also use the Reset button at this prompt. If the system is shut down, turn the system onwith
the power switch.

When the boot sequence begins, the GRUBmenu is displayed.

Toboot the system to run level 3, press Enter to boot the default OS instance.

If you do not choose an entry within 10 seconds, the system automatically boots to run level 3.

Verify that the systemhas booted to run level 3.
# who -r

The login prompt is displayed when the boot process has finished successfully.

hostname console login:

x86: Booting a System to Run Level 3 (Multiuser Level) in the Solaris OS

For new installations of the Solaris OS, the system automatically boots a 64-bit kernel if the system is
64-bit capable. For upgrade installations, the system boots a 64-bit kernel, if the system is 64-bit
capable. However, the system does not boot a 64-bit kernel if the boot-file parameter was
previously set to a value other than kernel/unixwith the eeprom command.

This example shows how to boot an x86 based system that has 64-bit computing capabilities to run
level 3.

1

2

3

Example 11–1
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Press any key to reboot.

Resetting...

GNU GRUB version 0.95 (631K lower / 2095488K upper memory)

+-------------------------------------------------------------------------+

| Solaris 10.1 ... X86 |

| Solaris failsafe |

| |

| |

| |

+-------------------------------------------------------------------------+

Use the ^ and v keys to select which entry is highlighted.

Press enter to boot the selected OS, ’e’ to edit the

commands before booting, or ’c’ for a command-line.

The highlighted entry will be booted automatically in 10 seconds

Booting ’Solaris 10.1 ... X86’

root (hd0,2,a)

Filesystem type is ufs, partition type 0x000000bf

kernel /platform/i86pc/multiboot

[Multiboot-elf, <0x1000000:0x13f3b:0x3941d>, shtab=0x104e258, entry=0x1000000]

module /platform/i86pc/boot_archive

SunOS Release 5.10.1 Version ... 64-bit

Copyright 1983-2005 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

Hostname: swoozie.Central.Sun.COM

NIS domain name is boulder.Central.Sun.COM

checking ufs filesystems

/dev/rdsk/c1d0s7: is logging.

swoozie.Central.Sun.COM console login:

� x86:How toBoot a System toRunLevel S (Single-User
Level)
Use this procedure to boot a system that is at run level 0 to run level S. Single-user level is used for
performing systemmaintenance.

If the system displays the Press any key to reboot prompt, press any key to reboot the system.
You can also use the Reset button at this prompt. If the system is shut down, turn the system onwith
the power switch.

When the boot sequence begins, the GRUBmenu is displayed.

1
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Toboot the system to run level S, type ewhen theGRUBmainmenu is displayed.

Use the arrow keys to choose the kernel /platform/i86pc/multiboot boot entry.

Note – If you cannot use the arrow keys, use the ^ key to scroll up and the v key to scroll down.

Type e to edit the kernel /platform/i86pc/multiboot boot entry.
TheGRUB edit menu is displayed, enabling you to add options and arguments to the kernel
command.
grub edit> kernel /platform/i86pc/multiboot

Type -s at the end of the kernel /platform/i86pc/multiboot line. Then, press Enter.
grub edit> kernel /platform/i86pc/multiboot -s

After you press Enter, you are returned to the GRUBmainmenu.

Toboot the system to the single-user level, type b.
The system boots to the single-user level.

Type the superuser password, if prompted.

Verify that the system is at run level S.
# who -r

Perform the systemmaintenance task that required the run level change to S.

After you complete the systemmaintenance task, type Control-D to bring the system to the
multiuser state.

x86: Booting a System to Run Level S (Single-User Level)
Press any key to reboot.

Resetting...

GNU GRUB version 0.95 (631K lower / 2095488K upper memory)

+-------------------------------------------------------------------------+

| Solaris 10.1 ... X86 |

| Solaris failsafe |

| |

| |

| |

+-------------------------------------------------------------------------+

Use the ^ and v keys to select which entry is highlighted.

Press enter to boot the selected OS, ’e’ to edit the
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commands before booting, or ’c’ for a command-line.

<Type e to edit Solaris entry>

GNU GRUB version 0.95 (631K lower / 2095488K upper memory)

+-------------------------------------------------------------------------+

| root (hd0,2,a) |

| kernel /platform/i86pc/multiboot |

| module /platform/i86pc/boot_archive |

| |

| |

| |

+-------------------------------------------------------------------------+

Use the ^ and v keys to select which entry is highlighted.

Press ’b’ to boot, ’e’ to edit the selected command in the

boot sequence, ’c’ for a command-line, ’o’ to open a new line

after (’O’ for before) the selected line, ’d’ to remove the

selected line, or escape to go back to the main menu.

<Type e to edit the line>

grub edit> kernel /platform/i86pc/multiboot -s <Press Enter>

GNU GRUB version 0.95 (631K lower / 2095488K upper memory)

+-------------------------------------------------------------------------+

| root (hd0,2,a) |

| kernel /platform/i86pc/multiboot -s |

| module /platform/i86pc/boot_archive |

| |

| |

+-------------------------------------------------------------------------+

Use the ^ and v keys to select which entry is highlighted.

Press ’b’ to boot, ’e’ to edit the selected command in the

boot sequence, ’c’ for a command-line, ’o’ to open a new line

after (’O’ for before) the selected line, ’d’ to remove the

selected line, or escape to go back to the main menu.

<Type b to boot system in single-user mode>

Booting List command

root (hd0,2,a)

Filesystem type is ufs, partition type 0x000000bf

kernel /platform/i86pc/multiboot -s

[Multiboot-elf, <0x1000000:0x13f3b:0x3941d>, shtab=0x104e258, entry=0x100000

0]...
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SunOS Release 5.10.1 Version ... 64-bit

Copyright 1983-2005 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

Booting to milestone "milestone/single-user:default".

.

.

.

Root password for system maintenance (control-d to bypass): xxxxxx

single-user privilege assigned to /dev/console.

Entering System Maintenance Mode

May 30 12:11:15 su: ’su root’ succeeded for root on /dev/console

Sun Microsystems Inc. SunOS 5.10.1 ... October 2007.

# who -r

. run-level S Jun 10 11:44 S 0 0

# svcs | grep milestone

disabled 11:44:02 svc:/milestone/sysconfig:default

disabled 11:44:02 svc:/milestone/name-services:default

disabled 11:44:02 svc:/milestone/multi-user:default

disabled 11:44:02 svc:/milestone/multi-user-server:default

online 11:44:05 svc:/milestone/devices:default

online 11:44:10 svc:/milestone/network:default

online 11:44:10 svc:/milestone/single-user:default

# <Perform somemaintenance task>
# ^D

� x86:How toBoot a System Interactively
Use this procedure to boot a systemwhen you need to specify an alternate kernel or an alternate
/etc/system file.

If the system displays the Press any key to reboot prompt, press any key to reboot the system.
You can also use the Reset button at this prompt. If the system is shut down, turn the system onwith
the power switch.

When the boot sequence begins, the GRUBmainmenu is displayed.

Type e to access theGRUBeditmenu.

Use the arrow keys to select the kernel /platform/i86pc/multiboot line.

Type e to edit the line.
TheGRUB edit menu is displayed, enabling you to add options to the kernel command.
grub edit> kernel /platform/i86pc/multiboot
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Type -a at the end of the kernel /platform/i86pc/multiboot line. Then, press Enter.
grub edit> kernel /platform/i86pc/multiboot -a

TheGRUBmainmenu is displayed.

Toboot the system interactively, type b.
Aseries of system prompts are displayed. If you want to accept the default, press Enter.

Provide the nameof the default directory formodules.
The following prompt is displayed: Enter default directory for modules

[/platform/i86pc/kernel /kernel /usr/kernel]:

Provide the nameof the kernel to use for booting.
The following prompt appears: Name of system file

[etc/system]:

Whenprompted, provide an alternate path for themodule directories.
Press Enter to use the default module directories. Otherwise, provide the alternate paths tomodule
directories, press Enter.

Whenprompted, type the physical nameof the root device.
Provide an alternate device name, or press Enter to use the default.

If you are not prompted to answer these questions,modify the entry by using the -aoption,Boot the
system interactively again.

x86: Booting a System Interactively

In the following example, the default choices (shown in square brackets []) are accepted.

Press any key to reboot.

Resetting...

Press any key to reboot.

GNU GRUB version 0.95 (631K lower / 2095488K upper memory)

+-------------------------------------------------------------------------+

| Solaris 10.1 ... X86 |

| Solaris failsafe |

| |

| |

| |

+-------------------------------------------------------------------------+

Use the ^ and v keys to select which entry is highlighted.

Press enter to boot the selected OS, ’e’ to edit the
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commands before booting, or ’c’ for a command-line.

The highlighted entry will be booted in 10 seconds.

GNU GRUB version 0.95 (631K lower / 2095488K upper memory)

+-------------------------------------------------------------------------+

| root (hd0,2,a) |

| kernel /platform/i86pc/multiboot |

| module /platform/i86pc/boot_archive |

| |

| |

| |

+-------------------------------------------------------------------------+

Use the ^ and v keys to select which entry is highlighted.

Press ’b’ to boot, ’e’ to edit the selected command in the

boot sequence, ’c’ for a command-line, ’o’ to open a new line

after (’O’ for before) the selected line, ’d’ to remove the

selected line, or escape to go back to the main menu.

grub edit> kernel /platform/i86pc/multiboot -a

GNU GRUB version 0.95 (631K lower / 2095488K upper memory)

+-------------------------------------------------------------------------+

| root (hd0,2,a) |

| kernel /platform/i86pc/multiboot -a |

| module /platform/i86pc/boot_archive |

| |

| |

| |

+-------------------------------------------------------------------------+

Use the ^ and v keys to select which entry is highlighted.

Press ’b’ to boot, ’e’ to edit the selected command in the

boot sequence, ’c’ for a command-line, ’o’ to open a new line

after (’O’ for before) the selected line, ’d’ to remove the

selected line, or escape to go back to the main menu.

Booting command-list

root (hd0,2,a)

Filesystem type is ufs, partition type 0x000000bf

kernel /platform/i86pc/multiboot -a

[Multiboot-elf, <0x1000000:0x13f3b:0x3941d>, shtab=0x104e258, entry=0x100000

0]...

module /platform/i86pc/boot_archive

Enter default directory for modules [/platform/i86pc/kernel /kernel /usr/kernel]
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: <Press Enter>
Name of system file [etc/system]: <Press Enter>
SunOS Release 5.10.1 Version ... 64-bit

Copyright 1983-2005 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

Hostname: swoozie.Central.Sun.COM

NIS domain name is boulder.Central.Sun.COM

checking ufs filesystems

/dev/rdsk/c1d0s7: is logging.

swoozie.Central.Sun.COM console login:

� x86:How to Set Solaris Boot Parameters byUsing the
eepromCommand
You can display or set Solaris boot parameters by using the eeprom command. The parameters that
you can set with the eeprom command are found in the /boot/solaris/bootenv.rc file. Changes
that youmake by using the eeprom command persist over a system reboot. However, you can
override this eeprom setting if you boot the system by using the kernel command in the GRUB
menu.

See “x86: How toModify the Solaris Boot Behavior by Editing the GRUBMenu” on page 222. For
more information about changes to the eeprom command in this release, see the eeprom(1M)man
page.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

To change the specifiedparameter, type the eeprom commandwith the appropriate arguments .
# eeprom parameter=new-value

Verify that the newparameter has been set.
# eeprom parameter

The output should display the new eeprom value for the specified parameter.

x86: Setting boot-file Parameters by Using the eeprom Command

This example shows how tomanually specify that the system boot a 64-bit kernel. Note that the
systemmust support 64-bit computing.

# eeprom boot-file=kernel/amd64/unix

This example shows how tomanually boot a 32-bit kernel on a 64-bit capable system.
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# eeprom boot-file=kernel/unix

This example shows how to restore the default autodetected boot behavior on a system.

# eeprom boot-file=""

This example shows how to determine the current boot-file parameter.

$ eeprom boot-file

Setting the Console Destination,Mode, and Speed byUsing the eeprom Command.
The following examples show how to direct the console to run on ttyb.

# eeprom console=ttyb

# eeprom input-device=ttyb output-device=ttyb

The eeprom console=ttyb command only works if you are running at least the Solaris 10 1/06 OS.
Note that input-device and output-devicemust have the same value. Or, the systemmight not
boot at all.

This example shows how to set a high serial line speed.

# eeprom ttyb-mode=115200,8,n,1

To enable the Solaris software to work with a higher serial line speed, youmust alsomodify the
console line in the /etc/ttydefs file, as shown in the following example.

console:115200 hupcl opost onlcr:115200::console

Formore information about setting the baud rate on the terminal console, see “How to Set the Baud
Rate Speed on the ttymonConsole Terminal” in SystemAdministration Guide: Advanced
Administration.

x86:Modifying the Solaris Boot Behavior by Editing
theGRUBMenu
You canmodify the Solaris boot behavior by editing the GRUBmenuwhen the system is first booted.
Typing ewhen the GRUBmainmenu is displayed interrupts the boot process, enabling you to access
the GRUB edit menu. Each line in this menu is an individual command for the boot entry that you
chose in the GRUBmainmenu. See the section, “GRUBTerminology” on page 209 formore
information.

The following is a sample of themenu that is displayed when you type e in the GRUBmainmenu to
edit a boot entry. The second line, kernel /platform/i86pc/multiboot, executes the kernel

Example 11–5
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command, which determines the boot behavior of the Solaris OS. Use the arrow keys to navigate the
menu, then highlight the specified line. Type e again to edit the line. Note that anymodifications you
make persist only until the next time the system is booted.

GNU GRUB version 0.95 (631K lower / 2095488K upper memory)

+-------------------------------------------------------------------------+

| root (hd0,2,a) |

| kernel /platform/i86pc/multiboot |

| module /platform/i86pc/boot_archive |

| |

+-------------------------------------------------------------------------+

Caution –You can only add additional arguments to the end of boot entry that you are editing. You
should notmodify any portion of the text in themenu entry itself. Doing so prevents the Solaris
instance from booting.

Using the kernelCommand
The following list describes how to use the kernel commandwith the appropriate options and
arguments to specify Solaris boot behavior in the GRUBmenu.

grub edit> kernel /platform/i86pc/multiboot/ [kernel-name] [-asrvxk]

-m [smf-options] [-i altinit] [-B prop=value[,prop=value]...]

kernel-name Specifies the kernel to boot.

-a Prompts the user for configuration information.

-s Boots the system in single-usermode.

-r Specifies a reconfiguration boot. The system probes all attached
hardware devices and then assigns nodes in the file system to
represent only those devices that are actually found.

-v Boots the systemwith verbosemessages enabled.

-x Does not boot in clusteredmode.

-k Boots the systemwith the kernel debugger enabled.

-m smf-options Controls the boot behavior of the ServiceManagement Facility
(SMF). Included are two categories of options, recovery options
andmessages options.

-i altinit Specifies an alternative executable as the primordial process.
altinit is a valid path to an executable.
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-B prop=value[,prop=value]... Is parsed by themultiboot program. Themultiboot program then
translates the argument into properties.

The following describes various ways that you can used the kernel commandwith the -B option:

-B console=ttya Redirects the console to ttya.

-B acpi-enum=off DisablesAdvanced Configuration and Power Interface
(ACPI) enumeration of devices.

-B console=ttya,apci-enum=off Redirects the console to ttya and disables theACPI
enumeration of devices.

-B acpi-user-options=0x2 DisablesACPI entirely.

Note that when properties are specified by using the eeprom command and on the GRUB command
line, that the GRUB command takes precedence.

� x86:How toModify the Solaris Boot Behavior by
Editing theGRUBMenu
This procedure shows how tomodify the Solaris boot behavior in the GRUBmenu. Changes that you
make persist until the next time the system is booted.

If the system displays the Press any key to reboot prompt, press any key to reboot the system.

You can also use the Reset button at this prompt. If the system is shut down, turn the system onwith
the power switch.

When the boot sequence begins, the GRUBmainmenu is displayed.

To access theGRUBeditmenu, type e.

Ue the arrowkeys to select the second line in themenu.
GNU GRUB version 0.95 (631K lower / 2095488K upper memory)

+-------------------------------------------------------------------------+

| root (hd0,2,a) |

| kernel /platform/i86pc/multiboot |

| module /platform/i86pc/boot_archive |

| |

| |

| |

+-------------------------------------------------------------------------+

The second line in the GRUBmenu includes the kernel command, which is used to specify Solaris
boot options.
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Type e again to edit the kernel /platform/i86pc/multiboot line.

Type the appropriate information for the boot parameter that youwant to specify.
kernel /platform/i86pc/multiboot/ [kernel-name] [-afsrvxk]

-m [smf-options] [-i atinit] [-B prop=value[,prop=value]...]

For example, to boot a 64-bit capable x86 based system in 32-bit mode, you would type:

grub edit> kernel /platform/i86pc/multiboot kernel/unix

See “Using the kernelCommand” on page 221 for a description of all the kernel command options.

Return to theGRUBmainmenu, by pressing Enter.

Note – Pressing Enter saves your changes and returns you to the GRUBmainmenu. Pressing the
Escape key returns you to the GRUBmainmenuwithout saving your changes.

Toboot the system, type b.

Changes that youmade take affect when the system is booted.

Modifying the Solaris Boot Behavior in the GRUBMenu

This example shows how to modify the kernel /platform/i86pc/multiboot line to boot a 32-bit
kernel to single-usermode.

grub edit> kernel /platform/i86pc/multiboot kernel/unix -s

This example shows how tomanually redirect the console to ttyb.

grub edit> kernel /platform/i86pc/multiboot -B console=ttyb

Alternatively, you can use input-device/output-device property, as shown in the following
example.

grub edit> kernel /platform/i86pc/multiboot -B input-device=ttyb,output-device=ttyb

This example shows how to override the serial line speed.

grub edit> kernel /platform/i86pc/multiboot -B ttyb-mode="115200,8,n,1,-"

In the preceding example, the property value contains commas, which is also a property separator. To
avoid confusing the property parser, use double quotationmarks around the entire property value.
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x86: PerformingaGRUBBasedBoot From the
Network
Any system can boot from the network, if a boot server is available. Youmight need to boot a
stand-alone system from the network for recovery purposes if the system cannot boot from the local
disk. You can boot a Solaris OS x86 based system directly from a network that supports the PXE
network boot protocol.

Note –The PXE network boot is available only for devices that implement the Intel Preboot
Execution Environment specification.

The default network boot strategy that is used for a GRUB based PXE network boot is DHCP. For
non-PXE devices, you can use either the DHCPor the RARPboot strategy. The strategy that you use
depends on which type of boot server is available on your network. If no PXE or DHCP server is
available, you can load GRUB from a diskette, a CD-ROM, or a local disk. You can then configure the
network in GRUBmanually and download themultiboot program and the boot archive from the file
server. For additional information, see “x86: GRUBBased Booting From the Network” on page 208.

AboutDHCPMacros
When you add clients with the add_install_client -d script on the install server, the script reports
DHCP configuration information to standard output. You can use this information when you create
the options andmacros that are needed to pass network installation information to clients.

To install DHCP clients with a DHCP server over the network, youmust create DHCPoptions. This
information is needed to install the Solaris OS.When a client sends a DHCP request, the servermust
have the following client information:

� Client’s ID, which is typically the Ethernet address
� Class of the client request
� Subnet the client resides on

The Solaris DHCP server forms a response. This response is based on the followingmacros, which
matches the client request:

classmacro The class macro is based on a class string that is contained in the DHCP request.
On x86 based systems, the BIOS alreadymakes a DHCP request with the class
PXEClient:Arch:00000:UNDI:002001. If a macro by this name is defined in the
DHCP server configuration, then themacro content is sent to the x86 based
clients.

networkmacro The networkmacro is named by the IP address of the subnet that the client
resides on. If themacro 129.146.87.0 is defined on the DHPC server, the
macro content is sent to all clients on that subnet. Themacro content is sent,
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regardless of the class of the request. If an option is defined in both the class
macro and the networkmacro, the networkmacro takes precedence.

IPmacro The IPmacro is named by an IP address. This macro is rarely used

clientmacro The client macro is named by the client’s type (01 for Ethernet) and themac
address of the client, in uppercase letters. For a client with the Ethernet address
0:0:39:fc:f2:ef, the correspondingmacro name is 01000039FCEF. Note the
absence of colons in the client macro.

For example, for a client on the subnet 192.168.100.0, with the Ethernet address 0:0:39:fc:f2:ef,
making a DHCP request of class PXEClient, the DHCP server has the followingmatchingmacro:

PXEClient

BootSrvA: 192.168.100.0

BootFile: pxegrub

129.146.87.0

Router: 129.146.87.1

NISdmain: sunsoft.eng.sun.com

01000039FCEF

BootFile: 01000039FCEF

The actual DHCP response will be

BootSrvA: 192.168.100.0

BootFile: 01000039FCEF

Router: 129.146.87.1

NISdmain: sunsoft.eng.sun.com

Note that the BootFile in the client macro overrides the BootFile in the class macro.

Formore detailed information, see “Preconfiguring SystemConfiguration InformationWith the
DHCP Service (Tasks)” in Solaris 10 Installation Guide: Network-Based Installations.

� x86:How toPerformaGRUBBasedBoot From the
Network
To perform aGRUB based network boot a DHCP server that is configured for PXE clients is
required.Aboot server that provides tftp service is also required. The DHCP servermust be able
respond to the DHCP classes, PXEClient and GRUBClient to obtain the IP address of the file server
and the boot file (pxegrub). By default, themenu file is /tftpboot/menu.lst.01ethernet-address. If
this file does not exist, then pxegrub reverts to DHCPOption 150, if this option is specified, or the
/tftpboot/boot/grub/menu.lst file.

If you are booting the system from the Solaris Software 1 CD or DVD, the system boots
automatically.
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Note – In this release, the Device ConfigurationAssistant has been replaced by the GRUBmenu.

Before performing a network boot on an x86 based systemwith GRUB, do the following:

� Run the appropriate commands on the installation server to enable the system to boot from the
network.

� Add the client system as an install client.

See Chapter 7, “Preparing to Install From the Network (Overview),” in Solaris 10 Installation Guide:
Network-Based Installations for more information.

On theDHCP server, create a clientmacro for theDHCP servicewith the following twooptions:

� BootSrvA: svr-addr
� BootFile: client-macro

Note that youmust have superuser privileges on the DHCP server to run the dhtadm command.
where svr-addr is the IP address of the server, and client-macro is is named by the client’s Ethernet
type (01) and themac address, in uppercase letters. This number is also the name of the file that is
used in the /tftpboot directory on the installation server.

Note –The notation for the client-macro should not contain any colons.

You can create the client macro from the DHCPGUI or from command-line interface.

To create the client macro from the command-line, type:

# dhtadm -[MA] -m client macro -d

":BootFile=client-macro:BootSrvA=svr-addr:"

Reboot the system.

Instruct the BIOS to boot from the network.

� If your system uses a specific keystroke sequence to boot from the network, type the keystrokes
when the BIOS screen is displayed.

� If you need tomanually modify the BIOS settings to boot from the network, type the keystroke
sequence to access the BIOS setup utility. Then, modify the boot priority to boot from the
network.

When theGRUBmenu is displayed, select the network installation image that youwant to install.

BeforeYouBegin
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� x86:How to Stopa System for Recovery Purposes
Stop the systembyusing one of the following commands, if possible:

� If the keyboard andmouse are functional, become superuser. Then, type init 0 to stop the
system. After the Press any key to reboot prompt appears, press any key to reboot the system.

� If the keyboard andmouse are functional, become superuser. then, type init 6 to reboot the
system.

If the systemdoes not respond to any input from themouse or the keyboard, press the Reset key, if it
exists, to reboot the system.

Or, you can use the power switch to reboot the system.

� x86:How toBoot the FailsafeArchive for Recovery
Purposes
Follow this procedure to boot the Solaris failsafe archive, so that you can update the boot archives or
repair a critical system resource.

Note – Starting with the Solaris 10 6/06 release, the GRUB failsafe interaction has changed. Previously,
when you booted the failsafe archive, you were prompted to update the boot archives, regardless of
whether the boot archives were out-of-date. Now, you are prompted to update the boot archives only
if the system detects any out-of-date boot archives. See Example 11–8 for an example.

For an example of the previous GRUB failsafe interaction, see Booting the FailsafeArchive for
Recovery Purposes to Repair a Critical SystemResource.

Stop the systembyusing the system’s Stop key sequence.

Use the Stop key sequence for your system if you do not know the superuser password, or if you
cannot log in to the system. Formore information, see “x86: How to Stop a System for Recovery
Purposes” on page 252.

If the system displays the Press any key to reboot prompt, press any key to reboot the system.

You can also use the Reset button at this prompt.

When the boot sequence begins, the GRUBmenu is displayed.
GNU GRUB version 0.95 (631K lower / 2095488K upper memory)

+-------------------------------------------------------------------------+

| Solaris 10.1 ... X86 |

| Solaris failsafe |

| |
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| |

| |

+-------------------------------------------------------------------------+

Use the ^ and v keys to select which entry is highlighted.

Press enter to boot the selected OS, ’e’ to edit the

commands before booting, or ’c’ for a command-line.

The highlighted entry will be booted in 10 seconds.

Use the arrow keys to navigate the GRUBmenu, then select the Solaris failsafe entry. Type b or
press Enter to boot the failsafe archive.

The system searches for installed OS instances. If the system detects any out-of-date boot archives, a
message that is similar to the following is displayed:
Searching for installed OS instances...

An out of sync boot archive was detected on /dev/dsk/c0t0d0s0.

The boot archive is a cache of files used during boot and

should be kept in sync to ensure proper system operation.

Do you wish to automatically update this boot archive? [y,n,?]

Type y to automatically update the out-of-date boot archive. Ifmultiple out-of-date boot archives
are found, the systemprompts you to update eachboot archive, one at a time. Type y andpress Enter
to update eachboot archive.

Amessage that is similar to the following is displayed:
Updating boot archive on /dev/dsk/c0t0d0s0.

The boot archive on /dev/dsk/c0t0d0s0 was updated successfully.

After the boot archive has been updated successfully, the system searches again for all installed OS
instances and prompts you to select a device tomount on /a. If more than oneOS instance is found, a
message that is similar to the following is displayed:

Multiple OS instances were found. To check and mount one of them

read-write under /a, select it from the following list. To not mount

any, select ’q’.

1 /dev/dsk/c0t0d0s0 Solaris 10 1/06 s10x_u1wos_19a X86

2 /dev/dsk/c0t1d0s0 Solaris Nevada snv_25 X86

Please select a device to be mounted (q for none) [?,??,q]: 2

mounting /dev/dsk/c0t1d0s0 on /a

Starting shell.

#

� If you donotwant tomount a device, type q andpress Enter. Then, proceed to Step 7.

3
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� If any out-of-date archiveswere updated in the previous step, youdonot need tomount the
device. The device is alreadymounted. Proceed to Step 5.

� If no out-of-date boot archiveswere updated in the previous step, and youwant tomount the
device, type the correspondingnumber of the device, andpress Enter.

The systemmounts the device on /a, and you are returned to the shell prompt.

Repair the critical system resource.

When youhave finished repairing the critical system resource, unmount the device.
# umount /a

Reboot the system.
# init 6

x86: Booting the FailsafeArchive to Repair a Critical SystemResource

This example shows the previous failsafe interaction. In the preceding task, the failsafe interaction
that is shown is for the current release. If you have installed or have upgraded to at least the Solaris 10
6/06 OS, see Example 11–8 for the current failsafe interaction.

Press any key to reboot.

Resetting...

GNU GRUB version 0.95 (631K lower / 2095488K upper memory)

+-------------------------------------------------------------------------+

| Solaris 10.1 ... X86 |

| Solaris failsafe |

| |

| |

| |

+-------------------------------------------------------------------------+

GNU GRUB version 0.95 (631K lower / 2095488K upper memory)

Filesystem type is ufs, partition type 0x000000bf

[Multiboot-elf, <0x1000000:0x13f3b:0x3941d>, shtab=0x104e258, entry=0x100000

0]...

module /boot/x86.miniroot-safe

SunOS Release 5.10.1 Version ... 64-bit

Copyright 1983-2005 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

Booting to milestone "milestone/single-user:default".

Configuring devices.
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Searching for installed OS...

/dev/dsk/c1t0d0s0 -- Solaris 10.1 ... X86

Do you wish to automatically update boot archives? [y,n,?] y

# mount /dev/dsk/c0t0d0s0 /a

.

.

.

# cd /a/etc

# vi passwd

(Remove invalid entry)
# cd /

# umount /a

# init 6

.

.

.

Booting ’Solaris 10.1 ... X86’

root (hd0,2,a)

Filesystem type is ufs, partition type 0x000000bf

kernel /platform/i86pc/multiboot

[Multiboot-elf, <0x1000000:0x13f3b:0x3941d>, shtab=0x104e258, entry=0x1000000]

module /platform/i86pc/boot_archive

SunOS Release 5.10.1 Version ... 64-bit

Copyright 1983-2005 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

Hostname: swoozie.Central.Sun.COM

NIS domain name is boulder.Central.Sun.COM

checking ufs filesystems

/dev/rdsk/c1d0s7: is logging.

hostname.domain console login:

� x86:How toBoot the FailsafeArchive to Forcibly
Update aCorrupt BootArchive
This procedure shows you how to replace a corrupt boot archive by using the bootadm command.
Formore information, see the bootadm(1M)man page.

Stop the systembyusing the system’s Stop key sequence.

Use the Stop key sequence for your system if you do not know the superuser password, or if you
cannot log in to the system. Formore information, see “x86: How to Stop a System for Recovery
Purposes” on page 252.

1
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If the system displays the Press any key to reboot prompt, press any key to reboot the system.

You can also use the Reset button at this prompt.

When the boot sequence begins, the GRUBmenu is displayed.
+-------------------------------------------------------------------------+

| Solaris 10.1... X86 |

| Solaris failsafe |

| |

| |

+-------------------------------------------------------------------------+

Use the and keys to select which entry is highlighted.

Press enter to boot the selected OS, ’e’ to edit the

commands before booting, or ’c’ for a command-line.

Use the arrow keys to navigate the GRUBmenu, then select the Solaris failsafe entry. Type b or
press Enter to boot the failsafe archive.

If any boot archives are out of date, a message that is similar to the following is displayed:
Searching for installed OS instances...

An out of sync boot archive was detected on /dev/dsk/c0t0d0s0.

The boot archive is a cache of files used during boot and

should be kept in sync to ensure proper system operation.

Do you wish to automatically update this boot archive? [y,n,?]

Type y, thenpress Enter to update the out-of-date boot archive.

The system displays the followingmessage:
Updating boot archive on /dev/dsk/c0t0d0s0.

The boot archive on /dev/dsk/c0t0d0s0 was updated successfully.

If no out-of-date boot archives are found, amessage that is similar to the following is displayed:

Searching for installed OS instances...

Solaris 10.1... X86 was found on /dev/dsk/c0t0d0s0.

Do you wish to have it mounted read-write on /a? [y,n,?]

Thismessage is also displayed after any out-of-date boot archives are updated successfully.

Mount the device that contains the corrupt boot archive on /aby typing the correspondingnumber
of the device, thenpress Enter.

Note – If any out-of-date boot archives were updated in the previous step, the device is already
mounted on /a. Proceed to Step 6.
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To forcibly update the corrupt boot archive, type:
# bootadm update-archive -f -R /a

Unmount the device.
# umount /a

Reboot the system.
# init 6

x86: Booting the FailsafeArchive to Forcibly Update a Corrupt BootArchive

This example shows how to boot the failsafe archive to forcibly update a corrupt boot archive. Note
that this example shows the failsafe interaction in the current Solaris release. For an example of the
previous failsafe interaction, see Example 11–7.

GNU GRUB version 0.95 (635K lower / 523200K upper memory)

+-------------------------------------------------------------------------+

| Solaris 10 1/06 s10x_u1wos_19a X86 |

| >Solaris failsafe< |

| |

| |

+-------------------------------------------------------------------------+

Use the and keys to select which entry is highlighted.

Press enter to boot the selected OS, ’e’ to edit the

commands before booting, or ’c’ for a command-line.

SunOS Release 5.11 Version snv_34 32-bit

Copyright 1983-2006 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

Booting to milestone "milestone/single-user:default".

Configuring devices.

Searching for installed OS instances...

Multiple OS instances were found. To check and mount one of them

read-write under /a, select it from the following list. To not mount

any, select ’q’.

1 /dev/dsk/c0t0d0s0 Solaris 10 1/06 s10x_u1wos_19a X86

2 /dev/dsk/c0t1d0s0 Solaris Nevada snv_25 X86

Please select a device to be mounted (q for none) [?,??,q]: 1

mounting /dev/dsk/c0t0d0s0 on /a
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Starting shell.

# rm /a/platform/i86pc/boot_archive

# bootadm update-archive -f -R /a

Creating ram disk on /a

updating /a/platform/i86pc/boot_archive...this may take a minute

# umount /a

# reboot

syncing file systems... done

rebooting...

.

.

.

� x86:How toBoot a SystemWith theKernelDebugger
in theGRUBBasedBoot Environment (kmdb)
This procedure shows the basics for loading the kernel debugger (kmdb). The savecore feature is
enabled by default. Formore detailed information about using the kernel debugger, see the Solaris
Modular Debugger Guide.

Boot the system.

TheGRUBmenu is displayed when the system is booted.

When theGRUBmenu is displayed, type e to access theGRUBeditmenu.

Use the arrow keys to choose the kernel /platform/i86pc/multiboot entry.

Note – If you cannot use the arrow keys, use the ^ key to scroll up and the v key to scroll down.

Type e to edit the boot entry.
grub edit> kernel /platform/i86pc/multiboot

The boot entrymenu is displayed. In this menu, you can add options to the kernel command.

Type -k after the kernel /platform/i86pc/multiboot entry.
grub edit> kernel /platform/i86pc/multiboot -k

To save your changes and return to theGRUBmainmenu, press Enter.

Type b to boot the systemwith the kernel debugger enabled.

The system boots with the kernel debugger enabled.
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Access the kernel debugger.

Themethod used to access the debugger is dependent upon the type of console that you are using to
access the system:

� If you are using a locally attached keyboard, press F1–A.
� If you are using a serial console, send a break by using themethod appropriate to that type of

serial console.

Awelcomemessage is displayed when you access the kernel debugger for the first time.

x86: Booting a SystemWith the Kernel Debugger in the GRUB Based Boot
Environment

This example shows how tomanually boot a 64-bit capable x86 based systemwith the kernel
debugger enabled.

/kernel/platform/i86pc/multiboot kernel/amd64/unix -k

This example shows how to boot a 64-bit capable x86 based system 32-bit mode with the kernel
debugger enabled.

/kernel/platform/i86pc/multiboot kernel/unix -k

If you type kmdb at the GRUBmenu, the system boots the autodetected kernel type, with the kernel
debugger enabled. The system boots in this manner regardless of how the eeprom boot-file
parameter has been set.

Typing -k at the GRUBmenu, with no additional arguments, has the same boot result as typing b,
with the kernel debugger enabled. The kernel is specified by the eeprom boot-file parameter or by
the autodetected default, if the boot-file parameter is set to a null value ("").

x86: Forcing aCrashDumpandReboot of the System
Forcing a crash dump and reboot of the system are sometimes necessary for troubleshooting
purposes. The savecore feature is enabled by default.

Formore information about system crash dumps, see Chapter 24, “Managing SystemCrash
Information (Tasks),” in SystemAdministration Guide: Advanced Administration.

� x86:How to Force aCrashDumpandReboot of the System
If you cannot use the reboot -d or the halt -d command, you can use the kernel debugger, kmdb, to
force a crash dump. The kernel debuggermust have been loaded, either at boot, or with the mdb -k
command, for the following procedure to work.
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Note –Youmust be in textmode to access the kernel debugger (kmdb). So, first exit any window
system.

Access the kernel debugger.

Themethod used to access the debugger is dependent upon the type of console that you are using to
access the system.

� If you are using a locally attached keyboard, press F1–A.
� If you are using a serial console, send a break by using themethod appropriate to that type of

serial console.

The kmdb prompt is displayed.

To induce a crash, use the systemdumpmacro.
[0]> $<systemdump

Panicmessages are displayed, the crash dump is saved, and the system reboots.

Verify that the systemhas rebootedby logging in at the console login prompt.

x86: Forcing a CrashDump and Reboot of the SystembyUsing halt -d

This example shows how to force a crash dump and reboot of the x86 based system neptune by using
the halt -d and boot commands. Use this method to force a crash dump of the system. Reboot the
system afterwardsmanually.

# halt -d

4ay 30 15:35:15 wacked.Central.Sun.COM halt: halted by user

panic[cpu0]/thread=ffffffff83246ec0: forced crash dump initiated at user request

fffffe80006bbd60 genunix:kadmin+4c1 ()

fffffe80006bbec0 genunix:uadmin+93 ()

fffffe80006bbf10 unix:sys_syscall32+101 ()

syncing file systems... done

dumping to /dev/dsk/c1t0d0s1, offset 107675648, content: kernel

NOTICE: adpu320: bus reset

100% done: 38438 pages dumped, compression ratio 4.29, dump succeeded

Welcome to kmdb

Loaded modules: [ audiosup crypto ufs unix krtld s1394 sppp nca uhci lofs

genunix ip usba specfs nfs md random sctp ]

[0]>

kmdb: Do you really want to reboot? (y/n) y
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x86: TheGRUBBasedBoot Process (Reference)
This section includes the following reference information:

� “x86: System BIOS in the GRUBBoot Environment” on page 236
� “x86: Boot Subsystem in the GRUBBoot Environment” on page 236
� “x86: Solaris Kernel Initialization Process in the GRUBBoot Environment” on page 237
� “x86: HowMultiple Operating SystemsAre Supported in the GRUBBoot Environment” on page

238
� “x86:Management of the GRUBBootArchive” on page 239
� “GRUBBootArchives” on page 239

x86: SystemBIOS in theGRUBBoot Environment
When a system is powered on, the system is controlled by the read-only-memory (ROM) Basic
Input/Output System (BIOS). The BIOS is the firmware interface on Solaris Operating Systems that
have 64-bit and 32-bit x86 support.

Hardware adapters usually have an on-board BIOS that displays the physical characteristics of the
device. The BIOS is used to access the device. During the startup process, the system BIOS checks for
the presence of any adapter BIOS. If any adapters are found, the system then loads and executes each
adapter BIOS. Each adapter’s BIOS runs self-test diagnostics and then displays device information.

The BIOS onmost systems has a user interface, where you can select an ordered list of boot devices
that consists of the following selections:

� Diskette
� CDorDVD
� Hard disk
� Network

The BIOS attempts to boot from each device, in turn, until a valid device with a bootable program is
found.

x86: Boot Subsystem in theGRUBBoot Environment
Boot devices are either local media or network devices.When you boot from local media, the BIOS
loads, then executes a 512-byte program that is located in the first physical sector of themedia. This
program is supplied by the operating system vendor. The program is then installed on the disk as part
of the normal Solaris software installation or upgrade process.After the BIOS transfers control to this
program, the OS takes over the system.

To boot a system from a network interface, a DHCP server is required.Aboot file server is also
required. These servers can reside on the samemachine or on separatemachines. The de facto boot
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protocol for an x86 network is PXE, which works in conjunction with DHCP. The BIOS boots the
system from a network interface. The BIOS then issues a DHCP request for the name of the boot
program and the IP address of the server that the program is to be downloaded from.After the BIOS
receives the DHCP response, the BIOS downloads the program by using the TFTPprotocol and
executes the program. The boot program is supplied by the OS vendor. You install the boot program
on the boot file server.

Current operation system kernels are too large for the BIOS to load directly. Therefore, the OS needs
a boot subsystem to bootstrap the kernel into existence. This process involves several stages, whereby
a small program loads and executes a larger program. Eventually, control is handed over to the
Solaris OS kernel. On x86 based systems, the Solaris OS uses the open source GRUB program to
bootstrap the kernel.

x86: Solaris Kernel InitializationProcess in theGRUB
Boot Environment

Caution –This section includes Solaris implementation details that are subject to change in a future
Solaris release or a future Solaris patch without notice. You should not build procedures that rely on
the details that are described in this section.

The /platform/i86pc/multiboot program is an ELF32 executable that contains a header which is
defined in theMultiboot Specification. Themultiboot program is responsible for performing the
following tasks:

� Interpreting the content of boot archive
� Autodetecting whether the system is 64-bit capable
� Selecting the best kernel mode for booting the system
� Assembling core kernel modules inmemory
� Handing control of the system to the Solaris kernel

After the kernel gains control of the system, the kernel initializes the CPU,memory, and device
subsystems. The kernel thenmounts the root device, which corresponds to the bootpath and fstype
properties that are specified in the /boot/solaris/bootenv.rc file. This file is part of the boot
archive. If these properties are not specified in the bootenv.rc file, or on the GRUB command line,
the root (/) file system defaults to UFS on /devices/ramdisk:a. The root (/) file system defaults to
UFS when you boot the installationminiroot.After the root device is mounted, the kernel initializes
the sched and init commands. These commands start the ServiceManagement Facility (SMF)
services.
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x86:HowMultipleOperating SystemsAre Supported
in theGRUBBoot Environment
This section describesmultiple operating systems that are supported on the same disk with GRUB.
The following is an example of an x86 based system that has the Solaris 10 1/06 OS, the Solaris 9 OS,
Linux, andMicrosoftWindows installed on the same disk.

TABLE 11–2 SampleGRUBMenuConfiguration

Operating System Location onDisk

MicrosoftWindows fdisk partition 0:

Linux fdisk partition 1:

fdisk partition 2:

slice 0 Solaris 9 OS

slice 3 Solaris 10 1/06 OS

Based on the preceding information, the GRUBmenu appears as follows:

title Solaris 10 1/06

root (hd0,2,d)

kernel /platform/i86pc/multiboot

module /platform/i86pc/boot_archive

title Solaris 9

root (hd0,2,a)

chainloader +1

makeactivetitle Linux

root (hd0,1)

kernel <from Linux GRUB menu...>

initrd <from Linux GRUB menu...>

title Windows

root (hd0,0)

chainloader +1

The Solaris partitionmust be the active partition.Also, do not indicate makeactive under the
MicrosoftWindowsmenu. Doing so causes the system to bootMicrosoftWindows every time. Note
that if Linux installed GRUB on themaster boot block, you cannot access the Solaris boot option. The
inability to access the Solaris boot option occurs whether or not you designate it as the active
partition. In this case, you can do one of the following:

� Chain-load from the Linux GRUB bymodifying themenu on Linux.

Chain-loading is a mechanism for loading unsupported operating systems by using another boot
loader.
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� Replace themaster boot sector with the Solaris GRUB by running the installgrub command
with the -m option:

# installgrub -m /boot/grub/stage1 /boot/grub/stage2 /dev/rdsk/root-slice

See installgrub(1M) formore information.

For information about the Solaris Live Upgrade boot environment, see Solaris 10 Installation Guide:
Solaris Live Upgrade and Upgrade Planning.

x86:Management of theGRUBBootArchive
The boot archive contains core kernel modules, including drivers and configuration files, that are
needed to initialize the OS kernel.After the I/O subsystem is initialized, the kernel mounts the root
(/) file system on the real root device. The Solaris OS updates the boot archive from files on the root
(/) file systemwhenever necessary. This update typically occurs when a kernel patch is applied or
when a driver package is added. To detect any file updates that were performedmanually, the boot
archivemight also be updated during system shutdown.

If a system failure, a power failure, or a kernel panic occurs, immediately following a kernel file
update, the boot archive and the root (/) file systemmight not be synchronized.Although the system
might still boot with the old boot archive, you should boot the system in the failsafe archive to rebuild
the boot archive. Onmission critical systems, where system availability is essential, youmight choose
to set up a cron job to run the bootadm command on a regular basis. If the boot archive does not need
to be updated, this process uses very little resources and usually takes only 0.1 to 0.2 seconds to
complete.

The boot archive is updated by using the bootadm command. Immediately after you perform a
system upgrade or apply a patch, manually rebuild the boot archive by running the following
command as superuser:

# bootadm update-archive

Formore information, see the bootadm(1M)man page. For step-by-step instructions, see “x86: How
to Boot the FailsafeArchive to Forcibly Update a Corrupt BootArchive” on page 230.

GRUBBootArchives
GRUB has two kinds of boot archives:

� Failsafe boot archive
� Primary boot archive

Afailsafe boot archive has the following benefits and characteristics:

� Is self-sufficient
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� Can boot on its own
� Is created by default during installation of the OS
� Requires nomaintenance

Aprimary boot archive shadows a root (/) file system. This boot archive contains all of the kernel
modules, driver.conf files, plus a few configuration files. These files are located in the /etc
directory. The files in the boot archive are read by the kernel before the root (/) file system is
mounted.After the root (/) file system ismounted, the boot archive is discarded by the kernel from
memory. Then, file I/O is performed against the root device.

By default, the primary boot archive contains the following files:

� boot/solaris/bootenv.rc

� boot/solaris.xpm

� etc/dacf.conf

� etc/devices

� etc/driver_aliases

� etc/driver_classes

� etc/mach

� etc/name_to_sysnum

� etc/path_to_inst

� etc/rtc_config

� etc/system

� kernel

� platform/i86pc/biosint

� platform/i86pc/kernel

If any files in the archive are updated, the boot archivemust be rebuilt. Formodifications to take
effect, the rebuild of the archivemust take place before the next system reboot.

To rebuild the boot archivemanually, use the bootadm command. You can also rebuild the boot
archive by booting the system in the failsafe archive which is an available option in the GRUBmain
menu. During the failsafe boot procedure, when prompted by the system, type y to rebuild the
primary boot archive. Formore information, see “x86: How to Boot the FailsafeArchive for
Recovery Purposes” on page 227.
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x86: Booting a System (Tasks)

This chapter describes the procedures for booting an x86 based system in the Solaris 10 OS. See “x86:
Booting a System (TaskMap)” on page 241 for information on the procedures that are associated
with booting an x86 based system.

Note – Starting with the Solaris 10 1/06 release, the open source GRandUnified Bootloader (GRUB)
has been implemented on x86 based systems. GRUB is responsible for loading a boot archive, which
contains the kernel modules and configuration files, into the system’s memory. Formore
information onGRUB based booting, see Chapter 11.

Formore information about 64-bit computing on the x86 based platform, see “x64: Support for
64-Bit Computing” on page 167.

For overview information about the boot process, see Chapter 8. For step-by-step instructions on
booting a SPARC based system, see Chapter 10.

x86: Booting a System (TaskMap)

Task Description For Instructions

Boot a system. Select one of the following boot options:
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Task Description For Instructions

Boot to run level 3 – Used after shutting down the
system or performing some system hardware
maintenance task.

“x86: How to Boot a System to Run Level
3 (Multiuser Level)” on page 243

Boot to run level S – Used after performing a system
maintenance task such as backing up a file system.

“x86: How to Boot a System to Run Level
S (Single-User Level)” on page 246

Boot interactively – Used after making temporary
changes to a system file or the kernel for testing
purposes.

“x86: How to Boot a System
Interactively” on page 247

Used to boot a PXE or non-PXE device from the
network with the default network configuration
strategy. This method is used for booting a diskless
client.

“x86: How to Boot a System From the
Network” on page 250

Solaris 10:Use the Device
ConfigurationAssistant on a Solaris
Operating System x86 based system.

Note – Startingwith the Solaris 10
1/06 release, the Device
ConfigurationAssistant has been
replaced by the GRUBmenu.

Used after changing the hardware configuration of
the system. This utility enables you to boot the
Solaris system from a different boot device,
configure new ormisconfigured hardware, or
perform other device-related or boot-related tasks.

“x86: How to Enter the Device
ConfigurationAssistant” on page 252

Boot a system for recovery purposes. Boot for recovery purposes - Used to boot the
systemwhen a damaged file is preventing the system
from booting. Youmight need to do one or both of
the following to boot for recovery purposes:

1. First, stop the system to attempt recovery.

2. Force a crash dump and reboot the system -
Used to force a crash dump for troubleshooting
purposes.

3. Boot to repair an important system file that is
preventing the system from booting
successfully.

“x86: How to Stop a System for Recovery
Purposes” on page 252

“x86: Forcing a Crash Dump and Reboot
of the System” on page 257

“x86: How to Boot a System for
Recovery Purposes” on page 253

Boot kmdb –Used to troubleshoot system problems. “x86: How to Boot a SystemWith the
Kernel Debugger (kmdb)” on page 255

Use the reboot and halt commandwith
the -d option if you do not have time to
debug the system interactively. Running
the halt commandwith the -d option
requires amanual reboot of the system
afterwards.Whereas, if you use the
reboot command, the system boots
automatically.
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Task Description For Instructions

Troubleshoot boot problems on
systems that have 64-bit computing
capabilities.

If you have hardware that requires the system to load
one ormore device drivers that are not available in
64-bit mode, booting the system to 64-bit mode
could fail. You would then need to boot the system
to 32-bit mode.

“x64: Troubleshooting a Failed 64-Bit
Boot” on page 259

x86: Booting an x86BasedSystem
The following procedures use the reset button to restart the system. If your system does not have a
reset button, use the power switch to restart the system. Youmight be able to press Ctrl-Alt-Del to
interrupt system operation, depending upon the state of the system.

� x86:How toBoot a System toRunLevel 3 (Multiuser
Level)
Use this procedure to boot a system that is currently at run level 0 to run level 3.

If the system displays the Press any key to reboot prompt, press any key to reboot the system.

You can also use the Reset button at this prompt. If the system is shut down, turn the system onwith
the power switch.

The Current Boot Parameters menu is displayed after a fewminutes.

Type b to boot the system to run level 3. Press Enter.

If you do notmake a selection within five seconds, the system is automatically booted to run level 3.

Verify that the systemhas booted to run level 3.

The login prompt is displayed when the boot process has finished successfully.
hostname console login:

x86: Booting a System to Run Level 3 (Multiuser Level)

For new installations of the Solaris OS, typing b at the boot prompt automatically boots 64-bit
capable x86 based systems to 64-bit mode. For upgrade installations of the Solaris OS, typing b at the
boot prompt also boots 64-bit capable x86 based systems to 64-bit mode, unless the eeprom
boot-file parameter was previously set to a value other than kernel/unix.

This example shows how to boot an x86 based system that has 64-bit computing capabilities to run
level 3.
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Press any key to reboot

.

.

.

<<< Current Boot Parameters >>>

Boot path: /pci@0,0/pci-ide@7,1/ide@0/cmdk@0,0:a

Boot args:

Type b [file-name] [boot-flags] <ENTER> to boot with options

or i <ENTER> to enter boot interpreter

or <ENTER> to boot with defaults

<<< timeout in 5 seconds >>>

Select (b)oot or (i)nterpreter: b

SunOS Release 5.10 Version amd64-gate-2004-09-27 64-bit

Copyright 1983-2004 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

DEBUG enabled

Hostname: venus

NIS domain name is example.com

checking ufs filesystems

/dev/rdsk/c1d0s7: is logging.

venus console login:

x64:Manually Booting a SystemThat Has 64-Bit Computing Capabilities in 64-Bit
Mode to Run Level 3 (Multiuser Level)

For new installations of the Solaris OS, typing b at the boot prompt automatically boots 64-bit
capable x86 based systems to 64-bit mode. For upgrade installations of the Solaris OS, typing b at the
boot prompt also boots 64-bit capable x86 based systems to 64-bit mode, unless the eeprom
boot-file parameter was previously set to a value other than kernel/unix.

This example shows how tomanually boot this type of system in 64-bit mode to run level 3.

# init 0

# svc.startd: The system is coming down. Please wait.

svc.startd: 68 system services are now being stopped.

umount: /etc/svc/volatile busy

svc.startd: The system is down.

syncing file systems... done

Press any key to reboot.

Initializing system

Please wait...

<<< Current Boot Parameters >>>

Boot path: /pci@0,0/pci-ide@7,1/ide@0/cmdk@0,0:a

Example 12–2
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Boot args:

Type b [file-name] [boot-flags] <ENTER> to boot with options

or i <ENTER> to enter boot interpreter

or <ENTER> to boot with defaults

<<< timeout in 5 seconds >>>

Select (b)oot or (i)nterpreter: b kernel/amd64/unix

SunOS Release 5.10 Version amd64-gate-2004-09-27 64-bit

Copyright 1983-2004 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

DEBUG enabled

Hostname: venus

NIS domain name is example.com

checking ufs filesystems

/dev/rdsk/c1d0s7: is logging.

venus console login:

32-bit x64:Manually Booting a SystemThat Has 64-Bit Computing Capabilities in
32-BitMode to Run Level 3 (Multiuser Level)

For new installations of the Solaris OS, typing b at the boot prompt automatically boots 64-bit
capable x86 based systems to 64-bit mode. For upgrade installations of the Solaris OS, typing b at the
boot prompt also boots 64-bit capable x86 based systems to 64-bit mode, unless the eeprom
boot-file parameter was previously set to a value other than kernel/unix.

This example shows how tomanually boot this type of system in 32-bit mode to run level 3.

# init 0

# svc.startd: The system is coming down. Please wait.

svc.startd: 68 system services are now being stopped.

umount: /etc/svc/volatile busy

svc.startd: The system is down.

syncing file systems... done

Press any key to reboot.

Resetting...

If the system hardware has changed, or to boot from a different

device, interrupt the autoboot process by pressing ESC.

Initializing system

Please wait...

<<< Current Boot Parameters >>>

Boot path: /pci@0,0/pci-ide@7,1/ide@0/cmdk@0,0:a

Boot args:

Example 12–3
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Type b [file-name] [boot-flags] <ENTER> to boot with options

or i <ENTER> to enter boot interpreter

or <ENTER> to boot with defaults

<<< timeout in 5 seconds >>>

Select (b)oot or (i)nterpreter: b kernel/unix

SunOS Release 5.10 Version amd64-gate-2004-09-30 32-bit

Copyright 1983-2004 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

DEBUG enabled

Hostname: venus

NIS domain name is example.com

checking ufs filesystems

/dev/rdsk/c1d0s7: is logging.

venus console login:

� x86:How toBoot a System toRunLevel S (Single-User
Level)
Use this procedure to boot a system that is currently at run level 0 to run level S.

If the system displays the Press any key to reboot prompt, press any key to reboot the system.

You can also use the Reset button at this prompt. If the system is shut down, turn the system onwith
the power switch.

The Current Boot Parameters menu is displayed after a fewminutes.

Type b -s to boot the system to run level S. Press Enter.

If you do notmake a selection within five seconds, the system is automatically booted to run level 3.

Type the superuser password, if prompted.

Verify that the system is at run level S.

# who -r

. run-level S Jul 19 14:37 S 0 3

Perform themaintenance task that required the run level change to S.

After you complete the systemmaintenance task, type Control-D to bring the system to the
multiuser state.
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x86: Booting a System to Run Level S (Single-User Level)

Press any key to reboot.

Resetting...

.

.

.

Initializing system

Please wait...

<<< Current Boot Parameters >>>

Boot path: /pci@0,0/pci-ide@7,1/ide@0/cmdk@0,0:a

Boot args:

Type b [file-name] [boot-flags] <ENTER> to boot with options

or i <ENTER> to enter boot interpreter

or <ENTER> to boot with defaults

<<< timeout in 5 seconds >>>

Select (b)oot or (i)nterpreter: b -s

SunOS Release 5.10 Version amd64-gate-2004-09-30 32-bit

Copyright 1983-2004 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

DEBUG enabled

Booting to milestone "milestone/single-user:default".

Hostname: venus

NIS domain name is example.com

Requesting System Maintenance Mode

SINGLE USER MODE

Root password for system maintenance (control-d to bypass): xxxxxx

Entering System Maintenance Mode

.

.

.

# who -r

. run-level S Jul 19 14:37 S 0 3

(Perform somemaintenance task)
# ^D

� x86:How toBoot a System Interactively
Use this procedure to boot a systemwhen you need to specify an alternate kernel or the /etc/system
file.
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If the system displays the Press any key to reboot prompt, press any key to reboot the system.
You can also use the reset button at this prompt. If the system is shut down, turn the system onwith
the power switch.

The Primary Boot Subsystemmenu is displayed after a fewminutes.

Select the Solaris partition (if notmarked as active) from the list. Press Enter.
If you do notmake a selection within five seconds, the active boot partition is selected automatically.

The Current Boot Parameters menu is displayed after a fewminutes.

Type b -a to boot the system interactively. Press Enter.
If you do notmake a selection within five seconds, the system is automatically booted to run level 3.

Answer the following systemprompts.

a. Whenprompted, enter the nameof the kernel to use for booting.
Press enter to use the default kernel file name. Otherwise, provide the name of an alternate
kernel, press Enter.

b. Whenprompted, provide an alternate path for themodule directories.
Press enter to use the default module directories. Otherwise, provide the alternate paths to
module directories, press Enter.

c. Whenprompted, provide the nameof an alternate systemfile.
Type /dev/null if your /etc/system file has been damaged.

d. Whenprompted, enter the rootfile system type.
Press enter to select local disk booting with UFS, which is the default, or enter NFS for network
booting.

e. Whenprompted, enter the physical nameof rootdevice.
Provide an alternate device name or press return to use the default.

If you are not prompted to answer these questions, verify that you typed the boot -a command
correctly.

x86: Booting a System Interactively

In the following example, the default choices (shown in square brackets []) are accepted.

Press any key to reboot.

Resetting...

.

.
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.

Autobooting from bootpath: /pci@0,0/pci-ide@7,1/ide@0/cmdk@0,0:a

If the system hardware has changed, or to boot from a different

device, interrupt the autoboot process by pressing ESC.

Initializing system

Please wait...

<<< Current Boot Parameters >>>

Boot path: /pci@0,0/pci-ide@7,1/ide@0/cmdk@0,0:a

Boot args:

Type b [file-name] [boot-flags] <ENTER> to boot with options

or i <ENTER> to enter boot interpreter

or <ENTER> to boot with defaults

Running Configuration Assistant...

<<< timeout in 5 seconds >>>

Select (b)oot or (i)nterpreter: b -a

Enter default directory for modules [/platform/i86pc/kernel /kernel /usr/kernel]:

Press Enter
Name of system file [etc/system]: Press Enter
SunOS Release 5.10 Version amd64-gate-2004-09-30 32-bit

Copyright 1983-2004 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

DEBUG enabled

root filesystem type [ufs]: Press Enter
Enter physical name of root device[/pci@0,0/pci-ide@7,1/ide@0/cmdk@0,0:a]: Press

Enter
Hostname: venus

NIS domain name is example.com

checking ufs filesystems

/dev/rdsk/c1d0s7: is logging.

venus console login:

x86: Booting From theNetwork
Any system can boot from the network if a boot server is available. Youmight want to boot a
stand-alone system from the network for recovery purposes if the system cannot boot from the local
disk.

You can boot Solaris OS x86 based systems directly from a network without the Solaris boot diskette
on x86 based systems that support the Preboot Execution Environment (PXE) network booting
protocol. The PXE network boot is available only for devices that implement the Intel Preboot
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Execution Environment specification. If the system is capable of a PXE network boot, youmight
want to boot the system directly from the network without using either the Device Configuration
Assistant boot diskette or the Solaris Software 1 CD or DVD.

� x86:How toBoot a SystemFrom theNetwork
This procedure includes instructions for booting an x86 based system from the network with the
Solaris Device ConfigurationAssistant. Note that the behavior of the Device Configuration assistant
changed , starting with the Solaris 10 release.

Starting with the Solaris 10 1/06 release, GRUB based booting has been implemented on x86 based
systems that are running the Solaris OS. The GRUBmenu replaces the Device Configuration
Assistant. For information about booting an x86 based system from the Network with GRUB, see
“x86: Performing a GRUBBased Boot From the Network” on page 224

There are two network configuration strategies, ReverseAddress Resolution Protocol (RARP) or
Dynamic Host Configuration Protocol (DHCP). The default network boot strategy for a PXE
network boot is DHCP. The default network boot strategy for non-PXE devices is RARP. For
non-PXE devices, you can use either strategy, depending on whether a RARPboot server or a DHCP
boot server is available on your network.

Note – If you use a DHCP server for PXE network boots, additional DHCP configuration is required.
For general information onDHCP configuration, see Part III, “DHCP,” in SystemAdministration
Guide: IP Services. If you want to set up your DHCP server to support installation, see Solaris 10
Installation Guide: Network-Based Installations.

In the Solaris 10 release, if you are performing a PXE network boot, or if you are booting the system
from the Solaris Software 1 CD or DVD, the system boots automatically. The Device Configuration
Assistant menu is no longer displayed by default. If you are booting a non-PXE device, you will need
to follow the steps in this procedure that describe how to enter the Device ConfigurationAssistant
menu to change the network configuration.

Insert theDevice ConfigurationAssistant boot diskette or the Solaris Software 1 CDorDVD that you
want to boot from.Or, use the systemor network adapter BIOS configuration program to enable the
PXEnetwork boot.

� If you are using the boot diskette, the first menu of the Device ConfigurationAssistant is
displayed.

� If you are using the Solaris Software 1 CD, DVD, or booting a PXE device from the network, the
system boots automatically.
If you choose to change the network configuration and enter the Device ConfigurationAssistant
menu, press Esc when the followingmessage is displayed.

If the system hardware has changed, or to boot from a different

device, interrupt the autoboot process by pressing ESC.

1
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Press ESCape to interrupt autoboot in 5 seconds.

TheDevice ConfigurationAssistant screen is displayed.

If the system displays the Press any key to reboot prompt, press any key to reboot the system.
You can also use the reset button at this prompt. If the system is shut down, turn the system onwith
the power switch.

Press the F2 key (F2_Continue) to scan for devices.
Device identification is performed. Then, the IdentifiedDevices screen is displayed.

Press the F2 key (F2_Continue) to loaddrivers.
Bootable drivers are loaded. Then, the Boot Solaris menu is displayed.

Use theDevice ConfigurationAssistant to change the network configuration.

a. Press the F4 key (F4_Boot Tasks).

b. Select Set Network Configuration Strategy. Press the F2 key (F2_Continue).

c. Select either RARPor DHCP andpress the F2 key (F2_Continue).

Note –The previous step applies only if you are booting a non-PXE device from the network. For
a PXE network boot, youmust use DHCP, which is the default network boot strategy.

Ascreen that confirms your new network boot strategy is displayed. Your network boot strategy
selection is saved as the default network bootmethod for the next time this diskette is used for
booting.

d. Press F3_Back to return to the Boot Solarismenu.

Select NET as the boot device. Then, press F2_Continue to boot the network device.
The Solaris boot option screen is displayed.

x86: Using theDevice ConfigurationAssistant

Note – In this Solaris release the Device ConfigurationAssistant has been replaced by the GRUB
menu. Formore information about this feature, see Chapter 11.

Solaris 10:TheDevice ConfigurationAssistant for Solaris Operating System x86 based systems is a
program that enables you to perform various hardware configuration and booting tasks. You can
access the Device ConfigurationAssistant menu from either of the following:
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� Solaris boot diskette
� Solaris Software 1 CD or DVD
� PXE network boot
� Hard disk with Solaris OS installed

For the procedures in this chapter, youmight be requested to insert the Device Configuration
Assistant boot diskette to boot the ConfigurationAssistant.Alternately, if your system’s BIOS
supports booting from the CD orDVD, you can insert the Solaris Software 1 CD or DVD to boot the
Device ConfigurationAssistant.

� x86:How to Enter theDevice ConfigurationAssistant
Solaris 10:This procedure shows how to interrupt the boot process to enter the Device
ConfigurationAssistant. In the current Solaris release, the GRUBmenu replaces the Device
ConfigurationAssistant.

Boot the system.

� If you are booting from the Device Configuration boot diskette, the first menu of the Device
ConfigurationAssistant is displayed after a fewminutes.

� If you are booting from the Solaris Software 1 CD, DVD, hard disk, or performing a PXE network
boot, the followingmessage is displayed:

If the system hardware has changed, or to boot from a different

device, interrupt the autoboot process by pressing ESC.

Press ESCape to interrupt autoboot in 5 seconds.

If you choose to enter the Device ConfigurationAssistant menu, press Esc to interrupt the
autoboot process.

The Device ConfigurationAssistant menu is displayed.

If the system displays the Press any key to reboot prompt, press any key to reboot the system.

You can also use the reset button at this prompt. If the system is shut down, turn the system onwith
the power switch.

� x86:How to Stopa System for Recovery Purposes
Stop the systembyusing one of the following commands, if possible:

� If the system is running, become superuser and type init 0 to stop the system.After the Press
any key to reboot prompt appears, press any key to reboot the system.

� If the system is running, become superuser and type init 6 to reboot the system.
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If the systemdoesn’t respond to any input from themouse or keyboard, press the Reset key, if it
exists, to reboot the system.Or, you canuse the power switch to reboot the system.

� x86:How toBoot a System for Recovery Purposes
Follow these steps to boot the system to repair a critical system resource. The example shows you
how to boot from a Solaris Software 1 CD or from the network, mount the root (/) file system on the
disk, and repair the /etc/passwd file.

Substitute the device name of the file system to be repaired for the device-name variable. If you need
help identifying a system’s device names, refer to “Displaying Device Configuration Information” in
SystemAdministration Guide: Devices and File Systems.

Stop the systembyusing the system’s Stop key sequence.
Use the Stop key sequence for your system if you don’t know the root password, or if you can’t log in
to the system. Formore information, see “x86: How to Stop a System for Recovery Purposes”
on page 252.

Boot the system from the Solaris Software 1 CD, DVD, or from the network, to single-usermode.

a. Insert theDevice ConfigurationAssistant boot diskette or the Solaris Software 1 CDorDVD that
youwant to boot from.

Note – If you are using the boot diskette the Device ConfigurationAssistantmenu is displayed. If
you are using the Solaris Software 1 CD or DVD, the system boots automatically. To enter the
Device ConfigurationAssistant menu, press Esc to interrupt the boot process, when prompted by
the system.

b. If the system displays the Press any key to reboot prompt, press any key to reboot the system.
You can also use the Reset button at this prompt. If the system is shut down, turn the system on
with the power switch.

The Current Boot Parametersmenu is displayed after a fewminutes.

Type b -s at the prompt. Press Enter.
After a fewminutes, the single-usermode # prompt is displayed.

Mount the root (/) file system that contains the invalid passwdfile.

Change to the newlymounted etcdirectory.

Make the necessary change to the file by using an editor.

Change to the root (/) directory.
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Unmount the /adirectory.

Reboot the system. Verify that the systemhas booted to run level 3.
The login prompt is displayed when the boot process has finished successfully.
host-name console login:

x86: Solaris 10: Booting a System for Recovery Purposes

The following example shows how to repair the /etc/passwd file after booting the system
automatically from a local CD-ROM in the Solaris 10 OS. GRUB based booting was introduced in
the Solaris 10 1/06 release. For information about booting a system for recovery purposes in a GRUB
based boot environment, see “x86: How to Boot the FailsafeArchive for Recovery Purposes” on page
227.

SunOS Secondary Boot version 3.00

Solaris Booting System

Running Configuration Assistant...

If the system hardware has changed, or to boot from a different

device, interrupt the autoboot process by pressing ESC.

Press ESCape to interrupt autoboot in 5 seconds.

Initializing system

Please wait...

<<< Current Boot Parameters >>>

Boot path: /pci@0,0/pci-ide@7,1/ide@1/sd@0,0:a

Boot args:

Select the type of installation you want to perform:

9
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1 Solaris Interactive

2 Custom JumpStart

3 Solaris Interactive Text (Desktop session)

4 Solaris Interactive Text (Console session)

Enter the number of your choice followed by the <ENTER> key.

Alternatively, enter custom boot arguments directly.

If you wait for 30 seconds without typing anything,

an interactive installation will be started.

Select type of installation: b -s

.

.

.

# mount /dev/dsk/c0t0d0s0 /a

.

.

.

# cd /a/etc

# vi passwd

(Remove invalid entry)
# cd /

# umount /a

# init 6

� x86:How toBoot a SystemWith theKernelDebugger
(kmdb)
This procedure shows the basics for loading the kernel debugger (kmdb) in the Solaris 10 OS. The
savecore feature is enabled by default. Formore detailed information about using the kernel
debugger, see the Solaris Modular Debugger Guide.

For step-by-step instructions on booting a systemwith the kernel debugger in the current Solaris
release, see “x86: How to Boot a SystemWith the Kernel Debugger in the GRUBBased Boot
Environment (kmdb)” on page 233.

Boot the system.

Type b -k at the Select (b)oot or (i)nterpreter prompt. Press Enter.

Access the kernel debugger.
Themethod used to enter the debugger is dependent upon the type of console that is used to access
the system:

� If a locally attached keyboard is being used, press F1–A.
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� If a serial console is being used, send a break by using themethod appropriate to the type of serial
console that is being used.

Awelcomemessage is displayed when you access the kernel debugger for the first time.

x86: Booting a SystemWith the Kernel Debugger (kmdb)

Typing b -k at the Select (b)oot or (i)nterpreter boot prompt boots a system to its default
mode and also loads kmdb. This example shows how to boot an x86 based system that has 32–bit
computing capabilities to 32–bit mode and also load kmdb.

Press any key to reboot.

.

.

.

<<< Current Boot Parameters >>>

Boot path: /pci@0,0/pci-ide@7,1/ide@0/cmdk@0,0:a

Boot args:

Type b [file-name] [boot-flags] <ENTER> to boot with options

or i <ENTER> to enter boot interpreter

or <ENTER> to boot with defaults

Running Configuration Assistant...

<<< timeout in 5 seconds >>>

Select (b)oot or (i)nterpreter: b -k

Loading kmdb...

SunOS Release 5.10 Version gate:2004-10-21 32-bit

Copyright 1983-2004 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

.

.

.

x64:Manually Booting a SystemThat Has 64-Bit Computing Capabilities to 64-Bit
ModeWith the Kernel Debugger (kmdb)

This example shows how tomanually boot an x86 based system that has 64-bit computing
capabilities to 64-bit mode with kmdb.

Press any key to reboot

.

.

.

<<< Current Boot Parameters >>>

Boot path: /pci@0,0/pci-ide@7,1/ide@0/cmdk@0,0:a

Boot args:
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Type b [file-name] [boot-flags] <ENTER> to boot with options

or i <ENTER> to enter boot interpreter

or <ENTER> to boot with defaults

<<< timeout in 5 seconds >>>

Select (b)oot or (i)nterpreter: b kernel/amd64/unix -k

Loading kmdb...

32-bit x64:Manually Booting a SystemThat Has 64-Bit Computing Capabilities to
32-BitModeWith the Kernel Debugger (kmdb)

This example shows how tomanually boot an x86 based system that has 64-bit computing
capabilities to 32-bit mode with kmdb.

Press any key to reboot

.

.

.

<<< Current Boot Parameters >>>

Boot path: /pci@0,0/pci-ide@7,1/ide@0/cmdk@0,0:a

Boot args:

Type b [file-name] [boot-flags] <ENTER> to boot with options

or i <ENTER> to enter boot interpreter

or <ENTER> to boot with defaults

<<< timeout in 5 seconds >>>

Select (b)oot or (i)nterpreter: b kernel/unix -k

Loading kmdb...

x86: Forcing aCrashDumpandReboot of the System
Forcing a crash dump and rebooting the system is sometimes necessary for troubleshooting
purposes. The savecore feature is enabled by default.

Formore information on system crash dumps, see Chapter 24, “Managing SystemCrash
Information (Tasks),” in SystemAdministration Guide: Advanced Administration.

� x86:How to Force aCrashDumpandReboot of the System
If you cannot use the reboot -d or the halt -d command, you can use the kernel debugger, kmdb, to
force a crash dump. The kernel debuggermust have been loaded, either at boot, or with the mdb -k
command, for the following procedure to work.

Example 12–9
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Note –Youmust be in textmode to enter the kernel debugger (kmdb). So, first exit any window
system.

If a locally-attached keyboard is being used as the system console, press F1-Aon that keyboard. If the
system is configured to use a remote (serial) console, use themechanism that is appropriate to that
console to send abreak character.
The kmdb prompt is displayed.

Use the systemdumpmacro to induce a crash.
[0]> $<systemdump

Panicmessages are displayed, the crash dump is saved, and the system reboots.

Verify that the systemhas rebootedby logging in at the console login prompt.

x86: Forcing a CrashDump and Reboot of the SystembyUsing halt -d

This example shows how to force a crash dump and reboot of the x86 based system neptune by using
the halt -d and boot commands. Use this method to force a crash dump of the system. You will need
tomanually reboot the system after running the halt commandwith the -d option.

# halt -d

Aug 11 12:51:27 neptune halt:

halted by <user> panic[cpu45]/thread=d3971a00: forced crash dump initiated at user request

d363ae58 genunix:kadmin+bd (5, 0, 0, d3fefac0)

d363af88 genunix:uadmin+88 (5, 0, 0, 0, 0, d363afb4)

syncing file systems... done

dumping to /dev/dsk/c0t0d0s1, offset 107806720, content: kernel

100% done: 40223 pages dumped, compression ratio 4.11, dump succeeded

Press any key to reboot.

Resetting...

.

.

.

SunOS Secondary Boot version 3.00

Autobooting from bootpath: /pci@0,0/pci1028,10a@3/sd@0,0:a

Running Configuration Assistant...

If the system hardware has changed, or to boot from a different

device, interrupt the autoboot process by pressing ESC.

Initializing system

Please wait...
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<<< Current Boot Parameters >>>

Boot path: /pci@0,0/pci1028,10a@3/sd@0,0:a

Boot args:

Type b [file-name] [boot-flags] <ENTER> to boot with options

or i <ENTER> to enter boot interpreter

or <ENTER> to boot with defaults

<<< timeout in 5 seconds >>>

Select (b)oot or (i)nterpreter:

Loading kmdb...

SunOS Release 5.10 Version s10_62 32-bit

Copyright 1983-2004 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

configuring IPv4 interfaces: iprb0.

add net default: gateway 172.20.26.248

Hostname: neptune

The system is coming up. Please wait.

checking ufs filesystems

/dev/rdsk/c0t0d0s7: is logging.

NIS domain name is example.com

starting rpc services: rpcbind keyserv ypbind done.

Setting netmask of iprb0 to 255.255.255.0

Setting default IPv4 interface for multicast: add net 224.0/4: gateway venus

syslog service starting.

System dump time: Wed Aug 11 12:51:29 2004

Aug 11 13:13:26 venus savecore: saving system crash dump in /var/crash/venus/*.1

Constructing namelist /var/crash/venus/unix.1

Constructing corefile /var/crash/venus/vmcore.1

100% done: 42157 of 42157 pages saved

volume management starting.

The system is ready.

.

.

.

x64: Troubleshooting a Failed 64-Bit Boot
In some instances, an attempt to boot a 64-bit capable x86 based system to 64-bit modemight fail.
This failuremight produce an error similar to the following:

Select (b)oot or (i)nterpreter: b kernel/amd64/unix

.

.

.

pci: cannot load driver
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Cannot load drivers for /pci@0,0/pci1022,7450@a/pci17c2,10@4/sd@0,0:a

(Can’t load the root filesystem)

Press any key to reboot.

.

.

.

In the event such a failure occurs, boot the system to 32-bit mode by typing the following command
at the Select (b)oot or (i)nterpreter boot prompt:

Select (b)oot or (i)nterpreter: b kernel/unix

Formore information, see Example 12–3.
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The Boot Process (Reference)

This chapter describes the firmware used for booting SPARC based and x86 based systems. This
chapter also provides an overview of the boot process on each platform.

In this release, GRUB based booting has been implemented on x86 based systems. For reference
information that pertains to GRUB based booting, see “x86: The GRUBBased Boot Process
(Reference)” on page 236.

Note –GRUB based booting is not available on SPARC based systems in this Solaris release.

This is a list of the reference information in this chapter.

� “SPARC: The Boot PROM” on page 261
� “SPARC: The Boot Process” on page 262
� “x86: The System BIOS” on page 262
� “x86: Boot Subsystems” on page 263
� “x86: Boot Process” on page 268

For step-by-step instructions on booting an x86 based system, see Chapter 10.

SPARC: TheBoot PROM
Each SPARC based system has a programmable read-onlymemory (PROM) chip with a program
called themonitor. Themonitor controls the operation of the system before the Solaris kernel is
available.When a system is turned on, themonitor runs a quick self-test procedure to check the
hardware andmemory on the system. If no errors are found, the system begins the automatic boot
process.

Note – Some older systemsmight require PROMupgrades before they will work with the Solaris
system software. Contact your local service provider formore information.
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SPARC: TheBoot Process
The following table describes the boot process on SPARC based systems.

TABLE 13–1 SPARC:Description of the Boot Process

Boot Phase Description

Boot PROM 1. The PROMdisplays system identification information and then runs self-test
diagnostics to verify the system’s hardware andmemory.

2. The PROM loads the primary boot program, bootblk. This program’s purpose is
to load the secondary boot program (that is located in the UFS file system) from the
default boot device.

Boot programs 3. The bootblk program finds and executes the secondary boot program, ufsboot,
and loads it intomemory.

4.After the ufsboot program is loaded, the ufsboot program loads the kernel.

Kernel initialization 5. The kernel initializes itself and begins loadingmodules by using ufsboot to read
the files.When the kernel has loaded enoughmodules tomount the root (/) file
system, the kernel unmaps the ufsboot program and continues, using its own
resources.

6. The kernel creates a user process and starts the /sbin/init process. This process
starts other processes by reading the /etc/inittab file.

init 7. In this Solaris release, the /sbin/init process starts /lib/svc/bin/svc.startd,
which starts system services that do the following:
� Check andmount file systems
� Configure network and devices
� Start various processes and perform systemmaintenance tasks

In addition, svc.startd executes the run control (rc) scripts for compatibility.

x86: The SystemBIOS
Before the kernel is started, the system is controlled by the read-only-memory (ROM) Basic
Input/Output System (BIOS), which is the firmware interface on a non-SPARC based system.

Hardware adapters can have an on-board BIOS that displays the physical characteristics of the device
and can be used to access the device.

During the startup sequence, the system BIOS checks for the presence of any adapter BIOS, and if
found, loads and executes each adapter BIOS. Each individual adapter’s BIOS runs self-test
diagnostics and displays device information.

SPARC: The Boot Process
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x86: Boot Subsystems
During the boot process, the boot subsystemmenus allow you to customize boot choices. If the
system receives no response during the timeout periods, it continues to boot automatically using the
default selections. You can stop the boot process when each boot subsystemmenu is displayed. Or,
you can let the boot process continue automatically.

At three points during the Solaris boot process, you canmake the following choices about a booting
system:

� Primary Boot Subsystem (Partition BootMenu) – This first menu appears if multiple
operating systems exist on the disk. Themenu enables you to boot any of the operating systems
installed. By default, the operating system that is designed as active is booted.

Note that if you choose to boot a system other than the Solaris Operating System, you cannot
reach the next twomenus.

� Interrupt the Autoboot Process – If the autoboot process is interrupted, you can access the
Device ConfigurationAssistant menu.

The Solaris Device ConfigurationAssistant enables you to boot the Solaris system from a
different boot device, configure new ormisconfigured hardware, or perform other device-related
or boot-related tasks.

� Current Boot Parametersmenu – Two forms of this menu exist, onemenu for a normal Solaris
boot and onemenu for a Solaris installation boot:
� The normal Current Boot Parameters menu enables you to boot the Solaris systemwith

options, or enter the boot interpreter.
� The install Current Boot Parameters menu enables you to select the type of installation to be

performed or to customize the boot process.

The following table summarizes the purpose of the primary x86 based system boot interfaces. See the
sections that follow for a detailed description and example of each boot interface.

TABLE 13–2 x86: Boot Subsystems

Boot Subsystem Purpose

Primary Boot Subsystem (Partition
Bootmenu)

This menu appears if the disk you are booting from containsmultiple
operating systems, including the Solaris Operating System (Solaris OS).

Secondary Boot Subsystem Thismenu appears each time you boot the Solaris release. The Solaris
release is booted automatically unless you choose to run the Solaris
Device ConfigurationAssistant by interrupting the autoboot process.

x86: Boot Subsystems
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TABLE 13–2 x86: Boot Subsystems (Continued)
Boot Subsystem Purpose

Solaris Device Configuration
Assistant/Boot Diskette

There are two ways to access the Device ConfigurationAssistant menus:
� Use the Device ConfigurationAssistant boot diskette or the Solaris

Software 1 CD (on systems that can boot from the CD-ROMdrive)
to boot the system.

� Interrupt the autoboot process when you boot the Solaris software
from an installed disk.

Current Boot Parameters menu This menu appears when you boot the Solaris release from the disk,
CD-ROM, or the network. Themenu presents a list of boot options.

Note – If you need to create the Solaris Device ConfigurationAssistant boot diskette, go to
http://www.sun.com/bigadmin/hcl/drivers/dca_diskettes/.

x86: Booting the Solaris Release
In this release, if you are booting an x86 based systemwith the Solaris Software 1 CD, DVD, or
performing a PXE network boot, the systemwill boot automatically. To use the Device Configuration
Assistant, youmust interrupt the boot process by pressing Esc when prompted by the system.

During the device identification phase, the Device ConfigurationAssistant does the following:

� Scans for devices that are installed on the system
� Displays the identified devices
� Enables you to perform optional tasks such as selecting a keyboard type or editing devices and

their resources

During the boot phase, the Device ConfigurationAssistant does the following:

� Displays a list of devices fromwhich to boot. The devicemarked with an asterisk (*) is the default
boot device.

� Enables you to perform optional tasks, such as editing autoboot settings and property settings,
and choosing the network configuration strategy.

The following section provides examples of menus that appear during the device identification
phase. The device output varies based on your system configuration.

x86: Boot Subsystems

SystemAdministration Guide: BasicAdministration • May 2006264

http://www.sun.com/bigadmin/hcl/drivers/dca_diskettes/


x86: ScreensDisplayedDuring theDevice
IdentificationPhase
Several screens are displayed as the Device ConfigurationAssistant attempts to identify devices on
the system. This section provides examples of the following boot subsystem screens:

� Device ConfigurationAssistant screen
� Bus Enumeration screen
� Scanning Devices screen
� IdentifiedDevices screen

x86:Device ConfigurationAssistant Screen

Note – In the current Solaris release, the Device ConfigurationAssistant Screen has been replaced
with the GRUBmenu on x86 based systems. Formore information, see Chapter 11.

In the Solaris 10 initial release, the autoboot process bypasses the Device ConfigurationAssistant
menus, unless you press Esc when prompted by the system during the boot phase. If you choose to
use the Device ConfigurationAssistant, the following screen is displayed.

Solaris Device Configuration Assistant

The Solaris(TM)Device Configuration Assistant

scans to identify system hardware, lists identified devices, and can

boot the Solaris software from a specified device. This program must be

used to install the Solaris operating environment, add a driver,

or change the hardware on the system.

> To perform a full scan to identify all system hardware, choose Continue.

> To diagnose possible full scan failures, choose Specific Scan.

> To add new or updated device drivers, choose Add Driver.

About navigation...

- The mouse cannot be used.

- If the keyboard does not have function keys or they do not respond,

press ESC. The legend at the bottom of the screen will change to

show the ESC keys to use for navigation.

- The F2 key performs the default action.

F2_Continue F3_Specific Scan F4_Add Driver F6_Help

x86: Bus Enumeration Screen
The Bus Enumeration screen appears briefly while the Device ConfigurationAssistant gathers
hardware configuration data for devices that can be detected automatically.

x86: Boot Subsystems
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Bus Enumeration

Determining bus types and gathering hardware configuration data ...

Please wait ...

x86: ScanningDevices Screen
The Scanning Devices screen appears while the Device ConfigurationAssistant manually scans for
devices that can only be detected with special drivers.

Scanning Devices

The system is being scanned to identify system hardware.

If the scanning stalls, press the system’s reset button. When the

system reboots, choose Specific Scan or Help.

Scanning: Floppy disk controller

#######################

| | | | | |

0 20 40 60 80 100

Please wait ...

x86: IdentifiedDevices Screen
The IdentifiedDevices screen displays which devices have been identified on the system. From here,
you can continue to the Boot Solaris menu. Or, you can perform the following optional device tasks:

� Setting a keyboard configuration
� Viewing and editing devices
� Setting up a serial console
� Saving and deleting configurations

Identified Devices

The following devices have been identified on this system. To identify

devices not on this list or to modify device characteristics, such as

keyboard configuration, choose Device Tasks. Platform types may be

included in this list.

ISA: Floppy disk controller

ISA: Motherboard

ISA: PnP bios: 16550-compatible serial controller

ISA: PnP bios: 16550-compatible serial controller

x86: Boot Subsystems
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ISA: PnP bios: Mouse controller

ISA: PnP bios: Parallel port

ISA: System keyboard (US-English)

PCI: Bus Mastering IDE controller

PCI: Universal Serial Bus

PCI: VGA compatible display adapter

F2_Continue F3_Back F4_Device Tasks F6_Help

x86:MenusDisplayedDuring theBoot Phase
During this phase, you can determine the way in which the system is booted. The followingmenus
are displayed during the boot phase:

� Boot Solaris menu
� Current Boot Parameters menu

x86: Boot SolarisMenu
The Boot Solaris menu allows you to select the device fromwhich to boot the Solaris release. You can
also perform optional tasks, such as viewing and editing autoboot and property settings. Once you
select a boot device and you choose Continue, the Solaris kernel begins to boot.

Boot Solaris

Select one of the identified devices to boot the Solaris kernel and

choose Continue.

To perform optional features, such as modifying the autoboot and property

settings, choose Boot Tasks.

An asterisk (*) indicates the current default boot device.

> To make a selection use the arrow keys, and press Enter to mark it [X].

[X] DISK: (*) Target 0:QUANTUM FIREBALL1280A

on Bus Mastering IDE controller on Board PCI at Dev 7, Func 1

[ ] DISK: Target 1:ST5660A

on Bus Mastering IDE controller on Board PCI at Dev 7, Func 1

[ ] DISK: Target 0:Maxtor 9 0680D4

on Bus Mastering IDE controller on Board PCI at Dev 7, Func 1

[ ] CD : Target 1:TOSHIBA CD-ROM XM-5602B 1546

on Bus Mastering IDE controller on Board PCI at Dev 7, Func 1

F2_Continue F3_Back F4_Boot Tasks F6_Help

x86: Boot Subsystems
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x86: Current Boot ParametersMenu
Thismenu appears each time you boot the Solaris release from the local disk. Let the five-second
timeout elapse if you want to boot the default Solaris kernel. If you want to boot with different
options, select an appropriate option before the timeout period elapses.

<<< Current Boot Parameters >>>

Boot path: /pci@0,0/pci-ide@7,1/ide@0/cmdk@0,0:a

Boot args:

Type b [file-name] [boot-flags] <ENTER> to boot with options

or i <ENTER> to enter boot interpreter

or <ENTER> to boot with defaults

<<< timeout in 5 seconds >>>

Select (b)oot or (i)nterpreter:

x86: Boot Process
The following table describes the boot process on x86 based systems.

TABLE 13–3 x86: Description of the Boot Process

Boot Phase Description

BIOS 1.When the system is turned on, the BIOS runs self-test diagnostics to verify the
system’s hardware andmemory. The system begins to boot automatically if no errors
are found. If errors are found, errormessages are displayed that describe recovery
options.

The BIOS of additional hardware devices are run at this time.

2. The BIOS boot program tries to read the first disk sector from the boot device. This
first disk sector on the boot device contains themaster boot record mboot, which is
loaded and executed. If no mboot file is found, an errormessage is displayed.

Boot Programs 3. Themaster boot record, mboot, contains disk information needed to find the active
partition and the location of the Solaris boot program, pboot, loads and executes
pboot, mboot.

4. The Solaris boot program, pboot, loads bootblk, the primary boot program. The
purpose of bootblk is to load the secondary boot program, which is located in the
UFS file system.

x86: Boot Process
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TABLE 13–3 x86: Description of the Boot Process (Continued)
Boot Phase Description

5. If there is more than one bootable partition, bootblk reads the fdisk table to
locate the default boot partition, and builds and displays amenu of available
partitions. You have a 30 seconds to select an alternate partition fromwhich to boot.
This step occurs only if there is more than one bootable partition present on the
system.

6. bootblk finds and executes the secondary boot program, boot.bin or ufsboot, in
the root (/) file system. You have five seconds to interrupt the autoboot to start the
Solaris Device ConfigurationAssistant.

7. The secondary boot program, boot.bin or ufsboot, starts a command interpreter
that executes the /etc/bootrc script. This script provides amenu of choices for
booting the system. The default action is to load and execute the kernel. You have a
5–second interval to specify a boot option or to start the boot interpreter.

Kernel initialization 8. The kernel initializes itself and begins loadingmodules by using the secondary
boot program (boot.bin or ufsboot) to read the files.When the kernel has loaded
enoughmodules tomount the root (/) file system, the kernel unmaps the secondary
boot program and continues, using its own resources.

9. The kernel creates a user process and starts the /sbin/init process, which starts
other processes by reading the /etc/inittab file.

init 10. In this Solaris release, the /sbin/init process starts /lib/svc/bin/svc.startd,
which starts system services that do the following:
� Check andmount file systems
� Configure network and devices
� Start various processes and perform systemmaintenance tasks

In addition, svc.startd executes the run control (rc) scripts for compatibility.

x86: Boot Files
In addition to the run control scripts and boot files, there are additional boot files that are associated
with booting x86 based systems.

TABLE 13–4 x86: Boot Files

File Description

/etc/bootrc Containsmenus and options for booting the Solaris release.

/boot Contains files and directories needed to boot the system.

/boot/mdboot DOS executable that loads the first-level bootstrap program
(strap.com) intomemory from disk.

x86: Boot Files
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TABLE 13–4 x86: Boot Files (Continued)
File Description

/boot/mdbootbp DOS executable that loads the first-level bootstrap program
(strap.com) intomemory from diskette.

/boot/rc.d Directory that contains install scripts. Do notmodify the
contents of this directory.

/boot/solaris Directory that contains items for the boot subsystem.

/boot/solaris/boot.bin Loads the Solaris kernel or stand-alone kmdb. In addition, this
executable provides some boot firmware services.

/boot/solaris/boot.rc Prints the Solaris Operating System on an x86 system and runs
the Device ConfigurationAssistant in DOS-emulationmode.

/boot/solaris/bootconf.exe DOS executable for the Device ConfigurationAssistant.

/boot/solaris/bootconf.txt Text file that contains internationalizedmessages for Device
ConfigurationAssistant (bootconf.exe).

/boot/solaris/bootenv.rc Stores eeprom variables that are used to set up the boot
environment.

/boot/solaris/devicedb Directory that contains the master file, a database of all possible
devices supported with realmode drivers.

/boot/solaris/drivers Directory that contains realmode drivers.

/boot/solaris/itup2.exe DOS executable run during install time update (ITU) process.

/boot/solaris/machines Obsolete directory.

/boot/solaris/nbp File associated with network booting.

/boot/solaris/strap.rc File that contains instructions on what loadmodule to load and
where inmemory it should be loaded.

/boot/strap.com DOS executable that loads the second-level bootstrap program
intomemory.

x86: Boot Files
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Managing Services (Overview)

This chapter provides an overview of the ServiceManagement Facility (SMF). In addition,
information that is related to run levels is provided.

This is a list of the overview information in this chapter.

� “Introduction to SMF” on page 271
� “SMFConcepts” on page 273
� “SMFAdministrative and Programming Interfaces” on page 277
� “SMFComponents” on page 277
� “SMFCompatibility” on page 279
� “Run Levels” on page 279
� “/etc/inittab File” on page 281
� “Run Control Scripts” on page 283

For information on the procedures associated with SMF, see “Managing SMF Services (TaskMap)”
on page 287. For information on the procedures associated with run levels, see “Using Run Control
Scripts (TaskMap)” on page 300.

Introduction to SMF
SMF provides an infrastructure that augments the traditional UNIX start-up scripts, init run levels,
and configuration files. SMF provides the following functions:

� Automatically restarts failed services in dependency order, whether they failed as the result of
administrator error, software bug, or were affected by an uncorrectable hardware error. The
dependency order is defined by dependency statements.

� Makes services objects that can be viewed, with the new svcs command, andmanaged, with
svcadm and svccfg commands. You can also view the relationships between services and
processes using svcs -p, for both SMF services and legacy init.d scripts.

� Makes it easy to backup, restore, and undo changes to services by taking automatic snapshots of
service configurations.
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� Makes it easy to debug and ask questions about services by providing an explanation of why a
service isn’t running by using svcs -x. Also, this process is eased by individual and persistent log
files for each service.

� Allows for services to be enabled and disabled using svcadm. These changes can persist through
upgrades and reboots. If the -t option is used, the changes are temporary.

� Enhances the ability of administrators to securely delegate tasks to non-root users, including the
ability tomodify properties and enable, disable, or restart services on the system.

� Boots faster on large systems by starting services in parallel according to the dependencies of the
services. The opposite process occurs during shutdown.

� Allows you to customize the boot console output to either be as quiet as possible, which is the
default, or to be verbose by using boot -m verbose.

� Preserves compatibility with existing administrative practices wherever possible. For example,
most customer and ISV-supplied rc scripts still work as usual.

Dependency statements define the relationships between services. These relationships can be used to
provide precise fault containment by restarting only those services that are directly affected by a fault,
rather than restarting all of the services.Another advantage of dependency statements is that the
statements allow for scalable and reproducible initialization processes. In addition, by defining all of
the dependencies, you can take advantage of modern, highly parallel machines, because all
independent services can be started in parallel.

SMF defines a set of actions that can be invoked on a service by an administrator. These actions
include enable, disable, refresh, restart, andmaintain. Each service is managed by a service restarter
which carries out the administrative actions. In general, the restarters carry out actions by executing
methods for a service. Methods for each service are defined in the service configuration repository.
Thesemethods allow the restarter tomove the service from one state to another state.

The service configuration repository provides a per-service snapshot at the time that each service is
successfully started so that fallback is possible. In addition, the repository provides a consistent and
persistent way to enable or disable a service, as well as a consistent view of service state. This
capability helps you debug service configuration problems.

Changes inBehaviorWhenUsing SMF
Most of the features that are provided by SMF happen behind the scenes, so users are not aware of
them. Other features are accessed by new commands. Here is a list of the behavior changes that are
most visible.

� The boot process creates many fewermessages now. Services do not display amessage by default
when they are started.All of the information that was provided by the bootmessages can now be
found in a log file for each service that is in /var/svc/log. You can use the svcs command to
help diagnose boot problems. In addition, you can use the -v option to the boot command,
which generates amessage when each service is started during the boot process.

Changes in BehaviorWhenUsing SMF
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� Since services are automatically restarted if possible, it may seem that a process refuses to die. If
the service is defective, the service will be placed inmaintenancemode, but normally a service is
restarted if the process for the service is killed. The svcadm command should be used to disable
any SMF service that should not be running.

� Many of the scripts in /etc/init.d and /etc/rc*.d have been removed. The scripts are no longer
needed to enable or disable a service. Entries from /etc/inittab have also been removed, so that
the services can be administered using SMF. Scripts and inittab entries that are provided by an
ISV or are locally developed will continue to run. The services may not start at exactly the same
point in the boot process, but they are not started before the SMF services, so that any service
dependencies should be OK.

SMFConcepts
This section presents terms and their definitions within the SMF framework. These terms are used
throughout the documentation. To grasp SMF concepts, an understanding of these terms is essential.

SMFService
The fundamental unit of administration in the SMF framework is the service instance. Each SMF
service has the potential to havemultiple versions of it configured.As well, multiple instances of the
same version can run on a single Solaris system.An instance is a specific configuration of a service.A
web server is a service.Aspecific web server daemon that is configured to listen on port 80 is an
instance. Each instance of the web server service could have different configuration requirements.
The service has system-wide configuration requirements, but each instance can override specific
requirements, as needed.Multiple instances of a single service aremanaged as child objects of the
service object.

Services are not just the representation for standard long-running system services such as in.dhcpd
or nfsd. Services also represent varied system entities that include ISV applications such as Oracle
software. In addition, a service can include less traditional entities such as the following:

� Aphysical network device
� Aconfigured IP address
� Kernel configuration information
� Milestones that correspond to system init state, such as themultiuser run level

Generically, a service is an entity that provides a list of capabilities to applications and other services,
local and remote.Aservice is dependent on an implicitly declared list of local services.

Amilestone is a special type of service. Milestone services represent high-level attributes of the
system. For example, the services which constitute run levels S, 2, and 3 are each represented by
milestone services.

SMF Concepts
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Service Identifiers
Each service instance is namedwith a FaultManagement Resource Identifier or FMRI. The FMRI
includes the service name and the instance name. For example, the FMRI for the rlogin service is
svc:/network/login:rlogin, where network/login identifies the service and rlogin identifies the
service instance.

Equivalent formats for an FMRI are as follows:

� svc://localhost/system/system-log:default

� svc:/system/system-log:default

� system/system-log:default

In addition, some SMF commands can use the following FMRI format: svc:/system/system-log.
Some commands infer what instance to use, when there is no ambiguity. See the SMF commandman
pages, such as svcadm(1M) or svcs(1), for instructions about which FMRI formats are appropriate.

The service names usually include a general functional category. The categories include the
following:

� application

� device

� milestone

� network

� platform

� site

� system

Legacy init.d scripts are also represented with FMRIs that start with lrc instead of svc, for
example: lrc:/etc/rcS_d/S35cacheos_sh. The legacy services can bemonitored using SMF.
However, you cannot administer these services.

When booting a system for the first time with SMF, services listed in /etc/inetd.conf are
automatically converted into SMF services. The FMRIs for these services are slightly different. The
syntax for a converted inetd services is:

network/<service-name>/<protocol>

In addition, the syntax for a converted service that uses the RPC protocol is:

network/rpc-<service-name>/rpc_<protocol>

Where <service-name> is the name defined in /etc/inetd.conf and <protocol> is the protocol for
the service. For instance, the FMRI for the rpc.cmsd service is network/rpc-100068_2-5/rpc_udp.

SMF Concepts
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Service States
The svcs command displays the state, start time, and FMRI of service instances. The state of each
service is one of the following:

� degraded – The service instance is enabled, but is running at a limited capacity.
� disabled – The service instance is not enabled and is not running.
� legacy_run – The legacy service is notmanaged by SMF, but the service can be observed. This

state is only used by legacy services.
� maintenance – The service instance has encountered an error that must be resolved by the

administrator.
� offline – The service instance is enabled, but the service is not yet running or available to run.
� online – The service instance is enabled and has successfully started.
� uninitialized – This state is the initial state for all services before their configuration has been

read.

SMFManifests
An SMFmanifest is an XMLfile that contains a complete set of properties that are associated with a
service or a service instance. The files are stored in /var/svc/manifest. Manifests should not be
used tomodify the properties of a service. The service configuration repository is the authoritative
source of configuration information. To incorporate information from themanifest into the
repository, youmust either run svccfg import or allow the service to import the information during
a system boot.

See the service_bundle(4) man page for a complete description of the contents of the SMF
manifests.

SMFProfiles
An SMF profile is an XMLfile that lists the set of service instances that are enabled when a system is
booted. The profiles are stored in /var/svc/profile. These are some the profiles that are included:

� generic_open.xml—This profile enables most of the standard internet services that have been
enabled by default in earlier Solaris releases. This is the default profile.

� generic_limited_net.xml—This profile disables many of the standard internet services. The
sshd service and the NFS services are started, butmost of the rest of the internet services are
disabled.

Formore information about using profiles, see “How toUse a Different SMF Profile” on page 295.

SMF Concepts
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Service ConfigurationRepository
The service configuration repository stores persistent configuration information as well as SMF
runtime data for services. The repository is distributed among local memory and local files. SMF is
designed so that eventually, service data can be represented in the network directory service. The
network directory service is not yet available. The data in the service configuration repository allows
for the sharing of configuration information and administrative simplicity across many Solaris
instances. The service configuration repository can only bemanipulated or queried using SMF
interfaces. Formore information aboutmanipulating and accessing the repository, see the
svccfg(1M) and svcprop(1) man pages. The service configuration repository daemon is covered in
the svc.configd(1M)man page. The service configuration library is documented in the
libscf(3LIB)man page.

SMFRepositoryBackups
SMF automatically takes the following backups of the repository:

� The boot backup is taken immediately before the first change to the repository is made during
each system startup.

� The manifest_import backup occurs after svc:/system/manifest-import:default
completes, if it imported any newmanifests or ran any upgrade scripts.

Four backups of each type aremaintained by the system. The system deletes the oldest backup, when
necessary. The backups are stored as /etc/svc/repository-type-YYYYMMDD_HHMMSWS,
whereYYYYMMDD (year, month, day) andHHMMSS (hour, minute, second), are the date and time
when the backup was taken. Note that the hour format is based on a 24–hour clock.

You can restore the repository from these backups, if an error occurs. To do so, use the
/lib/svc/bin/restore_repository command. Formore information, see “How to Repair a
Corrupt Repository” on page 303.

SMFSnapshots
The data in the service configuration repository includes snapshots, as well as a configuration that
can be edited. Data about each service instance is stored in the snapshots. The standard snapshots are
as follows:

� initial – Taken on the first import of themanifest
� running –Used when the servicemethods are executed
� start – Taken at the last successful start

The SMF service always executes with the running snapshot. This snapshot is automatically created
if it does not exist.

The svcadm refresh command, sometimes followed by the svcadm restart command, makes a
snapshot active. The svccfg command is used to view or revert to instance configurations in a
previous snapshot.
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SMFAdministrative andProgramming Interfaces
This section introduces the interfaces that are available when you use SMF.

SMFCommand-LineAdministrativeUtilities
SMF provides a set of command-line utilities that interact with SMF and accomplish standard
administrative tasks. The following utilities can be used to administer SMF.

TABLE 14–1 ServiceManagement FacilityUtilities

CommandName Function

inetadm Provides the ability to observe or configure services controlled by inetd

svcadm Provides the ability to perform common servicemanagement tasks, such as
enabling, disabling, or restarting service instances

svccfg Provides the ability to display andmanipulate the contents of the service
configuration repository

svcprop Retrieves property values from the service configuration repository with a
output format appropriate for use in shell scripts

svcs Gives detailed views of the service state of all service instances in the service
configuration repository

ServiceManagement Configuration Library Interfaces
SMF provides a set of programming interfaces that are used to interact with the service configuration
repository through the svc.configd daemon. This daemon is the arbiter of all requests to the local
and remote repository datastores.Aset of fundamental interfaces is defined as the lowest level of
interaction possible with services in the service configuration repository. The interfaces provide
access to all service configuration repository features such as transactions and snapshots.

Many developers only need a set of common tasks to interact with SMF. These tasks are implemented
as convenience functions on top of the fundamental services to ease the implementation burden.

SMFComponents
SMF includes amaster restarter daemon and delegated restarters.

SMF Components
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SMFMaster RestarterDaemon
The svc.startd daemon is themaster process starter and restarter for the Solaris OS. The daemon is
responsible formanaging service dependencies for the entire system. The daemon takes on the
previous responsibility that init held of starting the appropriate /etc/rc*.d scripts at the
appropriate run levels. First, svc.startd retrieves the information in the service configuration
repository. Next, the daemon starts services when their dependencies aremet. The daemon is also
responsible for restarting services that have failed and for shutting down services whose
dependencies are no longer satisfied. The daemon keeps track of service state through an operating
system view of availability through events such as process death.

SMFDelegatedRestarters
Some services have a set of common behaviors on startup. To provide commonality among these
services, a delegated restarter might take responsibility for these services. In addition, a delegated
restarter can be used to providemore complex or application-specific restarting behavior. The
delegated restarter can support a different set of methods, but exports the same service states as the
master restarter. The restarter’s name is stored with the service.Acurrent example of a delegated
restarter is inetd, which can start Internet services on demand, rather than having the services
always running.

SMFandBooting
SMF provides newmethods for booting a system. For instance:

� There is a additional system state which is associated with the allmilestone. This milestone is
different than themultiuser init state because SMF only knows about the services that are
defined. If you have added services, such as third party products, theymay not be started
automatically unless you use the following command:

ok boot -m milestone=all

� If you boot a system using one of themilestones, it is important to use the -s option as well. If you
do not include the -s, then the systemwill stay in themilestone state that you booted the system
in. The systemwill not go intomultiuser state automatically by typing Control-D. You can get
into themultiuser state by using the following command:

# svcadm milestone all

� When booting a system, you can choose to use the verbose option to seemoremessages. By
default, the systemwill not display thesemessages. To boot in the verbosemode, use the
following command:

ok boot -mverbose

SMF and Booting
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SMFCompatibility
Whilemany standard Solaris services are nowmanaged by SMF, the scripts placed in /etc/rc*.d

continue to be executed on run-level transitions.Most of the /etc/rc*.d scripts that were included
in previous Solaris releases have been removed as part of SMF. The ability to continue to run the
remaining scripts allows for third-party applications to be added without having to convert the
services to use SMF.

In addition, /etc/inittab and /etc/inetd.confmust be available for packages to amendwith
postinstall scripts. These are called legacy-run services. The inetconv command is run to add these
legacy-run services to the service configuration repository. The status of these services can be viewed,
but no other changes are supported through SMF.Applications that use this feature will not benefit
from the precise fault containment provided by SMF.

Applications converted to utilize SMF should no longermakemodifications to the /etc/inittab
and /etc/inetd.conf files. The converted applications will not use the /etc/rc*.d scripts.Also, the
new version of inetd does not look for entries in /etc/inetd.conf.

RunLevels
Asystem’s run level (also known as an init state) defines what services and resources are available to
users.Asystem can be in only one run level at a time.

The Solaris OS has eight run levels, which are described in the following table. The default run level is
specified in the /etc/inittab file as run level 3.

TABLE 14–2 Solaris RunLevels

Run Level Init State Type Purpose

0 Power-down state Power-down To shut down the operating system so that it is
safe to turn off power to the system.

s or S Single-user state Single-user To run as a single user with some file systems
mounted and accessible.

1 Administrative state Single-user To access all available file systems. User logins are
disabled.

2 Multiuser state Multiuser For normal operations.Multiple users can access
the system and all file system.All daemons are
running except for the NFS server daemons.

3 Multiuser level with NFS resources
shared

Multiuser For normal operations with NFS resources
shared. This is the default run level for the Solaris
OS.

Run Levels
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TABLE 14–2 Solaris RunLevels (Continued)
Run Level Init State Type Purpose

4 Alternativemultiuser state Not configured by default, but available for
customer use.

5 Power-down state Power-down To shut down the operating system so that it is
safe to turn off power to the system. If possible,
automatically turns off power on systems that
support this feature.

6 Reboot state Reboot To shut down the system to run level 0, and then
reboot tomultiuser level with NFS resources
shared (or whatever level is the default in the
inittab file).

In addition, the svcadm command can be used to change the run level of a system, by selecting a
milestone at which to run. The following table shows which run level corresponds to eachmilestone.

TABLE 14–3 Solaris Run Levels and SMFMilestones

Run Level SMFMilestone FMRI

S milestone/single-user:default

2 milestone/multi-user:default

3 milestone/multi-user-server:default

Determining a System’s Run Level
Display run level information by using the who -r command.

$ who -r

Use the who -r command to determine a system’s current run level for any level.

EXAMPLE 14–1Determining a System’s Run Level

This example displays information about a system’s current run level and previous run levels.

$ who -r

. run-level 3 Dec 13 10:10 3 0 S

$

Run Levels
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EXAMPLE 14–1Determining a System’s Run Level (Continued)

Output of who -r command Description

run-level 3 Identifies the current run level

Dec 13 10:10 Identifies the date of last run level change

3 Also identifies the current run level

0 Identifies the number of times the system has been at
this run level since the last reboot

S Identifies the previous run level

/etc/inittab File
When you boot the system or change run levels with the init or shutdown command, the init
daemon starts processes by reading information from the /etc/inittab file. This file defines these
important items for the init process:

� That the init process will restart
� What processes to start, monitor, and restart if they terminate
� What actions to take when the system enters a new run level

Each entry in the /etc/inittab file has the following fields:

id:rstate:action:process

The following table describes the fields in an inittab entry.

TABLE 14–4 FieldsDescriptions for the inittab File

Field Description

id Is a unique identifier for the entry.

rstate Lists the run levels to which this entry applies.

action Identifies how the process that is specified in the process field is to be run. Possible
values include: sysinit, boot, bootwait, wait, and respawn.

For a description of the other action keywords, see inittab(4).

process Defines the command or script to execute.

EXAMPLE 14–2Default inittabFile

The following example shows a default inittab file that is installed with the Solaris release.A
description for each line of output in this example follows.

/etc/inittab File
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EXAMPLE 14–2Default inittab File (Continued)

ap::sysinit:/sbin/autopush -f /etc/iu.ap (1)
sp::sysinit:/sbin/soconfig -f /etc/sock2path (2)
smf::sysinit:/lib/svc/bin/svc.startd >/dev/msglog 2<>/dev/msglog (3)
p3:s1234:powerfail:/usr/sbin/shutdown -y -i5 -g0 >/dev/msglog 2<>/dev/... (4)

1. Initializes STREAMSmodules
2. Configures socket transport providers
3. Initializes themaster restarter for SMF
4. Describes a power fail shutdown

WhatHappensWhen the System Is Brought toRun
Level 3
1. The init process is started and reads the /etc/default/init file to set any environment

variables. By default, only the TIMEZONE variable is set.
2. Then, init reads the inittab file and does the following:

a. Executes any process entries that have sysinit in the action field so that any special
initializations can take place before users login.

b. Passes the startup activities to svc.startd.

For a detailed description of how the init process uses the inittab file, see init(1M).

The following table describes the keywords used for run level 3’s action field.

TABLE 14–5RunLevel 3ActionKeywordDescriptions

KeyWord Description

powerfail Starts the process when the init process receives a power failure signal

respawn Starts the process and restarts it when it dies

wait Starts the process and waits for it to finish before going on to the next entry for this
run level

The following table describes the processes (or commands) that are executed at run level 3.

TABLE 14–6CommandDescriptions for Run Level 3

Commandor Script Name Description

/usr/sbin/shutdown Shuts down the system. The init process runs the shutdown
command only if the system has received a power fail signal.

/etc/inittab File
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TABLE 14–6CommandDescriptions for Run Level 3 (Continued)
Commandor Script Name Description

/sbin/rcS Checks andmounts root (/), /usr, /tmp, /var, /var/adm, and
/var/run file systems.

/sbin/rc2 Starts the standard system processes and brings the system up
into run level 2 (multiuser level).

/sbin/rc3 Starts NFS resource sharing for run level 3.

RunControl Scripts
The Solaris software provides a detailed series of run control (rc) scripts to control run-level
changes. Each run level has an associated rc script that is located in the /sbin directory:

� rc0

� rc1

� rc2

� rc3

� rc5

� rc6

� rcS

For each rc script in the /sbin directory, there is a corresponding directory named /etc/rcn.d that
contains scripts to perform various actions for that run level. For example, /etc/rc2.d contains files
that are used to start and stop processes for run level 2.

# ls /etc/rc2.d

K03samba S42ncakmod S81dodatadm.udaplt

K05volmgt S47pppd S89PRESERVE

K06mipagent S65ipfboot S89bdconfig

K07dmi S69mrouted S90wbem

K07snmpdx S70sckm S93cacheos.finish

K16apache S70uucp S94ncalogd

K27boot.server S72autoinstall S95ncad

README S73cachefs.daemon S95networker

S10lu S75savecore S98deallocate

S20sysetup S80lp S99audit

S40llc2 S80spc

The /etc/rcn.d scripts are always run inASCII sort order. The scripts have names of the form:

[KS][0-9][0-9]*

Files that begin with K are run to terminate (kill) a system service. Files that begin with S are run to
start a system service.

Run Control Scripts
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Run control scripts are located in the /etc/init.d directory. These files are linked to corresponding
run control scripts in the /etc/rcn.d directories.

The actions of each run control script are summarized in the following section.

RunControl Script Summaries
The following sections summarize the run control scripts that are used to start and stop system
services when you change run levels.

The /sbin/rc0 Script
The /sbin/rc0 script runs the /etc/rc0.d scripts to perform the following tasks:

� Stops system services and daemons
� Terminates all running processes
� Unmounts all file systems

The /sbin/rc1 Script
The /sbin/rc1 script runs the /etc/rc1.d scripts to perform the following tasks:

� Stops system services and daemons
� Terminates all running user processes
� Unmounts all remote file systems
� Mounts all local file systems if the previous run level was S

The /sbin/rc2 Script
The /sbin/rc2 script runs the /etc/rc2.d scripts to perform the following tasks, grouped by
function:

Local system-related tasks:

� Starts system accounting and system auditing, if configured
� Sets the default scheduling class if the /etc/dispadmin.conf file exists
� Configures serial device stream
� ConfiguresWBEM services

Network service or security-related tasks:

� Starts the logical link controller (llc2), if configured
� Configures the Solaris Network Cache andAccelerator (NCA) andNCAlogging, if appropriate
� Starts the Solaris PPP server or client daemons (pppoed or pppd), if configured
� Starts directory server (slapd) daemon, if configured
� Configures system resource controls and system pools if the /etc/rctladm.conf and

/etc/pooladm.conf files exist

Run Control Scripts
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� Starts the htt_server process

Install-related tasks:

� Configures the boot environment for the Live Upgrade software upon system startup or system
shutdown

� Checks for the presence of the /etc/.UNCONFIGURE file to see if the system should be
reconfigured

� Reboots the system from the installationmedia or a boot server if either /.PREINSTALL or
/AUTOINSTALL exists

Hardware-related tasks:

� Starts the Sun FireTM 15000 keymanagement daemon (sckmd), if appropriate
� Runs the flash PROMupdate script
� Configures any graphic frame buffers or graphic accelerators

Transitions the following services between run level changes:

� Apache (tomcat)
� Mobile IP (mipagent)
� Samba (smdb) and (nmdb)
� Solstice EnterpriseAgentsTM daemon (dmispd) and (snmpXdmid)

Note –Many of the system services and applications that are started at run level 2 depend onwhat
software is installed on the system.

The /sbin/rc3 Script
The /sbin/rc3 script runs the /etc/rc3.d scripts to perform the following tasks:

� Starts theApache server daemon (tomcat), if configured
� StartsMobile IP daemon (mipagent), if configured
� Starts the Samba daemons (smdb and nmdb), if configured
� Starts the Solstice EnterpriseAgents daemons (dmispd and snmpXdmid)

The /sbin/rc5 and /sbin/rc6 Scripts
The /sbin/rc5 and /sbin/rc6 scripts run the /etc/rc0.d/K* scripts to perform the following tasks:

� Kills all active processes
� Unmounts the file systems

The /sbin/rcS Script
The /sbin/rcS script runs the /etc/rcS.d scripts to bring the system up to run level S. This scripts
starts wrsmconf tomanageWCI RSM controller configurations.

Run Control Scripts
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Managing Services (Tasks)

This chapter covers the tasks required tomanage andmonitor the ServiceManagement Facility
(SMF). In addition, information that is related tomanaging run level scripts is provided. The
following topics are covered:

� “Managing SMF Services (TaskMap)” on page 287
� “Monitoring SMF Services” on page 288
� “Managing SMF Services” on page 291
� “Configuring SMF Services” on page 295
� “Using Run Control Scripts” on page 300
� “Troubleshooting the ServiceManagement Facility” on page 303

Managing SMFServices (TaskMap)
The following taskmap describes the procedures that are needed to use SMF.

Task Description For Instructions

Display the status of a service instance. Displays the status of all running service
instances.

“How to List the Status of a Service”
on page 288

Display the service dependents. Display the services that are dependent on
the specified service.

“How to ShowWhich ServicesAre
Dependent on a Service Instance” on page
290

Display the dependencies of a service. Display the services that a specified service
is dependent on. This information can be
used to help identify what is preventing a
service from starting.

“How to ShowWhich Services a Service Is
Dependent On” on page 290
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Task Description For Instructions

Disable a service instance. Turns off a service that is not functioning
properly or needs to be off to increase
security.

“How toDisable a Service Instance”
on page 291

Enable a service instance Starts a service. “How to Enable a Service Instance”
on page 292

Restart a service instance. Restart a service, without having to use
separate commands to disable and then
enable the service.

“How to Restart a Service” on page 293

Modify a service instance. Modifies the configuration parameters of a
specified service instance.

“How toModify a Service” on page 295

Changes a configuration property of a
service controlled by inetd.

“How to Change a Property for an inetd

Controlled Service” on page 296

Changes the startup options of a service
controlled by inetd.

“How toModify a Command-Line
Argument for an inetdControlled
Service” on page 298

Converts inetd.conf entries. Converts inetd services into legacy-run
services that can bemonitored using SMF.

“How to Convert inetd.conf Entries”
on page 299

Repairs a corrupt service configuration
repository.

Replaces a corrupt repository with a default
version.

“How to Repair a Corrupt Repository”
on page 303

Boot a systemwith nomilestones. Boot a systemwith nomilestones so that
configuration problems that prevent
booting can be fixed.

“How to Start Services Interactively During
Boot” on page 306

Monitoring SMFServices
The following tasks show how tomonitor SMF services.

� How to List the Status of a Service
This procedure can be used to showwhat services are running.

Run the svcs command.

Running this commandwithout any options displays a status report of the service specified by the
FMRI.
% svcs -l FMRI

◗

Monitoring SMF Services

SystemAdministration Guide: BasicAdministration • May 2006288



Showing the Status of the rlogin Service

This example shows the status of a service that includesmany contracts.

% svcs -l network/login:rlogin

fmri svc:/network/login:rlogin

enabled true

state online

next_state none

restarter svc:/network/inetd:/default

contract_id 42325 41441 40776 40348 40282 40197 39025 38381 38053\

33697 28625 24652 23689 15352 9889 7194 6576 6360 5387 1475 3015\

6545 6612 9302 9662 10484 16254 19850 22512 23394 25876 26113 27326\

34284 37939 38405 38972 39200 40503 40579 41129 41194

Showing the Status of the sendmail Service

This example shows the status of a service that includes dependencies.

% svcs -l network/smtp:sendmail

fmri svc:/network/smtp:sendmail

enabled true

state online

next_state none

restarter svc:/system/svc/restarter:default

contract_id 29462

dependency require_all/refresh file://localhost/etc/nsswitch.conf (-)

dependency require_all/refresh file://localhost/etc/mail/sendmail.cf (-)

dependency optional_all/none svc:/system/system-log (online)

dependency require_all/refresh svc:/system/identity:domain (online)

dependency require_all/refresh svc:/milestone/name-services (online)

dependency require_all/none svc:/network/service (online)

dependency require_all/none svc:/system/filesystem/local (online)

Showing the Status of all Services

The following command lists all services that are installed on the system as well as the status of each
service. The command displays those services that are disabled as well as those that are enabled.

% svcs -a

Showing the Status of Services Controlled by inetd

The following command lists services that are controlled by inetd. Each service’s FMRI is listed,
along with the run state and whether the service is enabled or disabled.

% inetadm

Example 15–1

Example 15–2

Example 15–3

Example 15–4
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� How toShowWhich ServicesAreDependent ona
Service Instance
This procedure shows how to determine which service instances depend on the specified service.

Display the service dependents.
% svcs -D FMRI

Displaying the Service Instances ThatAre Dependent on theMultiuserMilestone

The following example shows how to determine which service instances are dependent on the
multiuser milestone.

% svcs -D milestone/multi-user

STATE STIME FMRI

online Apr_08 svc:/milestone/multi-user-server:default

� How toShowWhich Services a Service IsDependent
On
This procedure shows how to determine which services a specified service instance is dependent on.

Display the service dependencies.
% svcs -d FMRI

Displaying the Service Instances That theMultiuserMilestone Is Dependent On

The following example shows the services instances that themultiuser milestone is dependent on.

% svcs -d milestone/multi-user:default

STATE STIME FMRI

disabled Aug_24 svc:/platform/sun4u/sf880drd:default

online Aug_24 svc:/milestone/single-user:default

online Aug_24 svc:/system/utmp:default

online Aug_24 svc:/system/system-log:default

online Aug_24 svc:/system/system-log:default

online Aug_24 svc:/system/rmtmpfiles:default

online Aug_24 svc:/network/rpc/bind:default

online Aug_24 svc:/milestone/name-services:default

online Aug_24 svc:/system/filesystem/local:default

online Aug_24 svc:/system/mdmonitor:default

◗

Example 15–5

◗

Example 15–6
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Managing SMFServices
This section includes information onmanaging SMF services.

UsingRBACRights ProfilesWith SMF
You can use RBAC rights profiles to allow users tomanage some of the SMF services, without having
to give the user root access. The rights profiles define what commands the user can run. For SMF, the
following profiles have been created:

� Service Management—User can add, delete or modify services.
� Service Operator—User can request state changes of any service instance, such as restart and

refresh.

For specific information about the authorizations, see the smf_security(5) man page. For
instructions to assign a rights profile, see “How to Change the RBAC Properties of a User” in System
Administration Guide: Security Services.

� How toDisable a Service Instance
Use the following procedure to disable a service. The service status change is recorded in the service
configuration repository. Once the service is disabled, the disabled state will persist across reboots.
The only way to get the service running again is to enable it.

Become superuser or assume a role that includes the Service Management rights profile.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC” in SystemAdministration Guide: Security Services.

Check the dependents of the service youwant to disable.

If this service has dependents that you need, then you cannot disable this service.
# svcs -D FMRI

Disable the service.
# svcadm disable FMRI

Disabling the rlogin Service
The output from the first command shows that the rlogin service has no dependents. The second
command in this example disables the rlogin service. The third command shows that the state of the
rlogin service instance is disabled.

# svcs -D network/login:rlogin

# svcadm disable network/login:rlogin

STATE STIME FMRI

1

2

3

Example 15–7
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# svcs network/login:rlogin

STATE STIME FMRI

disabled 11:17:24 svc:/network/login:rlogin

� How toEnable a Service Instance
Use the following procedure to enable a service. The service status change is recorded in the service
configuration repository. Once the service is enabled, the enabled state will persist across system
reboots if the service dependencies aremet.

Become superuser or assume a role that includes the Service Management rights profile.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC” in SystemAdministration Guide: Security Services.

Determinewhether service dependencies are satisfied.

If the service is enabled, then the service dependencies are satisfied. If not, use svcadm enable -r
FMRI to recursively enable all dependencies.
# svcs -l FMRI|grep enabled

Enable a service.
# svcadm enable FMRI

Enabling the rlogin Service

The second command in this example enables the rlogin service. The third command shows that
the state of the rlogin service instance is online.

# svcs -l network/login:rlogin|grep enabled

enabled false

# svcadm enable network/login:rlogin

# svcs network/login:rlogin

STATE STIME FMRI

online 12:09:16 svc:/network/login:rlogin

Enabling a Service in Single-userMode

The following command enables rpcbind. The -t option starts the service in temporarymode which
does not change the service repository. The repository is not writable in single-usermode. The -r
option recursively starts all the dependencies of the named service.

# svcadm enable -rt rpc/bind

1

2

3

Example 15–8

Example 15–9
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� How toRestart a Service
If a service is currently running but needs to be restarted due to a configuration change or some other
reason, the service can be restarted without you having to type separate commands to stop and start
the service. The only reason to specifically disable and then enable a service is if changes need to be
made before the service is enabled, and after the service is disabled.

Become superuser or assume a role that includes the Service Management rights profile.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC” in SystemAdministration Guide: Security Services.

Restart a service.

# svcadm restart FMRI

� How toRestore a Service That Is in theMaintenance
State

Become superuser or assume a role that includes the Service Management rights profile.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC” in SystemAdministration Guide: Security Services.

Determine if any process that are dependent to the service have not stopped.

Normally, when a service instance is in amaintenance state, all processes associated with that
instance have stopped. However, you shouldmake sure before you proceed. The following command
lists all of the processes that are associated with a service instance as well as the PIDs for those
processes.
# svcs -p FMRI

(Optional) Kill any remainingprocesses.

Repeat this step for all processes that are displayed by the svcs command.
# pkill -9 PID

If necessary, repair the service configuration.

Consult the appropriate service log files in /var/svc/log for a list of errors.

Restore the service.

# svcadm clear FMRI

1

2

1

2

3

4

5
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� How toRevert toAnother SMFSnapshot
If the service configuration is wrong, the problem can be fixed by reverting to the last snapshot that
started successfully. In this procedure, a previous snapshot of the console-login service is used.

Become superuser or assume a role that includes the Service Management rights profile.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC” in SystemAdministration Guide: Security Services.

Run the svccfg command.

# svccfg

svc:>

a. Select the service instance that youwant to fix.

Note –Youmust use an FMRI that fully defines the instance. No shortcuts are allowed.

svc:> select system/console-login:default

svc:/system/console-login:default>

b. Generate a list of available snapshots.

svc:/system/console-login:default> listsnap

initial

running

start

svc:/system/console-login:default>

c. Select to revert to the start snapshot.

The start snapshot is the last snapshot in which the service successfully started.
svc:/system/console-login:default> revert start

svc:/system/console-login:default>

d. Quit svccfg.

svc:/system/console-login:default> quit

#

Update the information in the service configuration repository.

This step updates the repository with the configuration information from the start snapshot.
# svcadm refresh system/console-login

Restart the service instance.

# svcadm restart system/console-login

1

2

3

4
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� How toUse aDifferent SMFProfile
Become superuser or assume a role that includes the Service Management rights profile.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC” in SystemAdministration Guide: Security Services.

Select SMFprofile to use.

In this example, the generic_limited_net.xml profile is used.
# svccfg apply /var/svc/profile/generic_limited_net.xml

Configuring SMFServices

� How toModify a Service
The following procedure shows how to change the configuration of a service that is notmanaged by
the inetd service.

Become superuser or assume a role that includes the Service Management rights profile.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC” in SystemAdministration Guide: Security Services.

Make changes to the configuration files, as needed.

Many of the services have one ormore configuration files that are used to define the startup or other
configuration information. These files can be changed while the service is running. The contents of
the files is only checked when the service is started.

Restart the service.
# svcadm restart FMRI

Sharing anNFS File System

To share a file system using the NFS service, youmust define the file system in the /etc/dfs/dfstab
file and then restart the NFS service. This example shows you what the dfstab file could look like, as
well as how to restart the service.

# cat /etc/dfs/dfstab

.

.

share -F nfs -o rw /export/home

# svcadm restart svc:/network/nfs/server
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� How toChangeanEnvironmentVariable for a Service
This procedure shows how tomodify cron environment variables to help with debugging.

Become superuser or assume a role that includes the Service Management rights profile.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC” in SystemAdministration Guide: Security Services.

Verify that the service is running.
# svcs system/cron

STATE STIME FMRI

online Dec_04 svc:/system/cron:default

Set environment variables.

In this example the UMEM_DEBUG and LD_PRELOAD environment variables are set. For information
about the setenv subcommand refer to the svccfg(1M)man page.
# svccfg -s system/cron:default setenv UMEM_DEBUG default

# svccfg -s system/cron:default setenv LD_PRELOAD libumem.so

Refresh and restart the service.
# svcadm refresh system/cron

# svcadm restart system/cron

Verify that the changehas beenmade.
# pargs -e ‘pgrep -f /usr/sbin/cron‘

100657: /usr/sbin/cron

envp[0]: LOGNAME=root

envp[1]: LD_PRELOAD=libumem.so

envp[2]: PATH=/usr/sbin:/usr/bin

envp[3]: SMF_FMRI=svc:/system/cron:default

envp[4]: SMF_METHOD=/lib/svc/method/svc-cron

envp[5]: SMF_RESTARTER=svc:/system/svc/restarter:default

envp[6]: TZ=GB

envp[7]: UMEM_DEBUG=default

#

� How toChangeaProperty for an inetdControlled
Service
Become superuser or assume a role that includes the Service Management rights profile.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC” in SystemAdministration Guide: Security Services.
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List the properties for the specific service.
This command displays all of the properties for the service identified by the FMRI.
# inetadm -l FMRI

Change the property for the service.
Each property for an inetd controlled service is defined by a property name and an assigned value.
Supplying the property namewithout a specified value resets the property to the default value.
Specific information about the properties for a service should be covered in theman page associated
with the service.
# inetadm -m FMRI property-name=value

Verify that the property has changed.
List the properties again tomake sure that the appropriate change has occurred.
# inetadm -l FMRI

Confirm that the changehas taken effect.
Confirm the property change that the change has the desired effect.

Changing the tcp_trace Property for telnet

The following example shows how to set the tcp_trace property for telnet to true. Checking the
syslog output after running a telnet command shows that the change has taken effect.

# inetadm -l svc:/network/telnet:default

SCOPE NAME=VALUE

name="telnet"

.

.

default inherit_env=TRUE

default tcp_trace=FALSE

default tcp_wrappers=FALSE

# inetadm -m svc:/network/telnet:default tcp_trace=TRUE

# inetadm -l svc:/network/telnet:default

SCOPE NAME=VALUE

name="telnet"

.

.

default inherit_env=TRUE

tcp_trace=TRUE

default tcp_wrappers=FALSE

# telnet localhost

Trying 127.0.0.1...

Connected to localhost.

Escape character is ’^]’.

login: root
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Password:

Last login: Mon Jun 21 05:55:45 on console

Sun Microsystems Inc. SunOS 5.10 s10_57 May 2004

# ^D

Connection to localhost closed by foreign host.

# tail -1 /var/adm/messages

Jun 21 06:04:57 yellow-19 inetd[100308]: [ID 317013 daemon.notice] telnet[100625]

from 127.0.0.1 32802

� How toModify a Command-LineArgument for an
inetdControlled Service
Become superuser or assume a role that includes the Service Management rights profile.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC” in SystemAdministration Guide: Security Services.

List the execproperty for the specific service.

This command displays all the properties for the service identified by the FMRI.Adding the grep
command restricts the output to the exec property for the service.
# inetadm -l FMRI|grep exec

Change the execproperty for the service.

The command-syntax set with the exec property defines the command string that is run when the
service is started.
# inetadm -m FMRI exec="command-syntax"

Verify that the property has changed.

List the properties again tomake sure that the appropriate change has occurred.
# inetadm -l FMRI

Adding the Connection Logging (-l) Option to the ftp Command

In this example, the -l option is added to the ftp daemonwhen it is started. The effect of this change
can be seen by reviewing the syslog output after a ftp login session has been completed.

# inetadm -l svc:/network/ftp:default | grep exec

exec="/usr/sbin/in.ftpd -a"

# inetadm -m svc:/network/ftp:default exec="/usr/sbin/in.ftpd -a -l"

# inetadm -l svc:/network/ftp:default

SCOPE NAME=VALUE

name="ftp"

endpoint_type="stream"
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proto="tcp6"

isrpc=FALSE

wait=FALSE

exec="/usr/sbin/in.ftpd -a -l"

.

.

# ftp localhost

Connected to localhost.

220 yellow-19 FTP server ready.

Name (localhost:root): mylogin

331 Password required for mylogin.

Password:

230 User mylogin logged in.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> quit

221-You have transferred 0 bytes in 0 files.

221-Total traffic for this session was 236 bytes in 0 transfers.

221-Thank you for using the FTP service on yellow-19.

221 Goodbye.

# tail -2 /var/adm/messages

Jun 21 06:54:33 yellow-19 ftpd[100773]: [ID 124999 daemon.info] FTP LOGIN FROM localhost

[127.0.0.1], mylogin

Jun 21 06:54:38 yellow-19 ftpd[100773]: [ID 528697 daemon.info] FTP session closed

� How toConvert inetd.conf Entries
The following procedure converts inetd.conf entries into SMF servicemanifests. This procedure
needs to be run anytime a third-party application that depends on inetd is added to a system.Also
run this procedure, if you need tomake configuration changes to the entry in /etc/inetd.conf.

Become superuser or assume a role that includes the Service Management rights profile.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC” in SystemAdministration Guide: Security Services.

Convert the inetd.conf entries.

The inetconv command converts each entry in the selected file into servicemanifests.
# inetconv -i filename

Converting /etc/inet/inetd.conf Entries into SMF ServiceManifests

# inetconv -i /etc/inet/inetd.conf
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UsingRunControl Scripts (TaskMap)

Task Description For Instructions

Stop or start a service. Use a run control script to stop or start a service. “How toUse a Run Control Script to Stop or
Start a Legacy Service” on page 300

Add a run control script. Create a run control script and add it to the
/etc/init.d directory.

“How toAdd a RunControl Script” on page
301

Disable a run control script. Disable a run control script by renaming the file. “How toDisable a Run Control Script”
on page 302

UsingRunControl Scripts

� How toUse aRunControl Script to Stopor Start a
Legacy Service
One advantage of having individual scripts for each run level is that you can run scripts in the
/etc/init.d directory individually to stop system services without changing a system’s run level.

Become superuser or assume a role that includes the Service Management rights profile.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC” in SystemAdministration Guide: Security Services.

Stop the system service.
# /etc/init.d/filename stop

Restart the system service.
# /etc/init.d/filename start

Verify that the service has been stoppedor started.
# pgrep -f service

Using a Run Control Script to Stop or Start a Service

For example, you can stop the NFS server daemons by typing the following:

# /etc/init.d/nfs.server stop

# pgrep -f nfs

Then, you can restart the NFS server daemons by typing the following:
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# /etc/init.d/nfs.server start

# pgrep -f nfs

101773

101750

102053

101748

101793

102114

# pgrep -f nfs -d, | xargs ps -fp

UID PID PPID C STIME TTY TIME CMD

daemon 101748 1 0 Sep 01 ? 0:06 /usr/lib/nfs/nfsmapid

daemon 101750 1 0 Sep 01 ? 26:27 /usr/lib/nfs/lockd

daemon 101773 1 0 Sep 01 ? 5:27 /usr/lib/nfs/statd

root 101793 1 0 Sep 01 ? 19:42 /usr/lib/nfs/mountd

daemon 102053 1 0 Sep 01 ? 2270:37 /usr/lib/nfs/nfsd

daemon 102114 1 0 Sep 01 ? 0:35 /usr/lib/nfs/nfs4cbd

� How toAddaRunControl Script
If you want to add a run control script to start and stop a service, copy the script into the
/etc/init.d directory. Then, create links in the rcn.d directory where you want the service to start
and stop.

See the README file in each /etc/rcn.d directory formore information on naming run control
scripts. The following procedure describes how to add a run control script.

Become superuser or assume a role that includes the Service Management rights profile.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC” in SystemAdministration Guide: Security Services.

Add the script to the /etc/init.ddirectory.
# cp filename /etc/init.d

# chmod 0744 /etc/init.d/filename
# chown root:sys /etc/init.d/filename

Create links to the appropriate rcn.ddirectory.
# cd /etc/init.d

# ln filename /etc/rc2.d/Snnfilename
# ln filename /etc/rcn.d/Knnfilename

Verify that the script has links in the specifieddirectories.
# ls /etc/init.d/*filename /etc/rc2.d/*filename /etc/rcn.d/*filename

Adding a Run Control Script
The following example shows how to add a run control script for the xyz service.

1

2

3

4

Example 15–15

Using Run Control Scripts

Chapter 15 • Managing Services (Tasks) 301



# cp xyz /etc/init.d

# chmod 0744 /etc/init.d/xyz

# chown root:sys /etc/init.d/xyz

# cd /etc/init.d

# ln xyz /etc/rc2.d/S99xyz

# ln xyz /etc/rc0.d/K99xyz

# ls /etc/init.d/*xyz /etc/rc2.d/*xyz /etc/rc0.d/*xyz

� How toDisable aRunControl Script
You can disable a run control script by renaming it with an underscore (_) at the beginning of the file
name. Files that begin with an underscore or dot are not executed. If you copy a file by adding a suffix
to it, both files will be run.

Become superuser or assume a role that includes the Service Management rights profile.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC” in SystemAdministration Guide: Security Services.

Rename the script by adding anunderscore (_) to the beginning of the newfile.

# cd /etc/rcn.d
# mv filename _filename

Verify that the script has been renamed.

# ls _*

_filename

Disabling a Run Control Script

The following example shows how to rename the S99datainit script.

# cd /etc/rc2.d

# mv S99datainit _S99datainit

# ls _*

_S99datainit
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Troubleshooting the ServiceManagement Facility

� Debugging a Service That IsNot Starting
In this procedure, the print service is disabled.

Become superuser or assume a role that includes the Service Management rights profile.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC” in SystemAdministration Guide: Security Services.

Request information about the hung service.
# svcs -xv

svc:/application/print/server:default (LP Print Service)

State: disabled since Wed 13 Oct 2004 02:20:37 PM PDT

Reason: Disabled by an administrator.

See: http://sun.com/msg/SMF-8000-05

See: man -M /usr/share/man -s 1M lpsched

Impact: 2 services are not running:

svc:/application/print/rfc1179:default

svc:/application/print/ipp-listener:default

The -x option provides additional information about the service instances that are impacted.

Enable the service.
# svcadm enable application/print/server

� How toRepair a Corrupt Repository
This procedure shows how to replace a corrupt repository with a default copy of the repository.
When the repository daemon, svc.configd, is started, it does an integrity check of the configuration
repository. This repository is stored in /etc/svc/repository.db. The repository can become
corrupted due to one of the following reasons:

� Disk failure
� Hardware bug
� Software bug
� Accidental overwrite of the file

If the integrity check fails, the svc.configd daemonwrites amessage to the console similar to the
following:

svc.configd: smf(5) database integrity check of:

/etc/svc/repository.db
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failed. The database might be damaged or a media error might have

prevented it from being verified. Additional information useful to

your service provider is in:

/etc/svc/volatile/db_errors

The system will not be able to boot until you have restored a working

database. svc.startd(1M) will provide a sulogin(1M) prompt for recovery

purposes. The command:

/lib/svc/bin/restore_repository

can be run to restore a backup version of your repository. See

http://sun.com/msg/SMF-8000-MY for more information.

The svc.startd daemon then exits and starts sulogin to enable you to performmaintenance.

Enter the rootpassword at the suloginprompt. sulogin enables the rootuser to enter system
maintenancemode to repair the system.

Run the following command:

# /lib/svc/bin/restore_repository

Running this command takes you through the necessary steps to restore a non-corrupt backup. SMF
automatically takes backups of the repository at key systemmoments. Formore information see
“SMFRepository Backups” on page 276.

When started, the /lib/svc/bin/restore_repository command displays amessage similar to the
following:

Repository Restore utility

See http://sun.com/msg/SMF-8000-MY for more information on the use of

this script to restore backup copies of the smf(5) repository.

If there are any problems which need human intervention, this script

will give instructions and then exit back to your shell.

Note that upon full completion of this script, the system will be

rebooted using reboot(1M), which will interrupt any active services.

If the system that you are recovering is not a local zone, the script explains how to remount the / and
/usr file systems with read and write permissions to recover the databases. The script exits after
printing these instructions. Follow the instructions, paying special attention to any errors that might
occur.
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After the root (/) file system ismounted with write permissions, or if the system is a local zone, you
are prompted to select the repository backup to restore:

The following backups of /etc/svc/repository.db exists, from

oldest to newest:

... list of backups ...

Backups are given names, based on type and the time the backup was taken. Backups beginning with
boot are completed before the first change is made to the repository after system boot. Backups
beginning with manifest_import are completed after svc:/system/manifest-import:default
finishes its process. The time of the backup is given inYYYYMMDD_HHMMSS format.

Enter the appropriate response.
Typically, themost recent backup option is selected.
Please enter one of:

1) boot, for the most recent post-boot backup

2) manifest_import, for the most recent manifest_import backup.

3) a specific backup repository from the above list

4) -seed-, the initial starting repository. (All customizations

will be lost.)

5) -quit-, to cancel.

Enter response [boot]:

If you press Enter without specifying a backup to restore, the default response, enclosed in [] is
selected. Selecting -quit- exits the restore_repository script, returning you to your shell prompt.

Note – Selecting -seed- restores the seed repository. This repository is designed for use during initial
installation and upgrades. Using the seed repository for recovery purposes should be a last resort.

After the backup to restore has been selected, it is validated and its integrity is checked. If there are
any problems, the restore_repository command prints errormessages and prompts you for
another selection. Once a valid backup is selected, the following information is printed, and you are
prompted for final confirmation.

After confirmation, the following steps will be taken:

svc.startd(1M) and svc.configd(1M) will be quiesced, if running.

/etc/svc/repository.db

-- renamed --> /etc/svc/repository.db_old_YYYYMMDD_HHMMSS

/etc/svc/volatile/db_errors

-- copied --> /etc/svc/repository.db_old_YYYYMMDD_HHMMSS_errors

repository_to_restore

-- copied --> /etc/svc/repository.db

and the system will be rebooted with reboot(1M).

Proceed [yes/no]?
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Type yes to remedy the fault.

The system reboots after the restore_repository command executes all of the listed actions.

� How toStart Services InteractivelyDuringBoot
If problems with starting services occur, sometimes a systemwill hang during the boot. This
procedure shows how to troubleshoot this problem.

Become superuser or assume a role that includes the Service Management rights profile.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC” in SystemAdministration Guide: Security Services.

Bootwithout starting anymilestones.

This command instructs the svc.startd daemon to temporarily disable all services and start
sulogin on the console.
ok boot -m milestone=none

Log in to the systemas root.

Enable all services.

# svcadm milestone all

Determinewhere the boot process is hanging.

When the boot process hangs, determine which services are not running by running svcs -a. Look
for errormessages in the log files in /var/svc/log.

After fixing the problems, verify that all services are ready to be started.

a. Verify that all needed services are online.

# svcs -a

b. Verify that the console-login service dependencies are satisfied.

This command verifies that the login process on the console will run.
# svcs -l system/console-login:default

Continue the normal booting process.
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� How to Force a suloginPrompt If the
system/filesystem/local:default Service Fails
DuringBoot
Local file systems that are not required to boot the Solaris OS aremounted by the
svc:/system/filesystem/local:default service.When any of those file systems are unable to be
mounted, the service enters amaintenance state. System startup continues, and any services which
do not depend on filesystem/local are started. Services which require filesystem/local to be
online before starting through dependencies are not started.

To change the configuration of the system so that a sulogin prompt appears immediately after the
service fails instead of allowing system startup to continue, follow the procedure below.

Modify the system/console-login service.
# svccfg -s svc:/system/console-login

svc:/system/console-login> addpg site,filesystem-local dependency

svc:/system/console-login> setprop site,filesystem-local/entities = fmri: svc:/system/filesystem/local

svc:/system/console-login> setprop site,filesystem-local/grouping = astring: require_all

svc:/system/console-login> setprop site,filesystem-local/restart_on = astring: none

svc:/system/console-login> setprop site,filesystem-local/type = astring: service

svc:/system/console-login> end

Refresh the service.
# svcadm refresh console-login

Forcing an sulogin Prompt Using Jumpstart

Save the following commands into a script and save it as /etc/rcS.d/S01site-customfs.

#!/bin/sh

#

# This script adds a dependency from console-login -> filesystem/local

# This forces the system to stop the boot process and drop to an sulogin prompt

# if any file system in filesystem/local fails to mount.

PATH=/usr/sbin:/usr/bin

export PATH

svccfg -s svc:/system/console-login << EOF

addpg site,filesystem-local dependency

setprop site,filesystem-local/entities = fmri: svc:/system/filesystem/local

setprop site,filesystem-local/grouping = astring: require_all

setprop site,filesystem-local/restart_on = astring: none

setprop site,filesystem-local/type = astring: service

EOF
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svcadm refresh svc:/system/console-login

[ -f /etc/rcS.d/S01site-customfs ] &&

rm -f /etc/rcS.d/S01site-customfs

When a failure occurs with the system/filesystem/local:default service, the svcs -vx command
should be used to identify the failure.After the failure has been fixed, the following command clears
the error state and allows the system boot to continue: svcadm clear filesystem/local.

Troubleshooting
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Managing Software (Overview)

Softwaremanagement involves adding and removing software from stand-alone systems, servers,
and their clients. This chapter describes the various tools that are available for installing and
managing software.

This chapter does not describe installing the Solaris Operating System (Solaris OS) on a new system,
nor does it describe installing or upgrading a new version of the Solaris OS. For information about
installing or upgrading the Solaris OS, see Solaris 10 Installation Guide: Basic Installations.

This is a list of the overview information in this chapter.

� “What’s New in SoftwareManagement in the Solaris Operating System?” on page 309
� “Where to Find SoftwareManagement Tasks” on page 313
� “Overview of Software Packages” on page 314
� “Tools forManaging Software Packages” on page 318
� “Adding or Removing a Software Package (pkgadd)” on page 320
� “Key Points forAdding Software Packages (pkgadd)” on page 320
� “Guidelines for Removing Packages (pkgrm)” on page 320
� “Avoiding User InteractionWhenAdding Packages (pkgadd)” on page 321

For step-by-step instructions onmanaging software, see Chapter 18 and Chapter 19.

For information aboutmanaging software on Solaris systems with zones installed, see Chapter 24,
“Adding and Removing Packages and Patches on a Solaris SystemWith Zones Installed (Tasks),” in
SystemAdministration Guide: Solaris Containers-ResourceManagement and Solaris Zones.

What’sNew in SoftwareManagement in the SolarisOperating
System?

This section describes the new softwaremanagement features in this Solaris release.

For a complete listing of new Solaris features and a description of Solaris releases, see the Solaris 10
What’s New
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SunUpdate ConnectionProduct Supports Patch
Management FromaGlobal ZoneonSystemsWith
Non-Global Zones Installed
Solaris 10 6/06: SunUpdate Connection support formanaging Solaris systems with zones installed.
The version of the SunUpdate connection software that is available in this Solaris release supports
the default behavior of the patchadd command from a global zone on systems that have one ormore
non-global zones installed. Formore information, see the SunUpdate Connection Collection
(http://docs.sun.com/app/docs/coll/1320.1).

CommonAgent Container Included in Solaris 10 6/06
OS
Solaris 10 6/06:The CommonAgent Container is a stand-alone Java program that implements a
container for Javamanagement applications. This program provides amanagement infrastructure
that is designed for JavaManagement Extensions (JMX) and Java DynamicManagement Kit (Java
DMK) basedmanagement functionality. The software is installed by the SUNWcacaort package and
resides in the /usr/lib/cacao directory.

Typically, the container is not visible. However, there are two instances when youmight need to
interact with the container daemon:

� It is possible that another applicationmight attempt to use a network port that is reserved for the
CommonAgent Container.

� In the event that a certificate store is compromised, youmay have to regenerate the Common
Agent Container certificate keys.

For information about how to troubleshoot these problems, see “Troubleshooting CommonAgent
Container Problems in the Solaris OS” in SystemAdministration Guide: Advanced Administration.

SunUpdate Connection, SystemEdition 1.0
Solaris 10 1/06:The SunUpdate Connection services enable you to keep your Solaris systems up to
date by giving you access to all the latest fixes and features. You can choose to perform local
single-system updatemanagement or remotemultiple-system updatemanagement. The SunUpdate
Connection product suite includes these components:

� SunUpdateManager.The SunUpdateManager GUI and the smpatch command-line interface
enable you to locally manage updates on your Solaris system.

What’s New in SoftwareManagement in the Solaris Operating System?
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Note –The SunUpdate Connection software has the same functionality as the Sun PatchManager
2.0 tools, with the addition of some new features and enhancements.

� SunUpdate Connection.This web application is hosted at Sun and enables you to remotely
manage updates on one ormore of your Solaris systems.

� SunUpdate Connection Proxy.This local caching proxy serves updates from Sun to the proxy’s
client systems inside your enterprise security domain.

� SunSolve Patch&Updates Portal.The SunSolveSM Patch andUpdates portal gives youmanual
access to patches for download and to patch READMEfiles. More information can be found at
http://sunsolve.sun.com/.

To receive the SunUpdate Connection services, youmust first register your system. The registration
process is initiated the first time you boot your system or access the UpdateManager application for
the first time.

Asubset of the SunUpdate Connection services is available, at no cost, to all Solaris users. These
services include the use of SunUpdateManager tomanage all security fixes and device driver
updates that apply to your Solaris system.

To use the full suite of SunUpdate Connection products, including access to all patches, the Sun
Update Connection web application, and the SunUpdate Connection proxy, youmust have one of
the service plans described at http://www/sun.com/service/solaris10.

The SunUpdate Connection, System Edition software was introduced in the Solaris 10 1/06 release.
If you are running the Solaris 10 initial release, and you want to use SunUpdate Connection, install
the appropriate patches or upgrade your system to at least the Solaris 10 1/06 release.

Formore information about installing and using SunUpdate Connection, see the SunUpdate
Connection Collection, at http://docs.sun.com/app/docs/coll/1320.1.

For information about registering your system after you install the Solaris software, see Chapter 17.

Basic Registration Tool
Solaris 10 1/06: SunUpdate Connection services enable you to update your registered Solaris system
by giving you access to the latest fixes and features.

To be eligible for all applicable Solaris patches and updates, youmust register your Solaris software
and include an eligible service plan ID. Eligible service plans are described at
http://sun.com/service/solaris10/. If you do not have a service plan, you can register your
Solaris software and use SunUpdate Connection services tomanage the hardware support and
security patches that are available on your system.

Register your Solaris software by using one of the following tools:

� Registration wizard GUI

What’s New in SoftwareManagement in the Solaris Operating System?

Chapter 16 • Managing Software (Overview) 311

http://sunsolve.sun.com/
http://www/sun.com/service/solaris10
http://docs.sun.com/app/docs/coll/1320.1
http://sun.com/service/solaris10/


� Registration command-line interface (CLI)
� SunUpdateManager GUI

If you are running the Solaris 10 initial release, and you want to use SunUpdate Connection, install
the appropriate patches or upgrade your system to at least the Solaris 10 1/06 release.

Note – Starting with the Solaris 10 6/06 release, the Basic Registration Tool, Version 1.1 is included in
the Solaris OS. Use the Basic Registration tool to create a registration profile and ID to automate your
Solaris software registrations. This version of the software includes software registration user
interface revisions and changes to the steps to register a system.

Formore information about using the registration wizard or CLI to register your software, see
Chapter 17. For information about installing the SunUpdate Connection software and using the Sun
UpdateManager GUI to register your software, see the SunUpdateManager documentation in the
SunUpdate Connection Collection at http://docs.sun.com/app/docs/coll/1320.1.

Improvements toHow patchadd -MCommand
HandlesMultiple Patches
Solaris 10: Starting with the Solaris 10 release, the functionality of the patchadd -M command is
improved to enablemore effective and efficient handling of multiple patches and dependencies
between patches.As a result, you no longer have to specify patch IDs in numerical order when using
this command.

Note that if you use the patchadd -M commandwithout specifying a patch ID or patch IDs, all the
patches in the directory are automatically installed on the system. To install a specific patch or
patches, youmust specify the patch IDwhen using the patchadd -M command.

Formore information, see the patchadd(1M)man page.

Package andPatch Tool Enhancements
Solaris 10:The Solaris package and patch tools were enhanced in the Solaris 10 initial release to
provide improved performance and extended functionality.

As a part of these enhancements, the pkgchk command now provides a new option to assist you in
mapping files to packages. Tomap files to packages, use the pkgchk -P option instead of grep
pattern/var/sadm/install/contents. The -P option enables you to use a partial path. Use this
option with the -l option to list the information about the files that contain the partial path. For
more information see “How to Check the Integrity of Installed Objects (pkgchk -p, pkgchk -P)”
on page 395 and the pkgchk(1M)man page.
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SunPatchManager Enhancements
Solaris 10: Starting with the Solaris 10 initial release, the Sun PatchManager tool (PatchManager) is
used tomanage patches on Solaris systems. Use this tool to apply patches to Solaris systems.

You can access PatchManager by using the GUI or by using the smpatch command-line interface.

Note – In the current Solaris release, you can use the SunUpdate Connection to keep your Solaris
system up to date. The SunUpdate Connection software has the same functionality as the Sun Patch
Manager tools, with the addition of some new features and enhancements. If you are running the
Solaris 10 initial release, and you want to use SunUpdate Connection, install the appropriate patches
or upgrade your system to at least the Solaris 10 1/06 release. Formore information, see Chapter 16.

For information about installing and using the SunUpdate Connection software tomanage patches
and updates on your Solaris system, see the SunUpdate Connection Collection at
http://docs.sun.com/app/docs/coll/1320.1.

PatchManager includes the following features:

� PatchPro analysis engine – PatchManager now incorporates PatchPro functionality to
automate the patchmanagement process. This process includes performing patch analysis on
systems, then downloading and applying the resulting patches. This automation functionality
was previously available for Solaris 9 as a separate PatchPro product and is now part of the
standard Solaris release.

� Local-mode command-line interface –The command-line interface, smpatch, can be used even
when the SolarisWBEM services are not running on your system. This capability enables you to
use smpatch to apply patches while your system is in single-usermode.

� Patch list operations – PatchManager enables you to generate, save, edit, order, and resolve
patch lists. These lists can be used to perform patch operations, such as downloading and
applying patches.

Youmust install at least the Developer Software Support Group of the Solaris 10 software to use Sun
PatchManager.

Formore information about how to use PatchManager, see Chapter 21 and the smpatch(1M)man
page.

Where to Find SoftwareManagement Tasks
Use this table to find step-by-step instructions formanaging software.

Where to Find SoftwareManagement Tasks
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SoftwareManagement Topics ForMore Information

Installing Solaris software. Solaris 10 Installation Guide: Basic Installations

Adding or removing Solaris software
packages after installation.

Chapter 18 and Chapter 19

Adding or removing Solaris patches after
installation.

Chapter 21 and Chapter 22

Managing patches and updates on your
Solaris systemwith the SunUpdate
Connection, System Edition software.

See the SunUpdate Connection Collection at,
http://docs.sun.com/app/docs/coll/1320.1.

Registering your Solaris systems. Chapter 17

Troubleshooting software package problems. Chapter 29, “Troubleshooting Software Package Problems
(Tasks),” in SystemAdministration Guide: Advanced
Administration

Overviewof SoftwarePackages
Softwaremanagement involves installing or removing software products. Sun and its third-party
vendors deliver software products in a form called a package.

The term packaging generically refers to themethod for distributing and installing software products
to systems where the products will be used.Apackage is a collection of files and directories in a
defined format. This format conforms to the application binary interface (ABI), which is a
supplement to the SystemV Interface Definition. The Solaris OS provides a set of utilities that
interpret this format and provide themeans to install a package, to remove a package, or to verify a
package installation.

Apatch is a collection of files and directories that replace or update existing files and directories that
are preventing proper execution of the existing software. Formore information about patches, see
Chapter 20.

Note –The terms patch and update are used interchangeably in this book.

SignedPackages, Patches, andUpdates
Packages can include a digital signature.Apackage with a valid digital signature ensures that the
package has not beenmodified since the signature was applied to the package. Using signed packages
is a securemethod of downloading or adding packages because the digital signature can be verified
before the package is added to your system.
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The same holds true for signed patches.Apatch with a valid digital signature ensures that the patch
has not beenmodified since the signature was applied to the patch. Using signed patches is a secure
method of downloading or applying patches because the digital signature can be verified before the
patch is applied to your system.

Formore information about applying signed patches to your system, see “Managing Solaris Patches
by Using the Sun PatchManager Command-Line Interface (TaskMap)” on page 420 or “Managing
Solaris Patches by Using the patchaddCommand (TaskMap)” on page 445.

For information about creating signed packages, seeApplication Packaging Developer’s Guide.

A signed package is identical to an unsigned package, except for the digital signature. The package
can be installed, queried, or removed with existing Solaris packaging tools.Asigned package is also
binary-compatible with an unsigned package.

Before you can use pkgadd and patchadd to add a package or patch with a digital signature to your
system, youmust set up a package keystore with trusted certificates. These certificates are used to
identify that the digital signature on the package or patch is valid. Note that the keystore and
certificates are automatically set up when you use PatchManager to apply signed patches.

The following describes the general terms associated with signed packages and patches.

Keystore Arepository of certificates and keys that is queried when needed.
� Java keystore –Arepository of certificates that is installed by default with

the Solaris release. The Java keystore is usually stored in the
/usr/j2se/jre/lib/security directory.

� Package keystore –Arepository of certificates that you import when
adding signed packages and patches to your system.

The package keystore is stored in the /var/sadm/security directory by
default.

Trusted certificate Acertificate that holds a public key that belongs to another entity. The trusted
certificate is named as such because the keystore owner trusts that the public
key in the certificate indeed belongs to the identity identified by the subject
or owner of the certificate. The issuer of the certificate vouches for this trust
by signing the certificate.

Trusted certificates are used when verifying signatures, and when initiating a
connection to a secure (SSL) server.

User key Holds sensitive cryptographic key information. This information is stored in
a protected format to prevent unauthorized access.Auser key consists of
both the user’s private key and the public key certificate that corresponds to
the private key.

The process of using the pkgadd or patchadd command to add a signed package or patch to your
system involves three basic steps:
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1. Adding the certificates to your system’s package keystore by using the pkgadm command
2. (Optional) Listing the certificates by using the pkgadm command
3. Adding the package with the pkgadd command or applying the patch by using the patchadd

command

If you use PatchManager to apply patches to your system, you do not need tomanually set up the
keystore and certificates, as it is automatically set up.

For step-by-step instructions on adding signed packages to your system, see “Adding and Removing
Signed Packages by Using the pkgaddCommand (TaskMap)” on page 381.

For step-by-step instructions on applying patches and updates to your systemwith the SunUpdate
Manager tools, see the SunUpdate Connection, System Edition software documentation at
http://docs.sun.com/app/docs/coll/1320.1/.

For step-by-step instructions on applying signed patches to your systemwith the Sun PatchManger
tools, see “Managing Solaris Patches by Using the Sun PatchManager Command-Line Interface
(TaskMap)” on page 420, or “Managing Solaris Patches by Using the patchaddCommand (Task
Map)” on page 445.

Using Sun’s Certificates toVerify SignedPackages andPatches
Digital certificates, issued and authenticated by SunMicrosystems, are used to verify that the
downloaded package or patch with the digital signature has not been compromised. These
certificates are imported into your system’s package keystore.

A stream-formatted SVR4-signed package or patch contains an embedded PEM-encoded PKCS7
signature. This signature contains at aminimum the encrypted digest of the package or patch, along
with the signer’s X.509 public key certificate. The package or patch can also contain a certificate chain
that is used to form a chain of trust from the signer’s certificate to a locally stored trusted certificate.

The PEM-encoded PKCS7 signature is used to verify the following information:

� The package came from the entity that signed it.
� The entity indeed signed it.
� The package hasn’t beenmodified since the entity signed it.
� The entity that signed it is a trusted entity.

All Sun certificates are issued by Baltimore Technologies, which recently bought GTECyberTrust.

Access to a package keystore is protected by a special password that you specify when you import the
Sun certificates into your system’s package keystore.

If you use the pkgadm listcert command, you can view information about your locally stored
certificates in the package keystore. For example:
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# pkgadm listcert -P pass:store-pass
Keystore Alias: GTE CyberTrust Root

Common Name: GTE CyberTrust Root

Certificate Type: Trusted Certificate

Issuer Common Name: GTE CyberTrust Root

Validity Dates: <Feb 23 23:01:00 1996 GMT> - <Feb 23 23:59:00 2006 GMT>

MD5 Fingerprint: C4:D7:F0:B2:A3:C5:7D:61:67:F0:04:CD:43:D3:BA:58

SHA1 Fingerprint: 90:DE:DE:9E:4C:4E:9F:6F:D8:86:17:57:9D:D3:91:BC:65:A6...

The following describes the output of the pkgadm listcert command.

Keystore Alias When you retrieve certificates for printing, signing, or removing, this
namemust be used to reference the certificate.

CommandName The common name of the certificate. For trusted certificates, this name
is the same as the keystore alias.

Certificate Type Can be one of two types:
� Trusted certificate –Acertificate that can be used as a trust anchor

when verifying other certificates. No private key is associated with a
trusted certificate.

� Signing certificate –Acertificate that can be used when signing a
package or patch.Aprivate key is associated with a signing
certificate.

Issuer CommandName The name of the entity that issued, and therefore signed, this
certificate. For trusted certificate authority (CA) certificates, the issuer
common name and common name are the same.

ValidityDates Adate range that identifies when the certificate is valid.

MD5Fingerprint AnMD5 digest of the certificate. This digest can be used to verify that
the certificate has not been altered during transmission from the
source of the certificate.

SHA1 Fingerprint Similar to anMD5 fingerprint, except that it is calculated using a
different algorithm.

Each certificate is authenticated by comparing itsMD5 and SHA1 hashes, also called fingerprints,
against the known correct fingerprints published by the issuer.

Importing Sun’s TrustedCertificates
You can obtain Sun’s trusted certificates for adding signed packages and patches in the following
ways:

� Java keystore – Import Sun’s Root CAcertificate that is included by default in the Java keystore
when you install the Solaris release.
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� Sun’s Public Key Infrastructure (PKI) site – If you do not have a Java keystore available on your
system, you can import the certificates from this site.
https://ra.sun.com:11005/

� PatchPro’s keystore – If you have installed PatchPro for applying signed patches with the
smpatch command, you can import Sun’s Root CAcertificate from the Java keystore.

SettingUpaPackageKeystore
In previous Solaris releases, you could download the patchmanagement tools and create a Java
keystore, for use by PatchPro, by importing the certificates with the keytool command.

If your system already has a populated Java keystore, you can now export the SunMicrosystems root
CAcertificate from the Java keystore with the keytool command. Then, use the pkgadm command to
import this certificate into the package keystore.

After the Root CAcertificate is imported into the package keystore, you can use the pkgadd and
patchadd commands to add signed packages and patches to your system.

Note –The SunMicrosystems root-level certificates are only required when adding Sun-signed
patches and packages.

For step-by-step instructions on importing certificates into the package keystore, see “How to
Import a Trusted Certificate From the Java Keystore (pkgadm addcert)” on page 382.

For complete instructions on adding signed packages with the pkgadd command, see “How toAdd a
Signed Package (pkgadd)” on page 386.

Tools forManaging SoftwarePackages
The following table describes the tools for adding and removing software packages from a system
after the Solaris release is installed on a system.

TABLE 16–1Tools or Commands forManaging Software Packages

Tool or Command Description ManPage

installer Launches an installer, such as
Solaris installation GUI, to add
software from the Solaris media.
The installer must be available
either locally or remotely.

installer(1M)
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TABLE 16–1Tools or Commands forManaging Software Packages (Continued)
Tool or Command Description ManPage

prodreg (GUI) Launches an installer to add,
remove, or display software
product information. Use Solaris
Product Registry to remove or
display information about software
products that were originally
installed by using the Solaris
installation GUI or the Solaris
pkgadd command.

prodreg(1M)

Solaris Product
Registry prodreg
Viewer (CLI)

Use the prodreg command to
remove or display information
about software products that were
originally installed by using the
Solaris installation GUI or the
Solaris pkgadd command.

prodreg(1M)

pkgadd Installs a signed or unsigned
software package.

pkgadd(1M)

pkgadm Maintains the keys and certificates
used tomanage signed packages
and signed patches.

pkgadm(1M)

pkgchk Checks the installation of a
software package.

pkgchk(1M)

pkginfo Lists software package information. pkginfo(1)

pkgparam Displays software package
parameter values.

pkgparam(1)

pkgrm Removes a software package. pkgrm(1M)

pkgtrans Translates an installable package
from one format to another format.
The -g option instructs the
pkgtrans command to generate
and store a signature in the
resulting data stream.

pkgtrans(1)

Formore information about these commands, see Chapter 18 and Chapter 19.
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Addingor Removing a SoftwarePackage (pkgadd)
All the softwaremanagement tools that are listed in Table 16–1 are used to add, remove, or query
information about installed software. The Solaris Product Registry prodreg viewer and the Solaris
installation GUI both access install data that is stored in the Solaris Product Registry. The package
tools, such as the pkgadd and pkgrm commands, also access ormodify install data.

When you add a package, the pkgadd command uncompresses and copies files from the installation
media to a local system’s disk.When you remove a package, the pkgrm command deletes all files
associated with that package, unless those files are also shared with other packages.

Package files are delivered in package format and are unusable as they are delivered. The pkgadd
command interprets the software package’s control files, and then uncompresses and installs the
product files onto the system’s local disk.

Although the pkgadd and pkgrm commands do not log their output to a standard location, they do
keep track of the package that is installed or removed. The pkgadd and pkgrm commands store
information about a package that has been installed or removed in a software product database.

By updating this database, the pkgadd and pkgrm commands keep a record of all software products
installed on the system.

KeyPoints forAdding SoftwarePackages (pkgadd)
Keep the following key points inmind before you install or remove packages on your system:

� Package naming conventions – Sun packages always begin with the prefix SUNW, as in SUNWaccr,
SUNWadmap, and SUNWcsu. Third-party packages usually begin with a prefix that corresponds to
the company’s stock symbol.

� What software is already installed –You can use the Solaris installation GUI, Solaris Product
Registry prodreg viewer (either GUI or CLI) or the pkginfo command to determine the software
that is already installed on a system.

� How servers and clients share software – Clientsmight have software that resides partially on a
server and partially on the client. In such cases, adding software for the client requires that you
add packages to both the server and the client.

Guidelines for RemovingPackages (pkgrm)
You should use one of the tools listed in Table 16–1 to remove a package, even though youmight be
tempted to use the rm command instead. For example, you could use the rm command to remove a
binary executable file. However, doing so is not the same as using the pkgrm command to remove the
software package that includes that binary executable. Using the rm command to remove a package’s
files will corrupt the software products database. If you really only want to remove one file, you can
use the removef command. This commandwill update the software product database correctly so
that the file is no longer a part of the package. Formore information, see the removef(1M)man page.
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If you intend to keepmultiple versions of a package, install new versions into a different directory
than the already installed package by using the pkgadd command. For example, if you intended to
keepmultiple versions of a document processing application. The directory where a package is
installed is referred to as the base directory. You canmanipulate the base directory by setting the
basedir keyword in a special file called an administration file. Formore information on using an
administration file and on setting the base directory, see the “Avoiding User InteractionWhen
Adding Packages (pkgadd)” on page 321 and admin(4) man page.

Note – If you use the upgrade option when installing Solaris software, the Solaris installation software
checks the software product database to determine the products that are already installed on the
system.

AvoidingUser InteractionWhenAddingPackages (pkgadd)
This section provides information about avoiding user interaction when adding packages with the
pkgadd command.

Using anAdministration File
When you use the pkgadd -a command, the command consults a special administration file for
information about how the installation should proceed. Normally, the pkgadd command performs
several checks and prompts the user for confirmation before it actually adds the specified package.
You can, however, create an administration file that indicates to the pkgadd command that it should
bypass these checks and install the package without user confirmation.

The pkgadd command, by default, checks the current working directory for an administration file. If
the pkgadd command doesn’t find an administration file in the current working directory, it checks
the /var/sadm/install/admin directory for the specified administration file. The pkgadd command
also accepts an absolute path to the administration file.

Note –Use administration files judiciously. You should knowwhere a package’s files are installed and
how a package’s installation scripts run before using an administration file to avoid the checks and
prompts that the pkgadd command normally provides.

The following example shows an administration file that prevents the pkgadd command from
prompting the user for confirmation before installing the package.

mail=

instance=overwrite

partial=nocheck

runlevel=nocheck

idepend=nocheck
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rdepend=nocheck

space=nocheck

setuid=nocheck

conflict=nocheck

action=nocheck

networktimeout=60

networkretries=3

authentication=quit

keystore=/var/sadm/security

proxy=

basedir=default

Besides using administration files to avoid user interaction when you add packages, you can use
them in several other ways. For example, you can use an administration file to quit a package
installation (without user interaction) if there’s an error or to avoid interaction when you remove
packages by using the pkgrm command.

You can also assign a special installation directory for a package, which youmight do if you wanted
tomaintainmultiple versions of a package on a system. To do so, set an alternate base directory in the
administration file by using the basedir keyword. The keyword specifies where the package will be
installed. Formore information, see the admin(4) man page.

Using aResponse File (pkgadd)
Aresponse file contains your answers to specific questions that are asked by an interactive package.
An interactive package includes a request script that asks you questions prior to package
installation, such as whether optional pieces of the package should be installed.

If you know prior to installation that the package is an interactive package, and you want to store
your answers to prevent user interaction during future installations, use the pkgask command to
save your response. Formore information on this command, see pkgask(1M).

Once you have stored your responses to the questions asked by the request script, you can use the
pkgadd -r command to install the package without user interaction.

AvoidingUser InteractionWhenAdding Packages (pkgadd)

SystemAdministration Guide: BasicAdministration • May 2006322



RegisteringYour Solaris Software (Tasks)

This chapter describes how to register your Solaris systemwith the Basic Registration graphical user
interface (GUI) or the command-line interface (CLI). By registering your system, you can use Sun
Update Connection, System Edition services tomanage updates for your Solaris system. Registration
is free, and it involves sending only your basic system specifications to Sun. The registration process
is initiated when you reboot your Solaris system.

Starting with the Solaris 10 1/06 release, you can use the Basic Registration GUI or the CLI to register
your Solaris system. The steps to register your Solaris software vary depending on your Solaris
version. The following versions are available:

� Solaris 10 6/06 release
� Solaris 10 1/06 release
� Solaris 10 release

Note –Any information in this chapter that pertains only to a specific Solaris release is labeled as such.

For Solaris 10 6/06 software, the followingmethods of registration are available:

� Registration wizard in your Solaris software. The wizard is available upon system reboot. For
information about registering your system, see “Registering Your Solaris SoftwareWith the
RegistrationWizard” on page 331.

� Registration CLI. In the Solaris 10 6/06 release, a registration CLI is available in the software. See
“Registering Your Solaris SoftwareWith the CLI” on page 347 for the steps to register your
system.

� Registration wizard in the UpdateManager application.

For Solaris 10 1/06 software, the followingmethods of registration are available:

� Registration wizard in the Solaris software. The wizard is available upon system reboot. See
“Registering Your Solaris SoftwareWith the RegistrationWizard” on page 331 and “How to
Register Your Solaris Software toAutomaticallyManage Updates: Solaris 10 1/06” on page 339 or
“How to Register Your Solaris Software toManuallyManage Updates: Solaris 10 1/06” on page
341 for the steps to register your system.
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� Registration CLI. In Solaris 10 1/06, a registration CLI is available in the software. See
“Registering Your Solaris SoftwareWith the CLI” on page 347 for the steps to register your
system.

� Registration wizard in the UpdateManager. For information about registering using the Update
Manager application, the SunUpdate Connection documentation at
http://docs.sun.com/app/docs/coll/1320.1.

If you are not running at least Solaris 10 1/06, the followingmethods of registration are available:

� SunUpdateManager application, henceforth referred to asUpdateManager. For information
about registering your software by using the application, see the SunUpdate Connection
documentation located at http://docs.sun.com/app/docs/coll/1320.1/.

� Registration CLI. The CLI is available in the following patches:
� SPARC – at least 120776-02
� x86 – at least 120777-02

For information about registering using the CLI, print the READMEfile located in the patch before
installing the patch. Information on registering using the CLI is also available at “Registering Your
Solaris SoftwareWith the CLI” on page 347 and in the Solaris 10Man Pages Collection.

Note –The registration CLI in patches 120776–02 and 120777–02 is the same as the registration CLI
available in Solaris 10 1/06.

This is a list of the overview information in this chapter.

� “Solaris Software Registration (Overview)” on page 325
� “Solaris Software Registration (TaskMap)” on page 326
� “What Is a SunOnlineAccount?” on page 328
� “What Is a Subscription Key or Service PlanNumber?” on page 330
� “Registering Your Solaris SoftwareWith the RegistrationWizard” on page 331
� “Registering Your Solaris Software Later” on page 346
� “Registering Your Solaris SoftwareWith the CLI” on page 347
� “Disabling the Basic Registration Tool” on page 353

x86 only – If the keyboard’s NumLock is on, the Tab and Backspace keys on the keyboardmight not
work. To activate the Tab and Backspace keys, turn off NumLock.

For a complete listing of new Solaris features and a description of Solaris releases, see Solaris 10
What’s New.
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Solaris SoftwareRegistration (Overview)
To receive all applicable updates, register your software with your SunOnlineAccount and provide a
subscription key.Asystem that is registered without a subscription key is only eligible for security
and hardware support updates.

The following registration options are available:

� Register the Solaris software and Receive software updates.
� Register later.
� Never register.

The registration wizard does not appear after your system is registered or after you select the Never
Register option. If you choose the Never Register option, you can still register your system from the
UpdateManager application or from the CLI.

When you register your system, you choose how the updates are delivered and how the updates are
applied. The following options are available:

� Receive updates from the SunUpdate Connection, System Edition services.
� Receive updates from a local source, such as a local proxy server.
� Manage updates remotely by using the SunUpdate Connection application, henceforth referred

to asUpdate Connection.
� Manage updates manually by using the smpatch add and the smpatch remove commands.

What Is SunUpdate Connection, SystemEdition?
SunUpdate Connection, System Edition services are designed to compare an individual system
configuration and status to a database of configuration data and business rules. UpdateManager
assesses your system status and recommends system-specific updates. The following tools are
available with SunUpdate Connection, System Edition:

� UpdateManager –An application that notifies you when new updates are available for your
system. UpdateManager enables you tomanage updates on your system, including identifying
update dependencies and determining installation order for each system. You can use Update
Manager to view a list of applied updates, apply new updates to your system, and remove updates
from your system.

� Update Connection –Aweb application hosted at Sun that enables you to remotelymanage
updates on one ormore systems. You can view and install updates for systems that are registered
with UpdateManager.

� Update Connection Proxy –Asystem on your intranet that provides updates to eligible systems.
The Update Connection Proxy is similar to a local patch server, updates are sent over the Internet
from Sun to the Update Connection Proxy. The Update Connection Proxy transfers the updates
to your systems within your intranet. The Update Connection Proxy systemmust obtain updates
either from a local collection of updates or from the Sun update server. Formore information
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about how to use the Update Connection Proxy, see the Update Connection documentation at
http://docs.sun.com/app/docs/coll/1320.1.

SunUpdate Connection, System Edition is available with the following service subscriptions:

� Solaris 10 service plan
� SunSpectrumSM service plan
� Sun Preventive Services

Formore information about SunUpdate Connection, System Edition, see the documentation at
http://docs.sun.com/app/docs/coll/1320.1.

Solaris SoftwareRegistration (TaskMap)
The following taskmap identifies the procedures that youmight need to perform to register your
Solaris system.

Task Description For Instructions

Obtain a SunOnline
Account.

Registered assets are associated with a Sun
OnlineAccount.ASunOnlineAccount is
required to register your Solaris system.

� “How to Create a SunOnline
Account: Solaris 10 6/06”
on page 329

� “How to Create a SunOnline
Account: Solaris 10 1/06”
on page 329

Purchase a subscription key
or service plan number.

Use a subscription key or service plan
number to register for additional Solaris
updates.

“How to Purchase a
Subscription Key or Service
PlanNumber” on page 331

Register your systemwith
UpdateManager to
automatically manage your
updates.

Register your systemwith UpdateManager if
your system obtains update data from the
Sun update server or if you want to remotely
manage updates.

Use the UpdateManager GUI or the CLI to
automatically manage updates.

� “How to Register Your
Solaris Software to
AutomaticallyManage
Updates: Solaris 10 6/06”
on page 332

� “How to Register Your
Solaris Software to
AutomaticallyManage
Updates: Solaris 10 1/06”
on page 339

Solaris Software Registration (TaskMap)
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Task Description For Instructions

Specify a local source for
updates for your system.

To obtain updates either from a SunUpdate
Connection Proxy or from a collection of
updates on a local system, specify a local
source.

By default, your system obtains updates from
Sun. If your system is not connected to the
Internet, youmust provide a local update
source. You can use a network proxy to
connect to the Internet.

� “How to Register Your
Solaris Software to
AutomaticallyManage
Updates: Solaris 10 6/06”
on page 332

� “How to Register Your
Solaris Software to
AutomaticallyManage
Updates: Solaris 10 1/06”
on page 339

Specify the network proxy to
use.

If your system is connected to the Internet
through a network proxy, specify the network
proxy information.

By default, no network proxy is specified.

� “How to Register Your
Solaris Software to
AutomaticallyManage
Updates: Solaris 10 6/06”
on page 332

� “How to Register Your
Solaris Software to
AutomaticallyManage
Updates: Solaris 10 1/06”
on page 339

Register your systemwith
UpdateManager to
manually manage your
updates.

If your system obtains update data from the
Sun update server, register your systemwith
UpdateManager.

Tomanage updates manually, download
updates from the Sun update server. You
mustmanually apply and remove the
updates.

� “How to Register Your
Solaris Software to
ManuallyManage Updates:
Solaris 10 6/06” on page 335

� “How to Register Your
Solaris Software to
ManuallyManage Updates:
Solaris 10 1/06” on page 341

Register your system
without choosing an update
option.

You can register your Solaris software
without selecting an update option at
registration.After you have successfully
registered your Solaris software, you can use
the CLI or the UpdateManager application
to add an update option.

“HowTo Register Your Solaris
SoftwareWithout Choosing an
Update Option: Solaris 10 6/06”
on page 337

Register your system as part
of a non-interactive Solaris
software installation.

As a superuser, you can register a system and
create a registration profile. The profile
enables you to use Solaris JumpStart
software, Solaris Flash software,WANboot,
or a Diskless client to register your other
systems.

“Registering Your Solaris
Software by Using an
Automatic Registration Profile”
on page 342
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Chapter 17 • RegisteringYour Solaris Software (Tasks) 327



Task Description For Instructions

Create anAutomatic
Registration Profile and ID.

To auto register, you need a registration
profile and registration ID. The profile and
ID are automatically generated when you
register a system and select EnableAuto
Registration.

Youmust be a superuser to create anAuto
Registration profile.

“How to Create anAuto
Registration Profile” on page
342

Create a
RegistrationProfile file.

If you register your Solaris software with the
CLI, youmust first create a
RegistrationProfile File. This is not the
same file as the automatic registration profile.

“How to Create a
RegistrationProfile File”
on page 348

Register a system by using a
RegistrationProfile file.

Use a RegistrationProfile file to register
your other systems.

“Registering Your Solaris
Software by Using an
Automatic Registration Profile”
on page 342

Register your Solaris
software by using the CLI.

Register your Solaris software by using the
registration CLI instead of the registration
GUI.

“Registering Your Solaris
SoftwareWith the CLI (Task
Map)” on page 346

What Is a SunOnlineAccount?
ASunOnline Account is a global Sun account that enables you to access many Sunweb applications
and portals. You canmove between sites and portals in a single browser session without having to log
inmultiple times.

Note – If you can access Sun online services, such as the SunSolve web site or the SunOnline Support
Center (OSC), you already have a SunOnlineAccount. You do not need to create a new account.

To create a SunOnlineAccount, your systemmust be connected to the Internet. The information
that you specify is saved locally and sent to Sun. Use English characters for the information you
supply.

You can create a SunOnlineAccount frommost Sun applications and web sites, including the
UpdateManager application and the SunUpdate Connection web application.

Starting with the Solaris 10 6/06 release, see “How to Create a SunOnlineAccount: Solaris 10 6/06”
on page 329 for the steps to create a SunOnlineAccount. If you are running Solaris 10 1/06, see
“How to Create a SunOnlineAccount: Solaris 10 1/06” on page 329 for the steps to create a Sun
OnlineAccount.

What Is a SunOnlineAccount?
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� How toCreate a SunOnlineAccount: Solaris 10 6/06
Reboot your Solaris system.

Become superuser or assumean equivalent role.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

The Registration screen appears.

Select Continuewith Registration.

Click Create a SunOnlineAccount.
The Create SunOnlineAccount screen appears.

Complete the required fields.
ASunOnlineAccount user namemust contain at least six valid characters: a-z, 0-9, @, - (dash), _
(underscore), . (period). The username is not case sensitive. The passwordmust contain at least six
standardASCII characters and is case sensitive.

ClickNext. The data is validated to confirm the following:

� The user name is not already assigned.
� The required fields are completed.
� The entered datamatches field validation logic.

Complete the fields and select your Country/Territory. Click Terms andConditions to read the Sun
Terms of Use. If the terms are acceptable, ClickNext to agree to the Terms andConditions and
complete the creation of your SunOnlineAccount.

� How toCreate a SunOnlineAccount: Solaris 10 1/06
Reboot your Solaris system. Become superuser or assumean equivalent role.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

The Registration screen appears.

Select Register the Solaris software andReceive software updates and clickNext.

Select Register toManageUpdates or clickNext.

Click Create a SunOnlineAccount.
The Create SunOnlineAccount screen appears.
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Complete the required fields.

Your account creation will fail if any required fields are left blank.

ASunOnlineAccount user namemust contain at least six valid characters: a-z, 0-9, @, - (dash), _
(underscore), . (period). The username is not case sensitive. The passwordmust contain at least six
standardASCII characters and is case sensitive.

ClickNext.

The data is validated to confirm the following:

� The user name is not already assigned.
� The required fields are completed.
� The entered datamatches field validation logic.

Click Continue.

The Terms of Use and Software License window displays.

Click ContinueWithout a Subscription Key or Enter One Later. If youdonot have a key, youwill still
have access to limited updates by using the SunUpdateManager.

Read the Sun Terms of Use. If the terms are acceptable, Click I have read the agreement and I Accept.

Click Finish to complete the creation of your SunOnlineAccount.

What Is a SubscriptionKeyor Service PlanNumber?
Asubscription key or service plan number is associated with your Sun support contract and enables
you to access additional services. The updates that you can access are determined by your service
contract level. If you specify a valid subscription key when you register your system, you have access
to all updates.Without a subscription key, you can only access security and hardware support
updates that are appropriate for your system. Other Solaris updates are unavailable to you. If you do
not specify a subscription key during registration, you can later add a subscription key by using the
UpdateManager application.

Note – If you have a Sun support contract that includes software support, your subscription keymight
be known as your service plan number, contract ID, support agreement number, or entitlement
token.
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� How toPurchase a SubscriptionKeyor Service Plan
Number
Go to one of the following Sunweb sites to purchase a plan:

� Solaris 10 Service plans at http://www.sun.com/service/solaris10/
� General Solaris support plans at http://www.sun.com/service/support/software/solaris/

If you have questions on available plans, contact your Sun representative.

Follow the directions on theweb site.

RegisteringYour Solaris SoftwareWith theRegistration
Wizard

UpdateManager is designed to recommend updates that are based on your specific system
information.When you register your system, you choose how the updates are delivered and how
they are applied. You canmanage the updates automatically ormanually.After you determine how
the updates aremanaged, you can use the Update Connection application or the Update Connection
Proxy to deliver updates.

The steps to register your software depend on your Solaris software release. The following
registration options are covered in this section:

� “How to Register Your Solaris Software toAutomaticallyManage Updates: Solaris 10 6/06”
on page 332

� “How to Register Your Solaris Software toManuallyManage Updates: Solaris 10 6/06” on page
335

� “HowTo Register Your Solaris SoftwareWithout Choosing anUpdate Option: Solaris 10 6/06”
on page 337

� “How to Register Your Solaris Software toAutomaticallyManage Updates: Solaris 10 1/06”
on page 339

� “How to Register Your Solaris Software toManuallyManage Updates: Solaris 10 1/06” on page
341

Each registered system is linked to a SunOnlineAccount. During system registration, system
specifications are gathered. This information is analyzed at Sun, enabling Sun to send you an
appropriate list of available updates.

System registration requires superuser access to your system. To successfully register your system by
using the registration wizard, your systemmust be a desktop systemwith amonitor, keyboard, and
graphics card. If you do not have a desktop system, see the steps in “Registering Your Solaris Software
With the CLI” on page 347 to complete your system registration.
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Your systemmust also have an Internet connection to send basic system information to Sun,
including the packages and patches installed on your system. The system information is used to
determine recommended updates. You can view the information that is collected before you
complete the registration. Information is not sent to Sun until you complete the registration.

You can create a SunOnlineAccount and purchase a service plan during the registration process. See
“What Is a SunOnlineAccount?” on page 328 and “What Is a Subscription Key or Service Plan
Number?” on page 330 formore information.

Tomake changes to your registration, use the CLI or the UpdateManager application. See
“Registering Your Solaris SoftwareWith the CLI” on page 347 or the SunUpdateManager 1.0
Administration Guide.

� How toRegisterYour Solaris Software to
AutomaticallyManageUpdates: Solaris 10 6/06
You can configure UpdateManager to automatically manage updates on your system. Tomanually
download the updates from Sun, and the commands tomanage the updates, see “How to Register
Your Solaris Software toManuallyManage Updates: Solaris 10 6/06” on page 335.

To successfully register, your system to be registeredmust be a desktop system (monitor, keyboard,
and graphics card) with an Internet connection. The Internet connection is used to send basic system
information, installed packages, and installed patches to Sun. The system information is used to
determine recommended updates.

Youmust also have the following:

� Superuser access to your system.
� Desktop system. If you do not have a desktop system, see “Registering Your Solaris SoftwareWith

the CLI” on page 347.
� SunOnlineAccount. If you do not have a SunOnlineAccount, you can create an account during

the registration process.

Reboot your system. Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

The Registration screen appears.

Select Continuewith Registration. ClickNext.

The SunOnlineAccount screen appears.

BeforeYouBegin
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If your systemdoes not connect to the Internet, determine if youwant to use a local source or a
network proxy for updates. If your system is connected to the Internet or youdonotwant to specify a
network proxy, go to Step 5.

To specify a network proxy, go to Step 4.

To specify the network proxy your systemuses to connect to the Internet, click ConfigureNetwork
Proxy Settings.

If your system is directly connected to the Internet, you do not need to specify network proxy
information and you can go to Step 5.

a. At theNetwork Proxy Settings screen, click EnableNetwork Proxy.

b. Type your proxy host name in the ProxyHost Namefield.

c. Type your proxy port number in the Proxy Port field.

d. If your proxy requires authentication, click Use ProxyAuthentication. Type the proxy user name
in the ProxyUserNamefield and type the proxy password in the Proxy Password field.

e. ClickOK to set these network proxy values and close the dialog box.

Type your SunOnlineAccount user nameandpassword. ClickNext.

TheActivation of Services screen appears.

� If you have a SunOnlineAccount, but cannot remember the password, click Forgot YourUser
Nameor Password.

After you retrieve your SunOnlineAccount information, restart the registration process.

� If you donot have a SunOnlineAccount, click Create a SunOnlineAccount to register for an
account. See “How toCreate a SunOnlineAccount: Solaris 10 6/06” onpage 329 for the steps to
create an account.

Click Use SunUpdateManager and SunUpdate Connection tomanageupdates. ClickNext.

The Select Service Level screen appears.

Decide if youwant access to all updates, or only security andhardware support updates.

You can specify a service plan number at any time to gain access to all Solaris updates. See the Sun
UpdateManager 1.0 Administration Guide for the steps to specify a service plan number in the
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UpdateManager application. To specify a service plan number by using the CLI, see “How to
Reregister Your Solaris Software andAdd a Subscription Key or Service PlanNumber” on page 351.

� To access all updates, perform the following steps:

a. Select Enter a Service PlanNumber andprovide a valid service plan number.

Your service plan numbermight be your support contract number or subscription key. For
more information about service plan numbers and how to purchase a service plan, see “What
Is a Subscription Key or Service PlanNumber?” on page 330.

b. Read the Software LicenseAgreement. If the terms are acceptable, click the check box to
accept the agreement, and clickNext.

The Remote Software Updates Service screen appears.

c. At the SystemNamefield, type your host name.

d. To see the system information to be sent to Sun, clickWhat gets sent.

Adialog box appears with the system information. Click OK to close the box.

e. To use this system’s registration as a profile to register your other systems, click Enable Auto
Registration.

Note –To successfully complete an auto registration profile, youmust be logged in as a
superuser.

See “Registering Your Solaris Software by Using anAutomatic Registration Profile” on page
342 or click LearnMore or to get more information.

Your registration options are saved in a autoRegistrationProfile.xml file in the
/usr/lib/breg/data/ directory. To use the file to register other systems, place the file in
the/usr/lib/breg/data/ directory on the system, reboot the system, and log in as superuser.

f. To receive other information fromSun, click Yes, Sunmay contactmewith product and
service information.

g. Click Finish to complete your system registration and send your system information to Sun.

To successfully complete the registration process, basic system informationmust be sent to
Sun. The information sent is provided on the screen. The Registration Confirmation screen
appears.

h. Click Close.

Your system is registered. You can use the Update Connection portal at
http://www.sun.com/mysunconnection/ to access updates and support according to the
support contract level that you used to register the system.

RegisteringYour Solaris SoftwareWith the RegistrationWizard
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� To access only security andhardware support updates, perform the following steps:

a. Click Continuewithout providing a Service PlanNumber.

b. Read the Software LicenseAgreement. If the terms are acceptable, click the check box to
accept the agreement, and clickNext.
The SystemRegistration screen appears.

c. To successfully complete the registration process, basic system informationmust be sent to
Sun. The information sent is displayed on the screen.

d. To use this system’s registration as a profile to register your other systems, click Enable Auto
Registration.
See “Registering Your Solaris Software by Using anAutomatic Registration Profile” on page
342 or click LearnMore or to get more information.

Your registration options are saved in a autoRegistrationProfile.xml file in the
/usr/lib/breg/data/ directory. To use the file to register other systems, place the file in
the/usr/lib/breg/data/ directory on the system, reboot the system, and log in as superuser.

e. To receive other information fromSun, click Yes, Sunmay contactmewith product and
service information.

f. Click Finish to complete your system registration and send your system information to Sun.
The Registration Confirmation screen appears.

g. Click Close.
Your system is registered. You can use the Update Connection portal at
http://www.sun.com/mysunconnection/ to access updates and support according to the
support contract level that you used to register the system.

� How toRegisterYour Solaris Software toManually
ManageUpdates: Solaris 10 6/06
To successfully register, your system to be registeredmust be a desktop system (monitor, keyboard,
and graphics card) with an Internet connection. The Internet connection is used to send basic system
information, installed packages, and installed patches to Sun. The system information is used to
determine recommended updates.

Youmust also have the following:

� Superuser access to your system.
� Desktop system. If you do not have a desktop system, see “Registering Your Solaris SoftwareWith

the CLI” on page 347.

BeforeYouBegin
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� SunOnlineAccount. If you do not have a SunOnlineAccount, you can create an account during
the registration process.

Reboot your system. Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

The Registration screen appears.

Select Continuewith Registration. ClickNext.

The SunOnlineAccount screen appears.

If your systemdoes not connect to the Internet, determine if youwant to use a local source or a
network proxy for updates. If your system is connected to the Internet or youdonotwant to specify a
network proxy, go to Step 5.

To specify a network proxy, go to Step 4.

To specify the network proxy your systemuses to connect to the Internet, click ConfigureNetwork
Proxy Settings.

If your system is directly connected to the Internet, you do not need to specify network proxy
information and you can go to Step 5.

a. At theNetwork Proxy Settings screen, click EnableNetwork Proxy.

b. Type your proxy host name in the ProxyHost Namefield.

c. Type your proxy port number in the Proxy Port field.

d. If your proxy requires authentication, click Use ProxyAuthentication. Type the proxy user name
in the ProxyUserNamefield and type the proxy password in the Proxy Password field.

e. ClickOK to set these network proxy values and close the dialog box.

Type your SunOnlineAccount user nameandpassword. ClickNext.

� If you have a SunOnlineAccount, but cannot remember the password, click Forgot YourUser
Nameor Password.

After you retrieve your SunOnlineAccount information, restart the registration process.

� If you donot have a SunOnlineAccount, click Create a SunOnlineAccount to register for an
account. See “How toCreate a SunOnlineAccount: Solaris 10 6/06” onpage 329 for the steps to
create an account.

TheActivation of Services screen appears.
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ClickUse SunUpdateManager using a local update source, such as SunConnection Proxy. ClickNext.
TheApply Updates using a Local Source screen appears.

Type theURL for your local server. ClickNext.
The SystemRegistration screen appears.

To successfully complete the registration process, basic system informationmust be sent to Sun. The
information sent is displayed on the screen.

a. To use this system’s registration as a profile to register your other systems, click Enable Auto
Registration.
See “Registering Your Solaris Software by Using anAutomatic Registration Profile” on page 342
or click LearnMore or to get more information.

Your registration options are saved in a autoRegistrationProfile.xml file in the
/usr/lib/breg/data/ directory. To use the file to register other systems, place the file in
the/usr/lib/breg/data/ directory on the system, reboot the system, and log in as superuser.

b. To receive other information fromSun, click Yes, Sunmay contactmewith product and service
information.

c. Click Finish to complete your system registration and send your system information to Sun.
The Registration Confirmation screen appears.

Click Close.
Your system is registered. You can use the Update Connection portal at
http://www.sun.com/mysunconnection/ to access updates and support according to the support
contract level that you used to register the system.

� HowToRegisterYour Solaris SoftwareWithout
Choosing anUpdateOption: Solaris 10 6/06
To successfully register, your system to be registeredmust be a desktop system (monitor, keyboard,
and graphics card) with an Internet connection. The Internet connection is used to send basic system
information, installed packages, and installed patches to Sun. The system information is used to
determine recommended updates.

Youmust also have the following:

� Superuser access to your system.
� Desktop system. If you do not have a desktop system, see “Registering Your Solaris SoftwareWith

the CLI” on page 347.
� SunOnlineAccount. If you do not have a SunOnlineAccount, you can create an account during

the registration process.
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Reboot your system. Become superuser or assumean equivalent role.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

The Registration screen appears.

Select Continuewith Registration. ClickNext.
The SunOnlineAccount screen appears.

Type your SunOnlineAccount user nameandpassword. ClickNext.

� If you have a SunOnlineAccount, but cannot remember the password, click Forgot YourUser
Nameor Password.
After you retrieve your SunOnlineAccount information, restart the registration process.

� If you donot have a SunOnlineAccount, click Create a SunOnlineAccount to register for an
account. See “How toCreate a SunOnlineAccount: Solaris 10 6/06” onpage 329 for the steps to
create an account.

TheActivation of Services screen appears.

Click Register the Solaris softwarewithout choosing anupdate option. ClickNext.
The SystemRegistration screen appears.

To successfully complete the registration process, basic system informationmust be sent to Sun. The
information sent is displayed on the screen.

a. To use this system’s registration as a profile to register your other systems, click Enable Auto
Registration.
See “Registering Your Solaris Software by Using anAutomatic Registration Profile” on page 342
or click LearnMore or to get more information.

Your registration options are saved in a autoRegistrationProfile.xml file in the
/usr/lib/breg/data/ directory. To use the file to register other systems, place the file in
the/usr/lib/breg/data/ directory on the system, reboot the system, and log in as superuser.

b. To receive other information fromSun, click Yes, Sunmay contactmewith product and service
information.

c. Click Finish to complete your system registration and send your system information to Sun.
The Registration Confirmation screen appears.

Click Close.
Tomake changes to your registration, use the CLI or the UpdateManager application. See
“Registering Your Solaris SoftwareWith the CLI” on page 347 or the SunUpdateManager 1.0
Administration Guide.
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� How toRegisterYour Solaris Software to
AutomaticallyManageUpdates: Solaris 10 1/06
You can configure UpdateManager to automatically manage updates on your system. Tomanually
download the updates from Sun, and the commands tomanage the updates, see “How to Register
Your Solaris Software toManuallyManage Updates: Solaris 10 1/06” on page 341.

Reboot your Solaris system. Become superuser or assumean equivalent role.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

The Registration screen appears.

Select Register andReceive SoftwareUpdates, and clickNext.

Select Register toManageUpdates to use theUpdateManager GUI tomanageupdates
automatically.

If your systemdoes not connect to the Internet, determine if youwant to use a local source or a
network proxy for updates. If your system is connected to the Internet and youdonotwant to specify
a local source or network proxy, go to Step 7.
To specify a local source for updates, go to Step 5.

To specify a network proxy, go to Step 6.

If your system is not directly connected to the Internet and youwant to retrieve updates froma local
source, enable theUpdate Connection Proxy.

a. Click Configure the System toRetrieveUpdates Froma Local Source.
TheUse a Local Source of Updates screen appears.

b. In the Patch SourceURLfield, type theURL to the local update source.
TheUpdate Connection Proxy URLhas this form:

http://server-name:3816/solaris

c. Click Finish to set these update source values, and to return to the SunOnlineAccount screen.

If your system is not directly connected to the Internet and youuse a network proxy, enable the
network proxy feature.

a. Click ConfigureNetwork Proxy Settings.
TheNetwork Proxy Settings screen appears.

b. Click EnableNetwork Proxy.
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c. Type the host name for the proxy in the ProxyHost Namefield.

d. Type the port number for the proxy in the Proxy Port field.

e. (Optional) If a user nameandpassword are needed for proxy authentication, click Enable
Network Proxy.
Type the proxy user name in the Proxy User Name field.

Type the proxy user password in the Proxy Password field.

f. ClickOK to set these network proxy values and close the dialog box.

Type your SunOnlineAccount user nameandpassword. ClickNext.

� If you have a SunOnlineAccount, but cannot remember the password, click Forgot YourUser
Nameor Password.
After you retrieve your SunOnlineAccount information, restart the registration process.

� If you donot have a SunOnlineAccount, click Create a SunOnlineAccount to register for an
account. See “How toCreate a SunOnlineAccount: Solaris 10 1/06” onpage 329 for the steps to
create an account.

The Terms of Use and Software License screen appears.

Decidewhether youwant access to all updates, or only security andhardware support updates.

� To access all updates, select Enter Sun Subscription Key and type your subscription key in the Key
field.
Your subscription keymight be your support contract number. If you do not have a subscription
key, sign up for one of these software support plans:

� For information about the Solaris 10 Service plans, go to
http://www.sun.com/service/solaris10/index.html.

� For information about general Solaris support plans, go to
http://www.sun.com/service/support/software/solaris/

� To access only security andhardware support updates, click ContinueWithout a Subscription Key
or Enter One Later.
You can specify a subscription key at any time to gain access to all Solaris updates. See Sun
UpdateManager 1.0 Administration Guide for the steps to specify a subscription key in the
UpdateManager GUI.

a. Read the Terms of Use and Software LicenseAgreement. If the terms are acceptable, click the
check box to accept the agreement.
You cannot use the UpdateManager software unless you agree to the terms of use and the
software license.
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b. ClickNext.

� If you supplied a subscription key, the Remote SoftwareUpdates Service screen appears.
Go to Step 9. From this screen, you can viewdemonstrations (demos) of Update
Connection andUpdateManager.

� If you did not supply a subscription key, the SystemRegistration screen appears. Go to
Step 11.

Decidewhether tomanageupdates on your systems remotely or locally.

� Tomanageupdates remotely, click Activate RemoteUpdateManagementUsing the SunUpdate
Connection.

If you choose tomanage updates remotely, you can still use UpdateManager tomanage updates
locally on your system.

To view your system information that is sent to Sun, clickWhat Gets Sent.

� Tomanageupdates locally, click Activate Local UpdateManagement.

To view your system information that is sent to Sun, clickWhat Gets Sent.

To complete your system registration, click Finish.

System information is sent to Sun. The Registration Confirmation screen appears.

Click Close to close the registrationwizard.

The Checking dialog box shows the progress of update analysis on your system. Your system is
registered. To view available updates, go to the Update Connection application.

� How toRegisterYour Solaris Software toManually
ManageUpdates: Solaris 10 1/06
To use the UpdateManager GUI tomanage updates automatically, see “How to Register Your Solaris
Software toAutomaticallyManage Updates: Solaris 10 1/06” on page 339.

Reboot your Solaris system.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

The RegistrationWizard appears.

Select Register andReceive SoftwareUpdates, and clickNext.
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Click ApplyUpdatesManually.

Click Finish to exit the RegistrationWizard.

You are ready tomanually manage updates on your system.

For information about using the smpatch add command and the smpatch remove command to
manage updates, see the smpatch(1M)man page.

RegisteringYour Solaris SoftwarebyUsing anAutomatic
RegistrationProfile

When you register a Solaris system, you can create an auto registration profile and anAuto
Registration ID that you can use to register your other Solaris systems. YourAuto Registration ID is
associated with your SunOnlineAccount and is valid for one year. You can display, renew, or
invalidate yourAuto Registration ID on the Support / Services page onMy Sun Connection at
http://www.sun.com/mysunconnection/. For information about how to perform administration
tasks for yourAuto Registration ID, see the FAQ on theMy Sun Connection Support / Services page.

You can use the registration profile and ID to register other systems by using one of the following
installationmethods:

� Solaris JumpStartTM software—Automate the installation or upgrade of multiple systems based
on profiles that you create.

� Solaris Flash software—Replicate the same software and configuration onmultiple systems.
� WANboot— Install systems over a wide area network (WAN) or the Internet.
� Diskless client

Note –The steps to install using the abovemethods are not detailed in this document. For detailed
instructions about how to use the above installationmethods, see the Solaris 10 Release and
Installation Collection documentation on docs.sun.com.

The registration ID is valid for one year. You can reissue or invalidate your registration ID on the Sun
Connection portal at http://www.sun.com/mysunconnection/.

� How toCreate anAutoRegistrationProfile
To use theAuto Registration feature, become a superuser, use the registration wizard to register a
Solaris system, and select the EnableAuto Registration option during registration.When you
complete your registration, a autoRegistrationProfile.xml file is created in the
/usr/lib/breg/data/ directory.
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Determine the registration options and the Solaris software version that youwant to use for your
profile.

See “Solaris Software Registration (Overview)” on page 325 for the registration options.

Register a Solaris systemwith the configuration options that youwant.

Register your system by using one of the following procedures and click the EnableAuto Registration
checkbox before you click Finish to complete your system registration:

� “How to Register Your Solaris Software toAutomaticallyManage Updates: Solaris 10 6/06”
on page 332

� “How to Register Your Solaris Software toManuallyManage Updates: Solaris 10 6/06” on page
335

� “HowTo Register Your Solaris SoftwareWithout Choosing anUpdate Option: Solaris 10 6/06”
on page 337

� “How to Register Your Solaris Software toAutomaticallyManage Updates: Solaris 10 1/06”
on page 339

� “How to Register Your Solaris Software toManuallyManage Updates: Solaris 10 1/06” on page
341

Your registration options are saved in a autoRegistrationProfile.xml file in the
/usr/lib/breg/data/ directory.

Choose from the following installationmethods to use the autoRegistrationProfile.xml file:

� “How toAuto Register by Using the Solaris JumpStart Software” on page 343
� “How toAuto Register by Using the Solaris Flash Software” on page 344
� “How toAuto Register by Using the SolarisWANBoot InstallationMethod” on page 344
� “How toAuto Register by UsingADiskless Client” on page 345

� How toAutoRegister byUsing the Solaris JumpStart
Software
Solaris JumpStart software is a CLI that enables you to automatically install or upgrade several
systems, based on profiles that you create. The profiles define specific software installation
requirements. You can also incorporate shell scripts to include pre-installation and post-installation
tasks. You choose which profile and scripts to use for installation or upgrade. The custom Solaris
JumpStart software installs or upgrades your system based on the profile and scripts that you select.
To automate your Solaris installation or update, specify your configuration information in the
sysidcfg file. See the Solaris 10 Installation Guide: Custom JumpStart and Advanced Installations to
get detailed instructions about using Solaris JumpStart software to install your Solaris 10 OS.

Register a Solaris system to create a registration profile.

See “How to Create anAuto Registration Profile” on page 342 for the steps to create a profile.
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Determine your systemgroups andprepare your Solaris JumpStart software profile and scripts, as
described in the Solaris 10 Installation Guide: Custom JumpStart and Advanced Installations.

Copy the autoRegistrationProfile.xml file from the /usr/lib/breg/data/ directory on the
systemyou registered and save it in your JumpStart directory.

Complete the steps to prepare for and execute a JumpStart installation, as described in the Solaris 10
Installation Guide: Custom JumpStart and Advanced Installations.

� How toAutoRegister byUsing the Solaris Flash
Software
The Solaris Flash software enables you to create a single reference installation of the Solaris OS on a
system, which is called themaster system. You can replicate themaster system installation on a
number of systems, which are called clone systems. See the Solaris 10 Installation Guide: Solaris Flash
Archives (Creation and Installation) to get detailed instructions about using a Solaris Flash archive.

Note –You cannot use the Solaris Flash installation to upgrade a system that is already running Solaris
software. You can only use Flash to perform an initial installation.

Prepare the systems at your site fromwhich andonwhich you intend to install the Solaris software.

Register themaster system to create a registration profile.
See “How to Create anAuto Registration Profile” on page 342 for the steps to create a profile.

Create a Solaris Flash archive that contains the autoRegistrationProfile.xml file in the
/usr/lib/breg/data/ directory.
See the Solaris 10 Installation Guide: Solaris Flash Archives (Creation and Installation) to get detailed
instructions about creating a Solaris Flash archive.

Install the Solaris Flash archive on clone systems.When you install the Solaris Flash archive on a
system, all of the files in the archive are copied to that system. The newly installed system (clone
system) has the same installation configuration as the originalmaster system.

� How toAutoRegister byUsing the SolarisWANBoot
InstallationMethod
TheWANboot installationmethod enables you to boot and install software over a wide area network
(WAN) by usingHTTP. By usingWANboot, you can install the Solaris OS on SPARC based systems
that are located in geographically remote areas or over a large public network where the network
infrastructuremight be untrustworthy. Youmight want to useWANboot to install remote servers or
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clients that are accessible only over a public network. If you want to install systems that are located
on your local area network (LAN), theWANboot installationmethodmight requiremore
configuration and administration than necessary.

Register a Solaris system to create a registration profile.

See “How to Create anAuto Registration Profile” on page 342 for the steps to create a profile.

Create an installation server, create a boot server (if necessary), and set up the systems to be installed
from the network.

See the Solaris 10 Installation Guide: Network-Based Installations to get detailed instructions about
performing a secureWANboot installation.

Create a Solaris Flash archive that contains the autoRegistrationProfile.xml file in the
/usr/lib/breg/data/ directory.

See the Solaris 10 Installation Guide: Solaris Flash Archives (Creation and Installation) to get detailed
instructions about creating a Solaris Flash archive.

Install the Solaris Flash archive on clone systems.When you install the Solaris Flash archive on a
system, all of the files in the archive are copied to that system. The newly installed system (clone
system) has the same installation configuration as the originalmaster system.

� How toAutoRegister byUsingADiskless Client
For information about preparing formanaging diskless clients and the procedures to add diskless
clients, go to Chapter 7.

Register a Solaris system to create a registration profile.

See “How to Create anAuto Registration Profile” on page 342 for the steps to create a profile.

Go to the /usr/lib/breg/data/ directory on the system that you just registered and copy the
autoRegistrationProfile.xml file.

Add your diskless client.

Go to “How toAdd aDiskless Client in the Solaris 10 OS” on page 143 or “x86: How toAdd a
Diskless Client in the GRUBBased Boot Environment” on page 140 for the steps to add a diskless
client.

Create a /export/root/client-name/usr/lib/breg/data/ directory on the system that youwant to
register and save the autoRegistrationProfile.xml file in that directory.

Reboot the system tobe registered and log in as superuser.
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RegisteringYour Solaris Software Later
If you choose to register later, the registration wizard appears the next time you log in to your system
as a superuser.

In Solaris 10 6/06, if you choose to register later, a registration icon is displayed on your desktop.

� How toUse theRegistrationGUI toRegister Later
Reboot your system.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

The Registration wizard appears.

Select the Register Later option.

If you are running at least the Solaris 10 6/06 release, clickNext and then click Register Later. If you
are not running at least the Solaris 10 6/06 release, click Submit.

The registration wizard closes. To register later, follow the steps in “Registering Your Solaris Software
With the RegistrationWizard” on page 331.

RegisteringYour Solaris SoftwareWith theCLI (TaskMap)
The following taskmap identifies the procedures that youmight need to perform to register your
Solaris system by using the CLI.

Task Description For Instructions

Obtain a SunOnline
Account.

Registered assets are associated with a Sun
OnlineAccount.ASunOnlineAccount is
required to register your Solaris system.

� “How to Create a SunOnline
Account: Solaris 10 6/06”
on page 329

� “How to Create a SunOnline
Account: Solaris 10 1/06”
on page 329

Purchase a subscription key
or service plan number.

Use a subscription key or service plan
number to register for additional Solaris
updates.

“How to Purchase a
Subscription Key or Service
PlanNumber” on page 331
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Task Description For Instructions

Create a
RegistrationProfile file.

If you register your Solaris software with the
CLI, youmust first create a
RegistrationProfile File.

“How to Create a
RegistrationProfile File”
on page 348

Run the CLI registration
command using the
subcommand options.

Describes the subcommand options that are
available with the CLI registration
command.

“Solaris Software CLI
Registration Subcommand
Options” on page 349

Register your Solaris
software by using the CLI.

Register your Solaris software by using the
registration CLI instead of the registration
GUI.

“How to Register Your Solaris
SoftwareWith the CLI” on page
350

Change the user name and
password associated with
your Solaris software
registration.

To change the user that is registered with the
software, reregister your software.

“How to Reregister Your Solaris
SoftwareWith a Different User”
on page 351

Add a subscription key or
service plan number to your
Solaris software registration.

If you did not add a subscription key or
service plan number when you first
registered, or if you have a new subscription
key or service plan number , you can
reregister your system to update your
system’s entitlement level.

“How to Reregister Your Solaris
Software andAdd a
Subscription Key or Service
PlanNumber” on page 351

AddUpdate Connection
services to your Solaris
software registration.

If your system obtains update data from the
Sun update server, register your systemwith
UpdateManager.

Tomanage updates manually, download
updates from the Sun update server. You
mustmanually apply and remove the
updates.

“How to Reregister Your Solaris
Software to EnableAccess toAll
of the Update Connection
Services” on page 352

Register your Solaris
software in fail-safe mode.

If your registration did not collect all system
information, use this option to register the
software.

“How to Register Your Solaris
Software in Fail-SafeMode”
on page 352

RegisteringYour Solaris SoftwareWith theCLI
To register by using the CLI, you need to create a registration profile. Use the profile to register your
systems. Information about using the CLI is also available in the following Solaris man pages:

� sconadm(1M)
� registration_profile(4)
� attributes(5)
� privileges(5)
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� How toCreate a RegistrationProfile File
Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Go to the /usr/lib/breg/data/ directory.

Copy the RegistrationProfile file and save it in your /tmpdirectory.

/tmp/RegistrationProfile

Open the /tmp/RegistrationProfile file in a text editor.

Complete the RegistrationProfile properties, as needed, tomeet your requirements.

The following properties are in the RegistrationProfile file:
userName SunOnlineAccount user name. Systems registered with this profile are

identified with this SunOnlineAccount.

password SunOnlineAccount password.

hostName Portal host name (Portal CommonName).

subscriptionKey (Optional) Sun support contract ID.Avalid subscription key or service plan
number is required to enable access to all Update Connection services.

portalEnabled Determines if the local client is managed using the Sun hosted Update
Connection service. True enables the Update Connection service. False
disables the Update Connection.

proxyHostName (Optional) Proxy host name, if your system is connected to a network proxy.

proxyPort (Optional) Proxy port number of the network proxy, if your system connects
to the Internet through a network proxy.

proxyUserName (Optional) Network proxy user name. Network proxy user name. The user
name is only needed if your network proxy requires authentication.

proxyPassword (Optional) Network proxy password. The proxy password is only needed if
your network proxy requires authentication.

Note – If your network proxy requires authentication, store the network proxy password in a
registrationprofile.properties file. By storing the password in a file, you prevent the proxy
password from becoming exposed as part of a process listing by other system users.

Save your changes.
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RegistrationProfile.properties File

The following is an example of a completed RegistrationProfile.properties file:

userName=soa-username1

password=SOA-password1

hostName=evita

subscriptionKey=abc12345678

portalEnabled=false

proxyHostName=webcache.mycompany.com

proxyPort=8080

proxyUserName=user123

proxyPassword=abc123

Solaris Software CLI Registration Subcommand
Options
The Solaris software registration uses the following command-line options:

-a Accepts the Terms of Use and the Binary Code License. If you do not
use the -a option, you do not accept the Terms of Use and the Binary
Code License.

-e Enables software updates with the Update Connection services.

-E Disables software updates with the Update Connection services.

-h portal-name Specifies the portal host name (Portal CommonName) of the system
to be registered. If a name is not provided, the default is the UNIX
host name.

-l logfile Specifies the location of the log file.

-N Removes the registration options from your system and never
register.

-p proxy-host:[proxy port] Specifies the proxy host name and optional proxy port number of
your network proxy, if your system connects to the Internet thorough
a network proxy.

-r registration-profile Specifies the full path, or relative path, to the registration profile.

-s Operates the registration in fail-safe mode. For normal operation, do
not use the -s option. If you are running at least Solaris 10 6/06
software, the fail-safe mode is not available.

-u Specifies the SunOnlineAccount user name.

Example 17–1
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-x Specifies your network proxy user name. The user name is only
needed if you use a network proxy, and the proxy requires
authentication.

The -u, -h, -e, -E, -p, -x options override the values that are specified in the registration profile. If a
property is not specified in the profile or on the command line, it is not used.

Note –To successfully register your Solaris software with the CLI, youmust always use the -a option
to accept the Terms of Use and the Binary Code License.

EXAMPLE 17–2CLI Command to Register Your Solaris SoftwareUsingYourDefault Options

To register a system using the properties defined in your /tmp/registrationprofile.properties
file, type the following command:

# /usr/sbin/sconadm register -a -r /tmp/registrationprofile.properties

EXAMPLE 17–3CLI Command to Register Your Solaris SoftwareUsing a Registration SubcommandOption to
Override a Default Option

To register your Solaris software with a username that is not defined in your
/tmp/registrationprofile.properties file, type the following command:

# /usr/sbin/sconadm register -a -r /tmp

/registrationprofile.properties -u username

EXAMPLE 17–4CLI Command to Register Your Solaris SoftwareUsing aNetwork Proxy Subcommand
Option to Override a Default Option

If you define the proxyHostName property in the registration profile as webcache.mycompany.com,
run the following command to change the proxyHostName to newcache.mycompany.com:

# /usr/sbin/sconadm proxy -a -r /tmp

/registrationprofile.properties -p newcache.mycompany.com

All proxy settings will use the -p value of newcache.mycompany.com.

� How toRegisterYour Solaris SoftwareWith theCLI
Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.
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Create a registrationprofile.properties file in the /tmpdirectory.

Run the following command to register your Solaris software:
# /usr/sbin/sconadm register -a -r /tmp/registrationprofile.properties

� How toReregisterYour Solaris SoftwareWith a
DifferentUser
You can create a new registration profile with a new user and reregister your Solaris software. You
might want to reregister if a user hasmoved to a different department or left the company.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Create a new registration profile in the /tmpdirectory.

Run the following command to reregister your Solaris software:
# /usr/sbin/sconadm register -a -r /tmp/registrationprofile.properties

� How toReregisterYour Solaris Software andAdda
SubscriptionKeyor Service PlanNumber
You can add a subscription key or service plan number to an existing registration profile.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Open the /tmp/registrationprofile.properties file in a text editor.

Type your subscription key or service plan number in the subscriptionKey property and save your
changes.

Type the following command to register your Solaris softwarewith the subscription key or service
plan number:
# /usr/sbin/sconadm register -a -r /tmp/registrationprofile.properties
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� How toReregisterYour Solaris Software to Enable
Access toAll of theUpdate Connection Services
Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Open the /tmp/registrationprofile.properties file.

Change the portalEnabledproperty to true.

Run the following command to access all Update Connection services:
# /usr/sbin/sconadm register -a -r /tmp

/registrationprofile.properties -e softwareUpdate

� How toRegisterYour Solaris Software in Fail-Safe
Mode
If the software registration did not collect all system information, use this option to register the
software in fail-safe mode.

Note – Fail-safemode is not available after the Solaris 10 1/06 release.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Create a registrationprofile.properties file in the /tmpdirectory.

Run the following command in fail-safemode:
# /usr/sbin/sconadm register -a -r /tmp/registrationprofile.properties -s

Disabling theBasic Registration Tool (TaskMap)
The following taskmap identifies the procedures to disable the Basic Registration tool.
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Task Description For Instructions

Disable Basic Registration
from the GUI.

Select the Never Register option to disable
the registration wizard.

“How toDisable Basic
Registration From the GUI”
on page 353

Disable Basic Registration
from the CLI.

Run the CLI registration commandwith the
Never Register option.

“How toDisable Basic
Registration From the CLI”
on page 353

Disabling theBasic Registration Tool
Once you register your system, the registration GUI does not appear. If you choose to disable the
Basic Registration Tool by selecting never register, the registration wizard will not appear. You can
still register for UpdateManager services in the UpdateManager application. Formore information,
see the SunUpdate Connection documentation at http://docs.sun.com/app/docs/coll/1320.1.

� How toDisable Basic Registration From theGUI
Become superuser or assumean equivalent role.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Reboot your system to launch the registrationwizard.
The Registration wizard appears.

Select theNever Register option.

Click Submit.
The registration wizard closes.

� How toDisable Basic Registration From theCLI
Launch a terminalwindow.

Become superuser or assumean equivalent role.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Type the following command:
# /usr/sbin/sconadm register -N

1

2

3

4

1

2

3

Disabling the Basic Registration Tool

Chapter 17 • RegisteringYour Solaris Software (Tasks) 353

http://docs.sun.com/app/docs/coll/1320.1


354



Managing SoftwareWith Solaris System
Administration Tools (Tasks)

This chapter describes how to add, verify, and remove software packages by using the Solaris
installation graphical user interface (GUI) and the Solaris Product Registry.

For information about softwaremanagement features that are new in this release, see “What’s New
in SoftwareManagement in the Solaris Operating System?” on page 309. For information about how
to register your Solaris software, see Chapter 17.

For information about the procedures that are associated with performing softwaremanagement
tasks, see:

� “Adding SoftwareWith the Solaris Installation GUI” on page 356
� “Managing SoftwareWith the Solaris Product Registry GUI (TaskMap)” on page 357
� “Managing SoftwareWith the Solaris Product Registry Command-Line Interface (TaskMap)”

on page 362

Solaris Product Registry andSolaris GUI Installation Tools for
Managing Software

The following table lists the commands to use for adding, removing, and checking the installation of
software packages the Solaris installation GUI and Solaris Package Registry tools.

TABLE 18–1 SystemAdministration Tools forManaging Software Packages

Tool Description ManPage

installer Installs or removes a software
package with an installer

installer(1M)

prodreg Enables you to browse, unregister,
and uninstall software in the
Solaris Product Registry

prodreg(1M)
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AddingSoftwareWith the Solaris InstallationGUI
This section describes how to use the Solaris installation GUI to add software to a system onwhich
you have installed the Solaris Operating System (Solaris OS). The Solaris installation GUI installs
only the components of the software groups that you skipped when you initially installed the Solaris
OS. You cannot upgrade to another software group after installing or upgrading the OS. For a
description of the four software groups, see “SystemRequirements and Recommendations” in
Solaris 10 Installation Guide: Custom JumpStart and Advanced Installations.

� How to Install SoftwareWith the Solaris Installation
GUI Program

Note –This procedure assumes that the system is running volumemanagement (vold). If your
system is not running volumemanagement, see Chapter 3, “Accessing RemovableMedia (Tasks),” in
SystemAdministration Guide: Devices and File Systems. This chapter provides information about
accessing removablemedia without volumemanagement.

Become superuser or assumean equivalent role.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Decide to install software fromaCD, aDVD, or from the network. Select one of the following:

� If you are installing from a CD, insert the CD into the CD-ROMdrive.
If you insert the Solaris 10 Languages CD, the Solaris installation GUI starts automatically.
Proceed to Step 5.

� If you are installing from aDVD, insert the DVD into the DVD-ROMdrive.
� If you are installing from the network, locate the net image of the software you want to install.

Changedirectories to find the Solaris installationGUI installer.
Solaris installation GUI installers are located in various directories on the CDs and on the DVD.

� Solaris 10 Software CDs or DVD.
� Solaris 10 DocumentationDVD.
� Solaris 10 Languages CD. The Solaris installation GUI starts automatically when the CD is

inserted.

Follow the instructions to install the software.

� From the command line, type the following command

% ./installer [options]
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-nodisplay Runs the installer without a GUI.

-noconsole Runs without any interactive text console device. Use this option with the
-nodisplay option when you include the installer command in a UNIX
script for installing software.

� From a filemanager, double-click Installer or installer.
An Installer window is displayed, followed by the Solaris installation GUI dialog box.

Follow the directions on the screen to install the software.

When youhave finished adding software, click Exit.

The Solaris installation GUI exits.

Managing SoftwareWith the Solaris Product RegistryGUI
(TaskMap)

The following taskmap describes the softwaremanagement tasks that you can performwith the
Solaris Product Registry.

Task Description For Instructions

View installed or
uninstalled software with
the Solaris Product
Registry.

Used for learning about
installed or uninstalled
software.

“How to View Installed or Uninstalled Software
InformationWith the Solaris Product Registry
GUI” on page 359

Install software with the
Solaris Product Registry.

You can use the Solaris
Product Registry to find
software and launch the
Solaris installation GUI.
This program takes you
through the installation of
that software.

“How to Install SoftwareWith the Solaris Product
Registry GUI” on page 360

Uninstall software with the
Solaris Product Registry.

Use tor uninstall software
with the Solaris Product
Registry.

“How toUninstall SoftwareWith the Solaris
Product Registry GUI” on page 361

The Solaris Product Registry is a tool to help youmanage installed software.After you have installed
the software, Product Registry provides a list of all the installed software by using the Solaris
installation GUI or the Solaris pkgadd command.
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You can use the Solaris Product Registry in a GUI or with a command-line interface (CLI). Formore
information on how to use the Solaris Product Registry CLI, see “Managing SoftwareWith the
Solaris Product Registry Command-Line Interface (TaskMap)” on page 362.

The Solaris Product Registry GUI interface enables you to do the following:

� View a list of installed and registered software and some software attributes.
� View all Solaris system products that you installed in their localized version in the System

Software Localizations directory.
� Find and launch an installer.
� Install additional software products.
� Uninstall software and individual software packages.

The Solaris Product Registry GUImain window consists of three panes of information:

� Installed, registered, and removed software
� Standard attributes of the currently selected software
� Attributes that are customized and attributes that are internal to the registered software

Managing SoftwareWith the Solaris Product Registry GUI (TaskMap)
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FIGURE 18–1 Solaris Product RegistryMainWindow

� How toView InstalledorUninstalled Software
InformationWith the Solaris Product RegistryGUI

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.
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Start the Solaris Product Registry tool.
# prodreg &

The Solaris Product Registrymain window is displayed.

Click the turner control to the left of the SystemRegistry directory in the Registered Software box.
The turner control changes from pointing to the right to pointing downward. You can expand or
collapse any item in the registry, except an item that has a text file icon to its left.

The Software Installed in Registered Software box always contains the following components:

� The configuration software group that you chose when you installed the Solaris release. Software
groups that can be displayed include ReducedNetwork Support, Core, EndUser System Support,
Developer System Support, Entire Distribution, or Entire Distribution Plus OEM Support.

� Additional system software, which contains Solaris products that are not part of the software
group you chose.

� Unclassified software that is not a Solaris product or part of the software group. This software
includes any package that you installed by using the pkgadd command.

Select directories until you find a software application to view.
The list expands as you open directories.

To view the attributes, select a directory or file.
The Product Registry displays attribute information in the SystemRegistry box.

� For software products that were installed with the Solaris installation GUI, the Solaris Product
Registry contains values for at least the following: Title, Version, Location, and Installed on.
Items in an expanded list under a product or software group inherit the version information of
the product.

� If all or part of the product was removed with the pkgrm command, a cautionary icon appears
next to the software product’s name.

� How to Install SoftwareWith the Solaris Product
RegistryGUI
You can use Solaris Product Registry to find software and launch the Solaris installation GUI
program. This program takes you through the installation of that software.

Become superuser or assumean equivalent role.
Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Start the Solaris Product Registry tool.
# prodreg
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The Solaris Product Registrymain window is displayed.

Decide if you are installing fromaCD, aDVD, or from the network. Select one of the following:

� If you are installing from a CD, insert the CD into the CD-ROMdrive.
� If you are installing from aDVD, insert the DVD into the DVD-ROMdrive.
� If you are installing from the network, locate the net image of the software that you want to

install.

To view the list of installed and registered software, click the turner control.

Click theNew Install button at the bottomof the Solaris Product Registrywindow.

The Select Installer dialog box is displayed. This box initially points to the /cdrom directory or the
directory you are in.

Select directories to find the Solaris installationGUI installer.

Solaris installation GUI installers are located in various directories on the CDs and on the DVD.

� Solaris 10 Software CDs or DVD.
� Solaris 10 DocumentationDVD.
� Solaris 10 Languages CD. The Solaris installation GUI automatically starts when the CD is

inserted.

When youfind the installer youwant, select its name in the Files box.

ClickOK.

The installer you selected is launched.

Follow the directions that are displayedby the installer to install the software.

� How toUninstall SoftwareWith the Solaris Product
RegistryGUI
Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Start the Solaris Product Registry tool.
# prodreg

The Solaris Product Registrymain window is displayed.
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To view the list of installed and registered software, click the turner control.

Select directories until you find the nameof the software that youwant to uninstall.

Read the software attributes tomake sure that this software is the software that youwant to
uninstall.

Click theUninstall software-product-namebutton at the bottomof the Solaris Product Registry
window.

The software product you selected is uninstalled.

Managing SoftwareWith the Solaris Product Registry
Command-Line Interface (TaskMap)

The following taskmap describes the softwaremanagement tasks that you cab performwith the
Solaris Product Registry command-line interface.

Task Description For Instructions

View installed or uninstalled
software.

You can view software information by
using the browse subcommand.

“How to View Installed or Uninstalled
Software Information (prodreg)”
on page 363

View software attributes. You can view specific software
attributes by using the info
subcommand.

“How to View SoftwareAttributes
(prodreg)” on page 366

Check dependencies
between software
components.

You can view the components that
depend on a specific software
component by using the info
subcommand.

“How to Check for Software
Dependencies (prodreg)” on page 368

Identify damaged software
products.

If you remove installed software files
or packages without using the
appropriate uninstaller, you can
damage the software on your system.

“How to Identify Damaged Software
Products (prodreg)” on page 369

Uninstall software You can remove software from your
system by using the uninstall
subcommand.

“How toUninstall Software
(prodreg)” on page 372

Uninstall damaged software. Uninstalling a damaged software
componentmight fail if the uninstaller
program for the software component
has been removed from the system.

“How toUninstall Damaged Software
(prodreg)” on page 376

3

4

5

6

Managing SoftwareWith the Solaris Product Registry Command-Line Interface (TaskMap)

SystemAdministration Guide: BasicAdministration • May 2006362



Task Description For Instructions

Reinstall damaged software
components.

If other software depends on a
damaged software component, you
might want to reinstall the damaged
component, rather than uninstall the
component and the other dependent
software.

“How to Reinstall Damaged Software
Components (prodreg)” on page 379

Managing SoftwareWith the Solaris Product Registry
Command-Line Interface

The prodreg command is the command-line interface (CLI) to the Solaris Product Registry. The
prodreg command supports several subcommands that enable you tomanage the software on your
system.

You can use the prodreg command in a terminal window to perform the following tasks:

� View a list of installed and registered software and software attributes.
� View all Solaris system products that you installed in their localized version in the System

Software Localizations directory.
� Identify damaged software.
� Remove software entries from the Solaris Product Registry.
� Uninstall software and individual software packages.

Formore information on how tomanage the Solaris Product Registry by using the command-line
interface, see the prodreg(1M)man page.

� How toView InstalledorUninstalled Software
Information (prodreg)
You can view information about software in the Solaris Product Registry in a terminal window by
using the browse subcommand to the prodreg command.

Open a terminalwindow.

Browse the Solaris Product Registry.
% prodreg browse

BROWSE # +/-/. UUID # NAME

======== ===== ==================================== = ============

1 - root 1 System

Registry
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2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

The browse subcommand to the prodreg command displays the following information about
registered software.

BROWSE # When you use the prodreg browse command, the Solaris Product Registry generates
a browse number for each registered software component. This number can be used as
an argument to either the prodreg browse command or the info subcommand to
descend the hierarchy of specific registered components.

Note –Browse numbersmight change when you reboot or reinstall your system. Do
not store browse numbers in scripts or attempt to reuse them between separate login
sessions.

+/-/. This field indicates if a software component has additional software component
children registered in the Solaris Product Registry. The following characters are
displayed in this field:
� + indicates that the software component has additional children components that

are not currently displayed.
� - indicates that the software component has additional children components that

are currently displayed.
� . indicates that the software component does not have children components.

UUID This field lists the software’s unique identifier in the Solaris Product Registry.

# This field indicates the instance number of the software component on the system. If
the system containsmultiple instances of a software component, the Solaris Product
Registry assigns a separate instance number to each instance of the component.

NAME This field lists the localized name of the software. The name of the Solaris OS in this
sample output is the Solaris 10 system software.

Browse the information for one of the software components that are listed in the Solaris Product
Registry.
% prodreg browse -m "name"

The -m “name” command displays information on the software component with the name name.

If the system containsmultiple instances ofname software, type the following command to browse
the Solaris Product Registry:
% prodreg browse -u name-UUID -i instance -n number
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-u name-UUID Displays information on the name software
component with the unique identifier name-UUID.

-i instance Displays information on the name software
component with the instance number instance.

-n number Displays software information by referencing the
component’s browse number number.

Repeat Step 3 and Step 4 for each software component that youwant to browse.

Viewing Software Information by Component Name (prodreg)

The following example shows how to view software information by referencing the component’s
name.

% prodreg browse

BROWSE # +/-/. UUID # NAME

======== ===== ==================================== = ============

1 - root 1 System

Registry

2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

% prodreg browse -m "Solaris 10 System Software"

Viewing Software Information by Component BrowseNumber (prodreg)

The following example shows how to use the -n option with the prodreg browse command to view
software information by referencing the component’s browse number.

% prodreg browse

BROWSE # +/-/. UUID # NAME

======== ===== ==================================== = ============

1 - root 1 System

Registry

2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

% prodreg browse -n 2
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Viewing Software Information by Component UUID (prodreg)

The following example shows how to use the -u option with the prodreg browse command to view
software information by referencing the component’s UUID. TheUUID is the software’s unique
identifier in the Solaris Product Registry.

% prodreg browse

BROWSE # +/-/. UUID # NAME

======== ===== ==================================== = ============

1 - root 1 System

Registry

2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

% prodreg browse -u a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b

� How toViewSoftwareAttributes (prodreg)
You can view specific software attributes by using the info subcommand of the prodreg command.
The prodreg info command displays a variety of information about registered software, including
the following items:

� Software component name
� Software component description
� Required components of the software
� Other components that require the software
� Base directory of the software
� Path to the software component

Open a terminalwindow.

Browse the Solaris Product Registry.
% prodreg browse

BROWSE # +/-/. UUID # NAME

======== ===== ==================================== = ============

1 - root 1 System

Registry

2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

Example 18–3
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View the attributes for one of the listed software components.
% prodreg info -m "name"

The -m “name” command displays the attributes of the software component with the name name.

Repeat Step 3 for each software component youwant to view.

Viewing SoftwareAttributes by Component Name (prodreg)

The following example shows how to view software attributes by referencing the component’s name.

% prodreg browse

BROWSE # +/-/. UUID # NAME

======== ===== ==================================== = ============

1 - root 1 System

Registry

2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

% prodreg info -m "Solaris 10 System Software"

Viewing SoftwareAttributes by Component BrowseNumber (prodreg)

The following example shows how to use the -n option with the prodreg info command to view
software attributes by referencing the component’s browse number.

% prodreg browse

BROWSE # +/-/. UUID # NAME

======== ===== ==================================== = ============

1 - root 1 System

Registry

2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

% prodreg info -n 2

3

4

Example 18–4

Example 18–5

Managing SoftwareWith the Solaris Product Registry Command-Line Interface

Chapter 18 • Managing SoftwareWith Solaris SystemAdministration Tools (Tasks) 367



Viewing SoftwareAttributes by Component UUID (prodreg)

The following example shows how to use the -u option with the prodreg info command to view
software attributes by referencing the component’s UUID. TheUUID is the software’s unique
identifier in the Solaris Product Registry.

% prodreg browse

BROWSE # +/-/. UUID # NAME

======== ===== ==================================== = ============

1 - root 1 System

Registry

2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

% prodreg info -u a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b

� How toCheck for SoftwareDependencies (prodreg)
You can use the prodreg info command to view components that depend on a specific software
component. Youmight want to check dependencies between software products before you uninstall
specific components.

Open a terminalwindow.

Browse the Solaris Product Registry.
% prodreg browse

BROWSE # +/-/. UUID # NAME

======== ===== ==================================== = ============

1 - root 1 System

Registry

2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

Repeat the prodreg browse command until the software component you want to check is displayed.
See “How to View Installed or Uninstalled Software Information (prodreg)” on page 363 formore
information on browsing the Solaris Product Registry by using the prodreg browse command.

View the dependencies of a specific software component.
% prodreg info -m "name" -a "Dependent Components"

Example 18–6
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-m “name” Displays the attributes of the software component
with the name name.

-a “Dependent Components” Displays components that depend on name software
by displaying the values of the Dependent
Components attribute.

This command output lists the software components that depend on name software.

Viewing Components That Depend onOther Software Products (prodreg)

The following example shows how to view the components that depend on the software product that
is named ExampleSoft.

% prodreg -m "ExampleSoft" -a "Dependent Components"

Dependent Components:

Name UUID #

--------------------------- ------------------------------------ -

ExampleSoftA 7f49ecvb-1ii2-11b2-a3f1-0800119u7e8e 1

� How to IdentifyDamagedSoftwareProducts
(prodreg)
If you remove installed software files or packages without using the appropriate uninstaller, you can
damage the software on your system. If software is damaged, the softwaremight not function
properly. You can use the info subcommand of the prodreg command to help you determine if a
software product is damaged.

View the Solaris Product Registry information on the software youwant to check.
% prodreg browse -m name
BROWSE # +/-/. UUID # NAME

======== ===== ==================================== = ============

1 - root 1 System

Registry

2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

4 - name-UUID 1 name
233 . component-a-pkg 1 component-a
234 . component-b-pkg 1

-m “name” Displays information on the software component
with the name name.

Example 18–7
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name-UUID Specifies the UUID of the name software
component.

component-a-pkg Specifies the package name of the component-a
component that depends on name software.

component-a Specifies the name of a component that depends on
name software.

component-b-pkg Specifies the package name of the component-b
component that depends on name software.

In the previous sample output, the component-b-pkg entry does not have an associated name in the
Name field. If a software component name is not displayed in the Solaris Product Registry, the
componentmight be damaged.

Verify that the software component is damaged.
% prodreg info -u name-UUID -i 1 -d

isDamaged=TRUE

-u name-UUID Displays information on the name software
component.

-i 1 Displays information on the first instance of the
name software component.

-d Displays the value of the isDamaged attribute of the
name software component.

The output isDamaged=TRUE indicates that the name software component is damaged.

Identify the packages that form thename-UUID software component.
% prodreg info -u name-UUID -i 1 -a PKGS

pkgs:

component-a-pkg component-b-pkg

Verify that these packages are installed on the system.
% pkginfo component-a-pkg
application component-a-pkg component-a

% pkginfo component-b-pkg
ERROR: information on "component-b-pkg" was not found

The error message output of the pkginfo component-b-pkg command indicates that the
component-b-pkg package has been removed from the system. The name software componentmight
not work without the component-b-pkg package.
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IdentifyingDamaged Software Components (prodreg)

The following example shows how to determine if the ExampleSoft software component is damaged.

% prodreg browse -m Examplesoft

BROWSE # +/-/. UUID # NAME

======== ===== ==================================== = ============

1 - root 1 System

Registry

2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

4 - 95842091-725a-8501-ef29-0472985982be 1 ExampleSoft

233 . 90209809-9785-b89e-c821-0472985982be 1 Example Doc

234 . EXSOzzt 1

235 . EXSOblob 1 Example Data

The ExampleSoft child component EXSOzzt does not have an entry in the NAME field. The
ExampleSoft software might be damaged. You would use the prodreg info command with the -u,
-i, and -d options to determine if the ExampleSoft software is damaged.

% prodreg info -u 95842091-725a-8501-ef29-0472985982be -i 1 -d

isDamaged=TRUE

The output isDamaged=TRUE indicates that the ExampleSoft software is damaged. You would use the
-a PKGS option of the prodreg info command to identify the ExampleSoft software packages.

% prodreg info

-u 95842091-725a-8501-ef29-0472985982be

-i 1 -a PKGS

pkgs:

EXSOzzt EXSOblob

To verify that the EXSOzzt and EXSOblob packages are installed on the system, you would use the
pkginfo command.

% pkginfo EXSOzzt

ERROR: information for "EXSOzzt" was not found

% pkginfo EXSOblob

application EXSOblob Example Data

The output of the pkginfo command indicates that the EXSOzzt package is not installed on the
system. Thus, the ExampleSoft software is damaged.

Example 18–8
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� How toUninstall Software (prodreg)
You can use the uninstall subcommand of the prodreg command to remove software from your
system.When you uninstall software by using the prodreg uninstall command, you remove a
specified software and all the child components associated with that software. Before you remove
software, verify that other software does not depend on the software you want to uninstall. See “How
to Check for Software Dependencies (prodreg)” on page 368.

After you uninstall software, you can remove that software and all the child components of that
software from the Solaris Product Registry by using the prodreg unregister -r command.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

View the information on the software youwant to uninstall.
# prodreg browse -u name-UUID
BROWSE # +/-/. UUID # NAME

======== ===== ==================================== = ============

1 - root 1 System

Registry

2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

1423 - name-UUID 1 name
1436 . component-a-UUID 1 component-a
1437 - component-b-UUID 1 component-b
1462 . component-c-UUID 1 component-c

-u name-UUID Displays information on the software component
with the unique identifier name-UUID.

name Specifies the name of the software component you
want to uninstall with the unique identifier
name-UUID.

. component-a-UUID Specifies the unique identifier of the component-a
software component that is required by name
software.

component-a Specifies the name of a component that is required
by name software.

- component-b-UUID Specifies the unique identifier of the component-b
component that is required by name software. The -
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symbol indicates that component-b requires an
additional software component.

component-b Specifies the name of a software component that is
required by name software.

. component-c-UUID Specifies the unique identifier of the component-b
software component that is required by component-b
software.

component-c Specifies the name of a software component that is
required by component-b software.

Uninstall the software.
# prodreg uninstall -u name-UUID

Check the dependencies for the software that youwant to uninstall.
# prodreg info -u name-UUID
Title: name
.

.

.

Child Components:

Name UUID #

-------------------------- ------------------------------------ -

component-a component-a-UUID 1

component-b component-b-UUID 1

Required Components:

Name UUID #

-------------------------- ------------------------------------ -

component-a component-a-UUID 1

component-b component-b-UUID 1

Check the following information in the output of the prodreg info command.

� Child Components – Lists the software components that are associated with the name software
component.When you unregister the name software, you also unregister the child components
of name software. If the output of the previous prodreg info command lists any child
components, verify that you want to unregister these child components.

� Required Components – Lists the software components that are required by the name software
component. Software components might require other components that are not child
components.When you uninstall and unregister a component, only child components are
unregistered and uninstalled.
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� Dependent Components – Lists the components that require name software to run.When you
unregister the name software, you also unregister the dependent components of name software. If
the output of the prodreg info command lists any dependent components, verify that you want
to unregister these dependent components.

In the previous sample output, name software does not have any dependent components.

Check the dependencies ofname software’s child components.
# prodreg info -u component-a-UUID -i 1 -a "Dependent Components"

Dependent Components:

Name UUID #

--------------------------- ------------------------------------ -

name name-UUID 1

# prodreg info -u component-b-UUID -i 1 -a "Dependent Components"

Dependent Components:

Name UUID #

--------------------------- ------------------------------------ -

name name-UUID 1

# prodreg info -u component-c-UUID -i 1 -a "Dependent Components"

Dependent Components:

Name UUID #

--------------------------- ------------------------------------ -

component-b component-b-UUID 1

The sample output shows that no other software depends on the child components of name software.

Unregister the software and its child components.
# prodreg unregister -r -u name-UUID -i 1

-r Recursively unregisters software with the unique
identifier name-UUID and all the child components
of this software.

-u name-UUID Specifies the unique identifier of the software you
want to unregister.

-i 1 Specifies the instance of the software you want to
unregister.

Example—Uninstalling Software Components (prodreg)

The following example shows how to uninstall ExampleSoft software and all the child components of
ExampleSoft software.

# prodreg browse -m "ExampleSoft"

BROWSE # +/-/. UUID # NAME
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======== ===== ==================================== = ============

1 - root 1 System

Registry

2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

1423 - 95842091-725a-8501-ef29-0472985982be 1 ExampleSoft

1436 . 90209809-9785-b89e-c821-0472985982be 1 Example Doc

1437 - EXSOzzt 1 Example Data

1462 . EXSOblob 1 Example Data

# prodreg uninstall -u 95842091-725a-8501-ef29-0472985982be -i 1

# prodreg info -u 95842091-725a-8501-ef29-0472985982be

Title: ExampleSoft Software

.

.

.

Child Components:

Name UUID #

-------------------------- ------------------------------------ -

Example Doc 90209809-9785-b89e-c821-0472985982be 1

Example Data EXSOzzt 1

Required Components:

Name UUID #

-------------------------- ------------------------------------ -

Example Doc 90209809-9785-b89e-c821-0472985982be 1

Example Data EXSOzzt 1

# prodreg info -u 90209809-9785-b89e-c821-0472985982be -i 1

-a "Dependent Components"

Dependent Components:

Name UUID #

--------------------------- ------------------------------------ -

ExampleSoft 95842091-725a-8501-ef29-0472985982be 1

# prodreg info -u EXSOzzt -i 1 -a "Dependent Components"

Dependent Components:

Name UUID #

--------------------------- ------------------------------------ -

ExampleSoft 95842091-725a-8501-ef29-0472985982be 1

# prodreg info -u EXSOblob -i 1 -a "Dependent Components"

Dependent Components:
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Name UUID #

--------------------------- ------------------------------------ -

Example Data EXSOzzt 1

# prodreg unregister -r -u 95842091-725a-8501-ef29-0472985982be -i 1

� How toUninstall DamagedSoftware (prodreg)
If you try to uninstall a damaged software component by using the prodreg uninstall command,
the commandmight fail. This failure can occur if the uninstaller program for the software
component has been removed from the system.

Follow these steps to uninstall a software component with no associated uninstaller program on the
system.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

View the information on the software youwant to uninstall.
# prodreg browse -m "name"
BROWSE # +/-/. UUID # NAME

======== ===== ==================================== = ============

1 - root 1 System

Registry

2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

4 - UUID 1 name
1436 . component-a-UUID 1 component-a
1437 . component-b-UUID 1

-m “name” Displays information on the name software
component you want to uninstall.

UUID Specifies the UUID of the software component you
want to uninstall.

. component-a-UUID Specifies the UUID of the component-a software
component.

component-a Specifies the name of a child software component of
name software.
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. component-b-UUID Specifies the UUID of a child software component of
name software.

The component-b-UUID entry does not have an associated component name. Themissing name
valuemight indicate that this component is damaged.

Uninstall the software.
# prodreg uninstall -u UUID -i 1

The install program requested could not be found

-uUUID Specifies the UUID of the software component you
want to uninstall.

-i 1 Specifies the instance of the software you want to
uninstall.

The errormessage indicates that the uninstaller program is not on the system.

Identify the uninstaller program for the software component.
# prodreg info -m "name" -a uninstallprogram

uninstallprogram: /usr/bin/java -mx64m -classpath

uninstaller-location uninstall_name

-m “name” Displays information on the name software
component.

-a uninstallprogram Displays information on the uninstaller program that
is associated with the name software component.

uninstaller-location Specifies the registered location of the uninstaller
program for the name software component.

Determine if the uninstaller is in the registered location.
# ls uninstaller-location
uninstaller-location:
No such file or directory

The output of the ls command indicates that the uninstaller program is not in the registered location.

Remove the software from the system in one of the followingways:

� If you have a system backup available, follow these steps:
a. Load the uninstaller program from the backup.
b. Run the uninstaller program from a shell command-line interface such as a terminal window.

� If you do not have access to the uninstaller program on a backup, follow these steps:
a. Unregister the software component.

# prodreg unregister -u UUID -i 1
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b. Remove any remaining registered components that are required by the software you want to
remove.

# pkgrm component-a-UUID

Uninstalling Damaged Software (prodreg)

The following example shows how to uninstall the damaged ExampleSoft software. In this example,
the uninstaller program is not readily available on a system backup.

# prodreg browse -m Examplesoft

BROWSE # +/-/. UUID # NAME

======== ===== ==================================== = ============

1 - root 1 System

Registry

2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

4 - 95842091-725a-8501-ef29-0472985982be 1 ExampleSoft

233 . 90209809-9785-b89e-c821-0472985982be 1 Example Doc

234 . EXSOzzt 1

235 . EXSOblob 1 Example Data

# prodreg uninstall -u 95842091-725a-8501-ef29-0472985982be -i 1

The install program requested could not be found

# prodreg info -m "ExampleSoft" -a uninstallprogram

uninstallprogram: /usr/bin/java -mx64m -classpath

/var/sadm/prod/org.example.ExampleSoft/987573587 uninstall_ExampleSoft

# ls /var/sadm/prod/org.example.ExampleSoft/987573587

/var/sadm/prod/org.example.ExampleSoft/987573587:

No such file or directory

# prodreg unregister -u 95842091-725a-8501-ef29-0472985982be -i 1

# pkgrm EXSOblob

Example 18–10
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� How toReinstall DamagedSoftware Components
(prodreg)
If other software depends on a damaged software component, youmight want to reinstall the
damaged component, rather than uninstall the component and the other dependent software. You
can use the -f option with the prodreg unregister command to forcibly the unregister the
damaged component. Then, you can reinstall the component.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

View the information on the software youwant to reinstall.
# prodreg browse -m "name"
BROWSE # +/-/. UUID # NAME

======== ===== ==================================== = ============

1 - root 1 System

Registry

2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

4 . UUID 1 name

-m “name” Displays information on the name software
component you want to reinstall.

UUID Specifies the UUID of the software component you
want to reinstall.

Identify the software that depends on the software youwant to reinstall.
# prodreg info -m "name" -a "Dependent Components"

Dependent Components:

Name UUID #

--------------------------- ------------------------------------ -

component-a component-a-UUID 1

-m “name” Specifies the name of the software component you
want to reinstall.

-a “Dependent Components” Displays the components that depend on name
software.

component-a Specifies the name of a software component that
depends on name software.
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component-a-UUID Specifies the UUID of the component-a software
component.

The component-a software component depends on the software you want to reinstall. To reinstall
name software and not unregister component-a, youmust forcibly unregister the name software, then
reinstall name software.

Unregister the software component youwant to reinstall.
# prodreg unregister -f -u UUID

Reinstall the software component.
# /usr/bin/java -cp /usr/installers/installer

The installer option specifies the name of the installer program for name software.

Reinstalling Damaged Software Components (prodreg)

The following example shows how to reinstall the damaged software component ComponentSoft
without unregistering or uninstalling the dependent component ExampleSoft.

# prodreg browse -m "ComponentSoft"

BROWSE # +/-/. UUID # NAME

======== ===== ==================================== = ============

1 - root 1 System

Registry

2 + a01ee8dd-1dd1-11b2-a3f2-0800209a5b6b 1 Solaris 10

System

Software

3 + 8f64eabf-1dd2-11b2-a3f1-0800209a5b6b 1 Unclassified

Software

4 . 86758449-554a-6531-fe90-4352678362fe 1 ComponentSoft

# prodreg info -m "ComponentSoft" -a "Dependent Components"

Dependent Components:

Name UUID #

--------------------------- ------------------------------------ -

ExampleSoft 95842091-725a-8501-ef29-0472985982be 1

# prodreg unregister -f -u 86758449-554a-6531-fe90-4352678362fe -i 1

# /usr/bin/java -cp /usr/installers/org.example.componentsoft

4
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Managing Software by Using Package
Commands (Tasks)

This chapter describes how to add, verify, and remove software packages by using the package
commands.

For information on the procedures associated with performing these tasks, see:

� “Adding and Removing Signed Packages by Using the pkgaddCommand (TaskMap)” on page
381

� “Managing Software Packages by Using Package Commands (TaskMap)” on page 387

AddingandRemoving SignedPackages byUsing the pkgadd
Command (TaskMap)

The following taskmap describes softwaremanagement tasks that you can performwith signed
package commands.

Task Description For Instructions

Import a certificate. You can import a trusted
certificate by using the
pkgadm addcert command.

“How to Import a Trusted Certificate From the
Java Keystore (pkgadm addcert)” on page 382

Print the details of one or
more certificates.

You can print the details of a
certificate by using the
pkgadm listcert

command.

“How toDisplay Certificate Information (pkgadm
listcert)” on page 384

Remove a certificate. You can remove a certificate
by using the pkgadm
removecert command.

“How to Remove a Certificate (pkgadm
removecert)” on page 384
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Task Description For Instructions

Set up a proxy server. Use this procedures for
systems that are set up
behind a firewall with a
proxy.

“How to Set Up a Proxy Server (pkgadd)” on page
385

Add a signed package. After the root certificate is
imported, you can add a
signed package by using he
pkgadd command.

“How toAdd a Signed Package (pkgadd)” on page
386

AddingandRemoving SignedPackages byUsing the pkgadd
Command

The following procedures explain how to add and remove signed packages by using the pkgadd
command.

� How to Import a TrustedCertificate From the Java
Keystore (pkgadm addcert)
Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Verify that the root certificate authority (CA) certificate exists in the Java TM keystore.
# keytool -storepass storepass -list -keystore certfile

keytool Manages a Java keystore (database) of private keys and their associated
X.509 certificate chains that authenticate the corresponding public keys.
Alsomanages certificates from trusted entities. Formore information on
the keytool utility, see keytool-Key and CertificateManagement Tool.

-storepass storepass Specifies the password that protects the integrity of the keystore.

-list By default, prints theMD5 fingerprint of a certificate.

-keystore certfile Specifies the name and location of the persistent keystore file.

Export the root CAcertificate from the Java keystore to a temporary file.
# keytool -export -storepass storepass -alias gtecybertrustca -keystore

gtecybertrustca -keystore certfile -file filename

-export Exports the trusted certificate.
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-storepass storepass Specifies the password that protects the integrity of the Java keystore.

-alias gtecybertrustca Identifies the alias of the trusted certificate.

-keystore certfile Specifies the name and location of the keystore file.

-file filename Identifies the file to hold the exported certificate.

Import a trusted certificate to the package keystore.
# pkgadm addcert -t -f format certfile

-t Indicates that the certificate is a trusted CAcertificate. The output includes the details
of the certificate, which the user is asked to verify.

-f format Specifies the format of certificates and private keys.When you import a certificate, it
must be encoded using PEMor binary DER format.

certfile Specifies the file that contains the certificate.

Remove the temporary file.
# rm /tmp/file-name

Formore information, see the pkgadm(1M)man page.

Importing a Trusted Certificate From the Java Keystore

The following example shows how to import a trusted certificate. In this example, Sun’s root CA
certificate is imported from the Java keystore into the package keystore by using the keytool
command.

# keytool -export -storepass changeit -alias gtecybertrustca -keystore

gtecybertrustca -keystore /usr/j2se/jre/lib/security/cacerts -file \

/tmp/root.crt

Certificate stored in file </tmp/root.crt>

# pkgadm addcert -t -f der /tmp/root.crt

Keystore Alias: GTE CyberTrust Root

Common Name: GTE CyberTrust Root

Certificate Type: Trusted Certificate

Issuer Common Name: GTE CyberTrust Root

Validity Dates: <Feb 23 23:01:00 1996 GMT> - <Feb 23 23:59:00 2006 GMT>

MD5 Fingerprint: C4:D7:F0:B2:A3:C5:7D:61:67:F0:04:CD:43:D3:BA:58

SHA1 Fingerprint: 90:DE:DE:9E:4C:4E:9F:6F:D8:86:17:57:9D:

D3:91:BC:65:A6:89:64

Are you sure you want to trust this certificate? yes

Trusting certificate <GTE CyberTrust Root>

Type a Keystore protection Password.

Press ENTER for no protection password (not recommended):

For Verification: Type a Keystore protection Password.
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Press ENTER for no protection password (not recommended):

Certificate(s) from </tmp/root.crt> are now trusted

# rm /tmp/root.crt

� How toDisplay Certificate Information (pkgadm
listcert)
Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Display the contents of the package keystore.
# pkgadm listcert -p passarg

Displaying Certificate Information

The following example shows how to display the details of a locally stored certificate.

# pkgadm listcert -P pass:test123

Keystore Alias: GTE CyberTrust Root

Common Name: GTE CyberTrust Root

Certificate Type: Trusted Certificate

Issuer Common Name: GTE CyberTrust Root

Validity Dates: <Feb 23 23:01:00 1996 GMT> - <Feb 23 23:59:00 2006 GMT>

MD5 Fingerprint: C4:D7:F0:B2:A3:C5:7D:61:67:F0:04:CD:43:D3:BA:58

SHA1 Fingerprint: 90:DE:DE:9E:4C:4E:9F:6F:D8:86:17:57:9D:D3:91:

BC:65:A6:89:64

� How to Remove a Certificate (pkgadm removecert)
Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Remove the trusted certificate from thepackage keystore.
# pkgadm removecert -n "certfile"

The removecert -n “certfile” option specifies the alias of the user certificate/key pair or the alias of
the trusted certificate.
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Note –View the alias names for certificates by using the pkgadm listcert command.

Removing a Certificate

The following example shows how to remove a certificate.

# pkgadm listcert

Keystore Alias: GTE CyberTrust Root

Common Name: GTE CyberTrust Root

Certificate Type: Trusted Certificate

Issuer Common Name: GTE CyberTrust Root

Validity Dates: <Feb 23 23:01:00 1996 GMT> - <Feb 23 23:59:00 2006 GMT>

MD5 Fingerprint: C4:D7:F0:B2:A3:C5:7D:61:67:F0:04:CD:43:D3:BA:58

SHA1 Fingerprint: 90:DE:DE:9E:4C:4E:9F:6F:D8:86:17:57:9D:D3:91:BC:

65:A6:89:64

# pkgadm removecert -n "GTE CyberTrust Root"

Enter Keystore Password: storepass
Successfully removed Certificate(s) with alias <GTE CyberTrust Root>

� How toSetUpaProxy Server (pkgadd)
If your system is behind a firewall with a proxy, you will need to set up a proxy server before you can
add a package from anHTTP server by using the pkgadd command.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Select one of the followingmethods to specify a proxy server.

a. Specify the proxy server by using the http_proxy, HTTPPROXY, or HTTPPROXYPORT environment
variable.

For example:
# setenv http_proxy http://mycache.domain:8080

Or, specify one of the following:

# setenv HTTPPROXY mycache.domain
# setenv HTTPPROXYPORT 8080

Example 19–3
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b. Specify the proxy server on the pkgadd command line.

For example:
# pkgadd -x mycache.domain:8080 -d http://myserver.com/pkg SUNWpkg

c. Create an administration file that includes proxy server information.

For example:
# cat /tmp/admin

mail=

instance=unique

partial=ask

runlevel=ask

idepend=ask

rdepend=ask

space=ask

setuid=ask

conflict=ask

action=ask

networktimeout=60

networkretries=3

authentication=quit

keystore=/var/sadm/security

basedir=default

proxy=mycache.domain:8080

Then, identify the administration file by using the pkgadd -a command. For example:

# pkgadd -a /tmp/admin -d http://myserver.com/pkg SUNWpkg

� How toAddaSignedPackage (pkgadd)
This procedure assumes that you have imported Sun’s root CAcertificate. Formore information, see
“How to Import a Trusted Certificate From the Java Keystore (pkgadm addcert)” on page 382.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Add a signedpackage.
# pkgadd -d /pathname/device-name

The -d device-name option specifies the device fromwhich the package is installed. The device can be
a directory, tape, diskette, or removable disk. The device can also be a data stream created by the
pkgtrans command.
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Adding a Signed Package

The following example shows how to add a signed package that is stored on the system.

# # pkgadd -d /tmp/signed_pppd

The following packages are available:

1 SUNWpppd Solaris PPP Device Drivers

(sparc) 11.10.0,REV=2003.05.08.12.24

Select package(s) you wish to process (or ’all’ to process

all packages). (default: all) [?,??,q]: all

Enter keystore password:

## Verifying signature for signer <User Cert 0>

.

.

.

The following example shows how to install a signed package using an HTTPURLas the device name.
The URLmust point to a stream-formatted package.

# pkgadd -d http://install/signed-video.pkg

## Downloading...

..............25%..............50%..............75%..............100%

## Download Complete

.

.

.

Managing SoftwarePackages byUsingPackageCommands
(TaskMap)

The following taskmap describes the softwaremanagement tasks that you can performwith the
package commands for both signed and unsigned packages.

Task Description For Instructions

Add software packages to the local
system.

You can add software packages to the
local system by using the pkgadd
command.

“How toAdd Software Packages (pkgadd)” on page 388
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Task Description For Instructions

Add software packages to a spool
directory.

You can add software packages to a
spool directory without actually
installing the software.

“Adding a Software Package to a Spool Directory”
on page 391

List information about all installed
software packages.

You can list information about
installed packages by using the
pkginfo command.

“How to List InformationAboutAll Installed Packages
(pkginfo)” on page 393

Check the integrity of installed
software packages.

You can verify the integrity of
installed software packages by using
the pkgchk command.

“How to Check the Integrity of Installed Software
Packages (pkgchk)” on page 394

Check the integrity of an installed
object.

You can verify the integrity of an
installed object by using the pkchk
commandwith the -p and -P
options. The -p option specifies the
full path name. The new -P option
specifies a partial path name.

“How to Check the Integrity of Installed Objects
(pkgchk -p, pkgchk -P)” on page 395

Remove software packages. You can remove unneeded software
packages by using the pkgrm
command.

“How to Remove Software Packages (pkgrm)” on page
397

UsingPackageCommands toManageSoftwarePackages
The following procedures explain how tomanage software packages by using package commands.

� How toAddSoftwarePackages (pkgadd)
Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Remove any already installed packageswith the samenames as the packages you are adding.

This step ensures that the system keeps a proper record of software that has been added and removed.
Sometimes, youmight want tomaintainmultiple versions of the same application on the system. For
strategies onmaintainingmultiple software copies, see “Guidelines for Removing Packages (pkgrm)”
on page 320. For task information, see “How to Remove Software Packages (pkgrm)” on page 397.

Add a software package to the system.

# pkgadd -a admin-file -d device-name pkgid ...

1

2

3

Using Package Commands toManage Software Packages

SystemAdministration Guide: BasicAdministration • May 2006388



-a admin-file (Optional) Specifies an administration file that the pkgadd command should
check during the installation. For details about using an administration file, see
“Using anAdministration File” on page 321.

-d device-name Specifies the absolute path to the software packages. device-name can be the path
to a device, a directory, or a spool directory. If you do not specify the path where
the package resides, the pkgadd command checks the default spool directory
(/var/spool/pkg). If the package is not there, the package installation fails.

pkgid (Optional) Is the name of one ormore packages, separated by spaces, to be
installed. If omitted, the pkgadd command installs all available packages from
the specified device, directory, or spool directory.

If the pkgadd command encounters a problem during installation of the package, it displays a
message related to the problem, followed by this prompt:

Do you want to continue with this installation?

Respondwith yes, no, or quit. If more than one package has been specified, type no to stop the
installation of the package being installed. The pkgadd command continues to install the other
packages. Type quit to stop the installation.

Verify that the package has been installed successfully.
# pkgchk -v pkgid

If no errors occur, a list of installed files is returned. Otherwise, the pkgchk command reports the
error.

Adding Software Packages FromaMounted CD

The following example shows how install the SUNWpl5u package from amounted Solaris 10 CD. The
example also shows how to verify that the package files were installed properly.

# pkgadd -d /cdrom/cdrom0/s0/Solaris_10/Product SUNWpl5u

.

.

.

Installation of <SUNWpl5u> was successful.

# pkgchk -v SUNWpl5u

/usr

/usr/bin

/usr/bin/perl

/usr/perl5

/usr/perl5/5.8.4

.

.

.
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Installing Software Packages Froma Remote Package Server

If the packages you want to install are available from a remote system, you canmanually mount the
directory that contains the packages (in package format) and install packages on the local system.

The following example shows how to install software packages from a remote system. In this
example, assume that the remote system named package-server has software packages in the
/latest-packages directory. The mount commandmounts the packages locally on /mnt. The
pkgadd command installs the SUNWpl5u package.

# mount -F nfs -o ro package-server:/latest-packages /mnt

# pkgadd -d /mnt SUNWpl5u

.

.

.

Installation of <SUNWpl5u> was successful.

If the automounter is running at your site, you do not need tomount the remote package server
manually. Instead, use the automounter path, in this case,
/net/package-server/latest-packages, as the argument to the -d option.

# pkgadd -d /net/package-server/latest-packages SUNWpl5u

.

.

.

Installation of <SUNWpl5u> was successful.

Installing Software Packages Froma Remote Package Server by Specifying an
Administration File

This example is similar to the previous example, except that it uses the -a option and specifies an
administration file named noask-pkgadd, which is illustrated in “Avoiding User InteractionWhen
Adding Packages (pkgadd)” on page 321. In this example, assume that the noask-pkgadd
administration file is in the default location, /var/sadm/install/admin.

# pkgadd -a noask-pkgadd -d /net/package-server/latest-packages SUNWpl5u

.

.

.

Installation of <SUNWpl5u> was successful.

Installing Software Packages Froman HTTPURL

The following example shows how to install a package using an HTTPURLas the device name. The
URLmust point to a stream-formatted package.
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# pkgadd -d http://install/xf86-4.3.0-video.pkg

## Downloading...

..............25%..............50%..............75%..............100%

## Download Complete

The following packages are available:

1 SUNWxf86r XFree86 Driver Porting Kit (Root)

(i386) 4.3.0,REV=0.2003.02.28

2 SUNWxf86u XFree86 Driver Porting Kit (User)

(i386) 4.3.0,REV=0.2003.02.28

.

.

.

Adding a SoftwarePackage to a SpoolDirectory
For convenience, you can copy frequently installed packages to a spool directory. If you copy
packages to the default spool directory, /var/spool/pkg, you do not need to specify the source
location of the package (-d device-name argument) when you use the pkgadd command. The pkgadd
command, by default, checks the /var/spool/pkg directory for any packages that are specified on
the command line. Note that copying packages to a spool directory is not the same as installing the
packages on a system.

� How toAddSoftwarePackages to a SpoolDirectory (pkgadd)

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Remove any already spooled packageswith the samenames as the packages you are adding.

For information on removing spooled packages, see Example 19–20.

Add a software package to a spool directory.
# pkgadd -d device-name -s spooldir pkgid ...

-d device-name Specifies the absolute path to the software packages. device-name can be the path
to a device, a directory, or a spool directory.

-s spooldir Specifies the name of the spool directory where the package will be spooled. You
must specify a spooldir.
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pkgid (Optional) Is the name of one ormore packages, separated by spaces, to be
added to the spool directory. If omitted, the pkgadd command copies all
available packages.

Verify that the package has been copied successfully to the spool directory.
$ pkginfo -d spooldir| grep pkgid

If pkgidwas copied correctly, the pkginfo command returns a line of information about the pkgid.
Otherwise, the pkginfo command returns the system prompt.

Setting Up a Spool Directory FromaMounted CD

The following example shows how to transfer the SUNWman package from amounted SPARC based
Solaris 10 CD to the default spool directory (/var/spool/pkg).

# pkgadd -d /cdrom/cdrom0/s0/Solaris_10/Product -s /var/spool/pkg SUNWman

Transferring <SUNWman> package instance

Setting Up a Spool Directory Froma Remote Software Package Server

If packages you want to copy are available from a remote system, you canmanually mount the
directory that contains the packages, in package format, and copy them to a local spool directory.

The following example shows the commands for this scenario. In this example, assume that the
remote system named package-server has software packages in the /latest-packages directory.
The mount commandmounts the package directory locally on /mnt. The pkgadd command copies
the SUNWpl5p package from /mnt to the default spool directory (/var/spool/pkg).

# mount -F nfs -o ro package-server:/latest-packages /mnt

# pkgadd -d /mnt -s /var/spool/pkg SUNWpl5p

Transferring <SUNWpl5p> package instance

If the automounter is running at your site, you do not have tomount the remote package server
manually. Instead, use the automounter path, in this case,
/net/package-server/latest-packages, as the argument to the -d option.

# pkgadd -d /net/package-server/latest-packages -s /var/spool/pkg SUNWpl5p

Transferring <SUNWpl5p> package instance

Installing Software Packages From theDefault Spool Directory

The following example shows how to install the SUNWpl5p package from the default spool directory.
When no options are used, the pkgadd command searches the /var/spool/pkg directory for the
named packages.

4
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# pkgadd SUNWpl5p

.

.

.

Installation of <SUNWpl5p> was successful.

� How to List InformationAboutAll InstalledPackages
(pkginfo)
List information about installed packages by using the pkginfo command.
$ pkginfo

Listing Installed Packages

This example shows how to list all packages installed on a local system, whether that system is a
stand-alone system or a server. The output shows the primary category, package name, and the
description of the package.

$ pkginfo

system SUNWaccr System Accounting, (Root)

system SUNWaccu System Accounting, (Usr)

system SUNWadmap System administration applications

system SUNWadmc System administration core libraries

.

.

.

DisplayingDetailed InformationAbout Software Packages

This example shows how to list all packages installed on a system by specifying the long format,
which includes all available information about the designated packages.

$ pkginfo -l SUNWcar

PKGINST: SUNWcar

NAME: Core Architecture, (Root)

CATEGORY: system

ARCH: sparc.sun4u

VERSION: 11.9.0,REV=2002.04.06.15.27

BASEDIR: /

VENDOR: Sun Microsystems, Inc.

DESC: core software for a specific hardware platform group

PSTAMP: leo20031003183400

INSTDATE: Feb 20 2004 16:57

◗
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HOTLINE: Please contact your local service provider

STATUS: completely installed

FILES: 114 installed pathnames

36 shared pathnames

40 directories

57 executables

21469 blocks used (approx)

� How toCheck the Integrity of Installed Software
Packages (pkgchk)
Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Check the status of an installed package.

� To check the file attributes and contents, type the following:

# pkgchk -a| -c -v pkgid ...

� To specify the absolute path of the spool directory, type the following:

# pkgchk -d spooldir pkgid ...

-a Specifies to audit only the file attributes (the permissions), rather than the file
attributes and the contents, which is the default.

-c Specifies to audit only the file contents, rather than the file contents and attributes,
which is the default.

-v Specifies verbosemode, which displays file names as they are processed.

-d spooldir Specifies the absolute path of the spool directory.

pkgid (Optional) Is the name of one ormore packages, separated by spaces. If you do not
specify a pkgid, all the software packages installed on the system are checked.

Checking the Contents of Installed Software Packages

The following example shows how to check the contents of a package.

# pkgchk -c SUNWbash

If no errors occur, the system prompt is returned. Otherwise, the pkgck command reports the error.

1

2
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Checking the FileAttributes of Installed Software Packages

The following example shows how to check the file attributes of a package.

# pkgchk -a SUNWbash

If no errors occur, the system prompt is returned. Otherwise, the pkgck command reports the error.

Checking Software Packages Installed in a Spool Directory

The following example shows how to check a software package that was copied to a spool directory
(/export/install/packages).

# pkgchk -d /export/install/packages

## checking spooled package <SUNWadmap>

## checking spooled package <SUNWadmfw>

## checking spooled package <SUNWadmc>

## checking spooled package <SUNWsadml>

The checksmade on a spooled package are limited because not all information can be audited until a
package is installed.

� How toCheck the Integrity of InstalledObjects
(pkgchk -p, pkgchk -P)
This procedure explains how to use the pkgchk command to check the integrity of installed objects.
The new -P option enables you to specify a partial path. This option has been added to assist you in
mapping files to packages. Use this option with the -l option to list the information about the files
that contain the partial path. Use the -p option to check the integrity of installed objects by
specifying the full path. Formore information, see the pkgchk(1M)man page.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Check the integrity of an installed object.

� To verify the integrity of an installed object for a full path name or path names, type the
following:

# pkgchk -lp path-name
� To verify the integrity of an installed object for a partial-path name or path names, type the

following:
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Example 19–16

1

2

Using Package Commands toManage Software Packages

Chapter 19 • Managing Software by Using Package Commands (Tasks) 395



# pkgchk -lP partial-path-name

-p path Checks the accuracy only of the path name or path names that are listed. Path
can be one ormore path names separated by commas. Specifies to audit only the
file attributes (the permissions), rather than the file attributes and the contents,
which is the default.

-P partial-path Checks the accuracy of only the partial path name or path names that are listed.
The partial-path can be one ormore partial path names separated by commas.
Matches any path name that contains the string contained in the partial path.
Specifies to audit only the file contents, rather than the file contents and
attributes, which is the default.

-l Lists information about the selected files that make up a package. This option is
not compatible with the -a, -c, -f, -g, and -v options. Specifies verbosemode,
which displays file names as they are processed.

Checking the Integrity of an InstalledObject by Specifying a Full Path Name

This example shows you how to use the pkgchk -lp command to check the contents/attributes of an
object on a file system by a specifying the full path name. The -l option lists information on the
selected files that make up a package.

# pkgchk -lp /usr/sbin/pkgadd

Pathname: /usr/sbin/pkgadd

Type: regular file

Expected mode: 0555

Expected owner: root

Expected group: sys

Expected file size (bytes): 867152

Expected sum(1) of contents: 45580

Expected last modification: Jul 02 02:20:34 2004

Referenced by the following packages:

SUNWpkgcmdsu

Current status: installed

Checking the Integrity of an InstalledObject by Specifying a Partial Path Name

This example shows you how to use the pkgchk -lP command to check the contents/attributes of an
object on a file system by a specifying a partial path name, such as a file or directory name. The -l
option lists information on the selected files that make up a package.

# pkgchk -lP /sbin/pkgadd

Pathname: /usr/sbin/pkgadd

Type: regular file

Expected mode: 0555

Expected owner: root

Example 19–17

Example 19–18

Using Package Commands toManage Software Packages

SystemAdministration Guide: BasicAdministration • May 2006396



Expected group: sys

Expected file size (bytes): 867152

Expected sum(1) of contents: 45580

Expected last modification: Jul 02 02:20:34 2004

Referenced by the following packages:

SUNWpkgcmdsu

Current status: installed

Pathname: /usr/sbin/pkgask

Type: linked file

Source of link: ../../usr/sbin/pkgadd

Referenced by the following packages:

SUNWpkgcmdsu

Current status: installed

Removing SoftwarePackages
To remove or uninstall a software package, use the associated tool that you used to add or install a
software package. For example, if you used the Solaris installation GUI to install software, use the
Solaris installation GUI to uninstall software.

Caution –Do no use the rm command to remove software packages. Doing so will result in
inaccuracies in the database that keeps track of all installed packages on the system.

� How toRemoveSoftwarePackages (pkgrm)
Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

Remove an installed package.
# pkgrm pkgid ...

pkgid identifies the name of one ormore packages, separated by spaces, to be removed. If omitted,
the pkgrmcommand removes all available packages.

Removing Software Packages

This example shows how to remove a package.

# pkgrm SUNWctu

1

2
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The following package is currently installed:

SUNWctu Netra ct usr/platform links (64-bit)

(sparc.sun4u) 11.9.0,REV=2001.07.24.15.53

Do you want to remove this package? y

## Removing installed package instance <SUNWctu>

## Verifying package dependencies.

## Processing package information.

## Removing pathnames in class <none>

.

.

.

Removing a Spooled Software Package

This example shows how to remove a spooled package.

# pkgrm -s /export/pkg SUNWaudh

The following package is currently spooled:

SUNWaudh Audio Header Files

(sparc) 11.10.0,REV=2003.08.08.00.03

Do you want to remove this package? y

Removing spooled package instance <SUNWaudh>

Example 19–20
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Managing Solaris Patches andUpdates
(Overview)

Patchmanagement involves applying Solaris patches and updates to a system. Patchmanagement
might also involve removing unwanted or faulty patches. Removing patches is also called backing out
patches.

Note –You can obtain timely access to Solaris patches and updates with the SunUpdate Connection,
System Edition software. The SunUpdate Connection software is available, starting with the Solaris
10 1/06 release. The SunUpdate Connection software has the same functionality as the Sun Patch
Manager 2.0 tools, with the addition of some new features and enhancements.

If you are running the Solaris 10 initial release, and you want to use SunUpdate Connection, install
the appropriate patches or upgrade your system to the Solaris 10 1/06 release.

For information about installing and using the SunUpdate Connection, System Edition software to
manage patches and updates on your Solaris system, see the SunUpdate Connection Collection
(http://docs.sun.com/app/docs/coll/1320.1).

For information about registering your system after you install the Solaris software, see Chapter 17.

The following overview information is in this chapter:

� “Types of Patches” on page 400
� “Accessing Solaris Patches” on page 401
� “Tools forManaging Solaris Patches andUpdates” on page 402
� “Selecting the BestMethod forApplying Patches andUpdates” on page 404
� “Managing Patches in the Solaris Operating System (RoadMap)” on page 406
� “Solaris PatchManagement Terms andDefinitions” on page 407

For information about the Sun PatchManager tool (PatchManager) and step-by-step instructions
on using PatchManager tomanage patches, see Chapter 21.

For step-by-step instructions on using the patchadd command tomanage patches, see Chapter 22.

For information about applying patches to diskless client systems, see “Patching Diskless Client OS
Services” on page 148.
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For information about recommended strategies and practices for using Solaris patches, see Solaris
PatchManagement: Recommended Strategies.

Types of Patches
Apatch is a collection of files and directories that replaces or updates existing files and directories
that are preventing proper execution of the existing software. The existing software is derived from a
specified package format, which conforms to theApplication Binary Interface (ABI). For details
about packages, see Chapter 16.

An update is a change that you apply to software that corrects an existing problem or that introduces
a feature.An update is also the steps that you perform to apply updates to a system.

Note –The terms patch and update are used interchangeably in this book.

You canmanage patches on your Solaris system by using the SunUpdate Connection, System
Edition software, the PatchManager 2.0 software, or by using the patchadd command.

Note –The SunUpdate Connection, SystemEdition software has the same functionality as the Sun
PatchManager tools, with the addition of some new features and enhancements. If you are running
the Solaris 10 initial release, and you want to use SunUpdate Connection, install the appropriate
patches or upgrade your system to the Solaris 10 1/06 release. Formore information, see Chapter 16.

SignedandUnsignedPatches
A signed patch is one that has a digital signature applied to it.Apatch that has its digital signature
verified has not beenmodified since the signature was applied. The digital signature of a signed patch
is verified after the patch is downloaded to your system.

Patches for the Solaris OS, starting with the Solaris 2.6 release, are available as signed patches and as
unsigned patches. Unsigned patches do not have a digital signature.

Signed patches are stored in Java archive format (JAR) files and are available from the SunSolve
OnlineSM web site. Unsigned patches are stored in directory format and are also available from the
SunSolve Online web site as .zip files.

For information aboutmanaging patches and updates in the current Solaris release, refer to the Sun
Update Connection product documentation at http://docs.sun.com/app/docs/coll/1320.1.

For information about applying patches to your system by using PatchManager, see “Managing
Patches by Using the Command-Line Interface (TaskMap)” on page 427.

For information about applying patches to your system by using the patchadd command, see
“Managing Solaris Patches by Using the patchaddCommand (TaskMap)” on page 445.
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For additional overview information about signed patches, see “Signed Packages, Patches, and
Updates” on page 314.

Accessing Solaris Patches
Sun customers can access patches from the SunSolve Online web site whether or not they are in the
SunSpectrum program. These patches are updated nightly.

� If you are in the SunSpectrumprogram –You have access to the entire SunSolve database of
patches and all patch information.

� If you are not in the SunSpectrumprogram –As of this Solaris release, you have access to the
entire SunSolve database of patches and all patch information except for patches that have
third-party contract restrictions.

You can obtain Solaris patches in the following ways:

� From the http://sunsolve.sun.comweb site
To access patches from the Patch Portal of the SunSolve Online site, your systemmust be
connected to the Internet and be capable of running a web browser, such as theMozilla software.

� By using anonymous ftp to download the patches to your system
To obtain patches by using the anonymous ftp command, your systemmust be connected to the
Internet and be capable of running the ftp command.

� By using the SunUpdate Connection System Edition product suite that is described at
http://docs.sun.com/app/docs/coll/1320.1.

� By using the PatchManager tools that are described in this book

You can access individual patches or a set of patches from a patch cluster, or refer to patch reports.
You can also use Sun PatchManager to analyze your system to determine the appropriate patches.
PatchManager also can download and apply the patches to your system. See Chapter 21.

Each patch is associated with a READMEfile that has information about the patch.

Solaris PatchNumbering
Patches are identified by unique patch IDs. Apatch ID is an alphanumeric string that is a patch base
code and a number that represents the patch revision number joined with a hyphen. For example,
patch 108528-10 is the patch ID for the SunOS 5.8 kernel update patch.

Accessing Solaris Patches
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Tools forManaging Solaris Patches andUpdates
You can use the following tools tomanage patches and updates on your Solaris systems:

� SunUpdate Connection web application
� SunUpdateManager application
� smpatch command-line interface
� patchadd

� SolarisManagement Console Patches tool (GUI, starting with Solaris 9)

If you need to apply a patch to a diskless client system, see “Patching Diskless Client OS Services”
on page 148.

The following table summarizes the availability of the Solaris patchmanagement tools.

For SunUpdate Connection tool, see the SunUpdate Connection product documentation at
http://docs.sun.com/app/docs/coll/1320.1.

Tool Availability
patchadd/patchrm
Commands

Solaris 2.6 and Solaris 7
PatchManagement
Tools SunPatchManager 2.0

PatchPro Interactive
or PatchPro Expert

How do I get this tool? Included with the
Solaris release

Download the tool
from the Sun
Download Center
web site1

Included with the
Solaris 10 release
(SUNWCprog,
SUNWCall, and
SUNWCXall)

Download the
Solaris 8 or Solaris 9
version of the tool
from the Sun
Download Center
web site1

Run tool from the
PatchPro web
site2

Solaris release
availability

Solaris 2.6, Solaris
7, Solaris 8, Solaris
9, and Solaris 10
releases

Solaris 2.6 and
Solaris 7 releases

Solaris 8, Solaris 9,
and Solaris 10
releases

Solaris 2.6,
Solaris 7, Solaris
8, Solaris 9, and
Solaris 10 releases

Applies signed patches? Starting with the
Solaris 9 12/03
release –Yes, and
automatically
verifies the signed
patch when it is
downloaded

Yes, and
automatically
verifies the signed
patch when it is
downloaded

Yes, and
automatically
verifies the signed
patch when it is
downloaded

No, these tools do
not apply patches

1 The SunDownload Center web site is http://wwws.sun.com/software/download.
2 The PatchPro web site is http://www.sun.com/PatchPro.
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Tool Availability
patchadd/patchrm
Commands

Solaris 2.6 and Solaris 7
PatchManagement
Tools SunPatchManager 2.0

PatchPro Interactive
or PatchPro Expert

Applies unsigned
patches?

Yes No Yes, but the patches
must be unzipped
first

No

GUI available? No No Yes, for Solaris 9 and
Solaris 10 systems
only

Yes, these tools
can only be run
from the
PatchPro web
site2

Analyzes system to
determine the
appropriate patches and
downloads signed or
unsigned patches

No Yes, signed patches
only

Yes, signed patches
only

Yes, unsigned
patches only

Local and remote
system patch support

Local Local Local and remote

For Solaris 8
systems – Local

No

RBAC support? Yes No Yes No
2 The PatchPro web site is http://www.sun.com/PatchPro.

Starting with the Solaris 9 release –Agraphical user interface Patches tool in the Solaris
Management Console (smc), is also available. The Patches tool enables you to analyze systems to
determine the appropriate patches, view patch properties, download patches, apply patches to
systems, and remove patches.

Managing Solaris Patches
When you apply a patch, the patch tools call the pkgadd command to apply the patch packages from
the patch directory to a local system’s disk.

Caution –Do not run the pkgadd command directly to apply patches.

More specifically, the patch tools do the following:

� Determine the Solaris version number of themanaging host and the target host
� Update the patch package’s pkginfo file with this information:

� Patches that have been obsoleted by the patch being applied
� Other patches that are required by this patch
� Patches that are incompatiblewith this patch

Tools forManaging Solaris Patches andUpdates
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While you apply patches, the patchadd command logs information in the
/var/sadm/patch/patch-id/log file.

Note – In this Solaris release, improvements have beenmade to the patchadd -M command.When
you use this command to apply patches to your system, you are no longer required to specify patch
IDs in numeric order. If you use the patchadd -M commandwithout specifying a patch ID, all patches
in the directory are installed on the system. Formore information about these changes, see the
patchadd(1M).

The patchadd command cannot apply a patch under the following conditions:

� The package is not fully installed on the system.
� The patch package’s architecture differs from the system’s architecture.
� The patch package’s version does notmatch the installed package’s version.
� Apatch with the same base code and a higher revision number has already been applied.
� Apatch that obsoletes this patch has already been applied.
� The patch is incompatible with a patch that has already been applied to the system. Each patch

that has been applied keeps this information in its pkginfo file.
� The patch being applied depends on another patch that has not yet been applied.

Selecting theBestMethod forApplyingPatches andUpdates
You can use several different methods to download or apply one ormore patches or updates to your
system. Use the following table to determine whichmethod is best for your needs.

Note – Starting with the Solaris 10 1/06 release, the smpatch command-line interface has been
updated for use with the SunUpdate Connection software. If you are running the Solaris 10 initial
release, and you want to use SunUpdate Connection, install the appropriate patches or upgrade your
system to the Solaris 10 1/06 release. Formore information, see “What’s New in Software
Management in the Solaris Operating System?” on page 309.

For information about registering your system after you install the Solaris software, see the
Chapter 17.

Selecting the BestMethod forApplying Patches andUpdates
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Commandor Tool Description ForMore Information

smpatch update Starting with the Solaris 8 release –Use
this command to analyze your system to
determine the appropriate patches and to
automatically download and apply the
patches. Note that this commandwill not
apply a patch that has the interactive
property set.

Note – For Solaris 8 systems, only the local
mode smpatch is available.

“How toUpdate Your
SystemWith Patches
(Command Line)” on page
430

smpatch(1M)man page

smpatch analyze and smpatch

update

Starting with the Solaris 8 release – First,
use smpatch analyze to analyze your
system to determine the appropriate
patches. Then, use smpatch update to
download and apply one ormore of the
patches to your system.

Note – For Solaris 8 systems, only the local
mode smpatch is available.

“How toAnalyze Your
System toObtain the List of
Patches toApply (Command
Line)” on page 428

“How toUpdate Your
SystemWith Patches
(Command Line)” on page
430

smpatch(1M)man page

smpatch analyze, smpatch
download, and smpatch add

Starting with the Solaris 8 release – First,
use smpatch analyze to analyze your
system to determine the appropriate
patches. Then, use smpatch download to
download them. This command also
downloads any prerequisite patches. Then,
use smpatch add to apply one or more of the
patches to your systemwhile the system is in
single-user ormultiuser mode.

Note – For Solaris 8 systems, only the local
mode smpatch is available.

“Managing Patches by Using
the Command-Line
Interface (TaskMap)”
on page 427

smpatch(1M)man page

patchadd Starting with the Solaris 2.6 release –
Apply unsigned patches to your system.

Starting with the Solaris 9 12/03 release –
Use this command to apply either signed or
unsigned patches to your system. To apply
signed patches, youmust first set up your
package keystore.

Chapter 22

patchadd(1M)man page

SolarisManagement Console
Patches tool

Starting with the Solaris 9 release –Use
this tool when you want the convenience of
a GUI tool tomanage signed patches.

SolarisManagement Console
online help
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Note – In this Solaris release, the smpatch command-line interface has been updated for use with the
SunUpdate Connection, System Edition software. Formore information, see “What’s New in
SoftwareManagement in the Solaris Operating System?” on page 309.

ManagingPatches in the SolarisOperating System (Road
Map)

Use this roadmap to identify all the tasks formanaging Solaris patches. Each task points to a series of
additional tasks such asmanaging signed or unsigned patches.

Task Description For Instructions

Determine whether to apply
signed or unsigned patches.

Determine whether applying signed or
unsigned patches is best for your
environment.

“DeterminingWhether to
Apply Signed or Unsigned
Patches to Your System”
on page 406

Apply a patch to your system. You can apply patches in the following ways:

Use the smpatch command on Solaris 8,
Solaris 9 or Solaris 10 systems to apply
signed or unsigned patches.

“Managing Solaris Patches
by Using the Sun Patch
Manager Command-Line
Interface (TaskMap)”
on page 420

Use the patchadd command on Solaris 2.6,
Solaris 7, Solaris 8, Solaris 9, or Solaris 10
systems to apply unsigned Solaris patches.

“Managing Solaris Patches
by Using the patchadd
Command (TaskMap)”
on page 445

DeterminingWhether toApply SignedorUnsigned
Patches toYour System
The key factor when determining whether to apply signed or unsigned patches to your system is
whether you trust the source of patches.

If you trust the source of patches, for example, a patch CD from a known distributor or an HTTPS

connection to a trusted web site, you can use unsigned patches. However, if you do not trust the
source, use signed patches.

If you are unsure about whether to trust the source of patches, use signed patches.

Managing Patches in the Solaris Operating System (RoadMap)
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Solaris PatchManagement Terms andDefinitions
The following terms are used throughout the patchmanagement chapters.

To check a system to determine the list of patches that are appropriate for this system.

PatchManager uses analysis modules and a list of available patches from the Sun patch server to
generate a list of patches for your Solaris system.

To install a patch on a system.

To remove a patch from a system.

Data that is created when a patch is applied to enable the system to return to its previous state if the
patch is removed (backed out).

Directory in which backout data is stored. By default, this is the save directory of each package that
was installed by the patch.

The ability of a server in a chain of patch servers to store a patch that has been downloaded to it from
another server.

See patch dependency.

An electronic signature that can be used to ensure that a document has not beenmodified since the
signature was applied.

To copy one ormore patches from a source of patches, such as the Sun patch server, to the system
where the patches are to be applied.

Directory in which patches are stored when they are downloaded from the patch source. This is also
the directory fromwhich patches are applied. The default location is /var/sadm/spool.

A repository of certificates and keys that is queried when you attempt to apply a signed patch.

Amode available for the smpatch command, which can only be run on the local system. This mode
can be used to apply patches while the system is in single-usermode or inmultiuser mode.

Apatch that is associated with the interactive property, with one ormore of the rebootafter,
rebootimmediate, reconfigafter, reconfigimmediate, and singleuser properties, or a patch that
cannot be applied by running the usual patchmanagement tools.

To sort a set of patches in an order suitable for applying patches.

The form in which software products are delivered for installation on a system. The package contains
a collection of files and directories in a defined format.

analyze

apply

backout

backout data

backout directory

caching

dependency

digital signature

download

download
directory

keystore

localmode

nonstandard
patch

order

package
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An update to software that corrects an existing problem or that introduces a feature.

Amethod of checking a system to determine which patches are appropriate for the system.

An instance where a patch depends on the existence of another patch on a system.Apatch that
depends on one ormore patches can only be applied to a systemwhen those other patches have
already been applied.

Aunique alphanumeric string, with the patch base code first, a hyphen, and a number that represents
the patch revision number.

Arare situation where two patches cannot be on the same system. Each patch in the relationship is
incompatible with the other. If you want to apply a patch that is incompatible with a patch already on
the system, youmust first remove the patch that is already on the system. Then, you can apply the
new patch.

Afile that contains a list of patches, one patch ID per line. Such a list can be used to perform patch
operations. The list can be generated based on the analysis of a system or on user input.

Each line in a patch list has two columns. The first column is the patch ID, and the second column is
a synopsis of that patch.

Aprocess that involves analyzing a system to determine the appropriate patches, downloading the
patches to that system, and applying the patches.Another part of the patchmanagement process is
the optional removal of patches.

An instance where a patch replaces another patch, even if it has not already been applied to a system.
Apatch that obsoletes one ormore patches replaces those patches entirely and does not require that
the obsolete patches be applied before the replacement patch is applied.

Aproduct developed by SunNetwork Storage to provide automated patchmanagement technology,
which is used by Sun PatchManager.

Asource of Solaris patches that can be used by your systems to perform patch analyses and from
which to obtain the appropriate patches.

Auser-configurable policy that specifies the types of patches that can be applied during an update of
your system.

Amode available for the smpatch command, which can be run on a local system to update another
systemwith patches. This mode can only be used while the system is inmultiuser mode.

To determine the patch dependencies required for a list of patches. Each patch in the list is checked to
determine whether any other patchesmust be added to the list. If any patches are required, they are
added to the ordered patch list.

patch

patch analysis

patch
dependency

patch ID

patch
incompatibility

patch list

patch
management
process

patch
obsolescence

PatchPro

patch server

policy for
applyingpatches

remotemode

resolve
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Apatch that is signed with a valid digital signature.Asigned patch offers greater security than an
unsigned patch. The digital signature of the patch can be verified before the patch is applied to your
system.Avalid digital signature ensures that the signed patch has not beenmodified since the
signature was applied. Signed patches are stored in JavaArchive (JAR) format files.

Apatch that can be applied to a Solaris system that is running inmultiuser mode without having to
reboot. Such a patch is associated with the standard patch property.

Anotification to customers of a known product issue that might negatively impact customers’
computing environments or productivity.Aproblem that warrants a SunAlert notificationmeets the
criteria for issues that are related to at least one of these concerns: availability, security, and data loss.

The SunMicrosystems web site that provides access to patch data. PatchManager uses the data to
perform patch analyses of your systems. See http://sunsolve.sun.com.

Apatch that is not signed with a digital signature.

(n.)Achange to software that you apply that corrects an existing problem or that introduces a
feature.

(v.) To perform the steps that are necessary to apply updates to a system. The system is analyzed, and
the updates are downloaded and then applied.Also called patch.

Asystem that is used to connect your system to the Internet. Your system cannot connect directly to
the Internet, but must use the web proxy to establish the connection.

signedpatch

standardpatch

SunAlert

SunSolveOnline

unsignedpatch

update

webproxy
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Managing Solaris Patches by Using Sun Patch
Manager (Tasks)

The information in this chapter describes how tomanage patches by using the Sun PatchManager
tools only. Starting with the Solaris 10 1/06 release, use SunUpdate Connection, System Edition
software tomanage patches and updates on your systems. The SunUpdate Connection software has
the same functionality as the Sun PatchManager 2.0 tools, with the addition of some new features
and enhancements.

If you are running the initial Solaris 10 release, and you want to use SunUpdate Connection, install
the appropriate patches or upgrade your system to the Solaris 10 1/06 release. Formore information,
see the product documentation at http://docs.sun.com/app/docs/coll/1320.1.

For information about registering your system after you install the Solaris software, see Chapter 17.

For information aboutmanaging patches on your Solaris 8 and Solaris 9 systems, see
http://docs.sun.com/app/docs/coll/1152.1.

The following information is covered in this chapter:

� “Managing Solaris Patches by Using the Sun PatchManager Command-Line Interface (Task
Map)” on page 420

� “PatchManager Features” on page 412
� “Sun PatchManager Concepts” on page 414
� “Getting StartedWith PatchManager” on page 419
� “PatchManager Troubleshooting” on page 442

Youmust install at least the Developer Solaris Software Group of Solaris 10 software to use the Sun
PatchManager tool. The PatchManager software is included in the Solaris 10 release.

If you want to run PatchManager on a Solaris 8 system, youmust install at least the EndUser Solaris
Software Group of Solaris 8 software. If you want to run PatchManager on a Solaris 9 system, you
must install at least the Entire Solaris Software Group of Solaris 9 software. Youmust also obtain the
PatchManager software from the SunDownload Center at
http://wwws.sun.com/software/download.

For step-by-step instructions formanaging Solaris patches by using the patchadd command, see
Chapter 22.
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Note –As of this Solaris release, not all Sun patches are available through Sun PatchManager. Such
patches include those that do not conform to PatchPro standards, and those that have third-party
contract restrictions.

PatchManager Features
PatchManager has the following features:

� PatchPro analysis engine
� Local-mode command-line interface
� Patch list operations

Note –The SunUpdate Connection software has the same functionality as the Sun PatchManager 2.0
tools, with the addition of some new features and enhancements. If you are running the Solaris 10
initial release, and you want to use SunUpdate Connection, install the appropriate patches or
upgrade your system to the Solaris 10 1/06 release.

For information about installing and using the SunUpdate Connection, System Edition software, see
the product documentation at http://docs.sun.com/app/docs/coll/1320.1.

PatchProAnalysis Engine
PatchManager incorporates PatchPro functionality to automate the patchmanagement process.
This process includes performing patch analyses on systems, then downloading and applying the
resulting patches. This automation functionality was previously available for Solaris 2.6, Solaris 7,
Solaris 8, and Solaris 9 as a separate PatchPro product and is now part of the standard Solaris 10
release.

PatchPro uses signed patches, which improves the security of Solaris patches by ensuring that they
have not beenmodified.

Note –The pprosetup and pprosvc commands are includedwith Sun PatchManager 2.0 for
transition purposes. It is best not to use these commands and to use the smpatch command instead.

Local-ModeCommand-Line Interface

Note –On Solaris 8 systems, you can only run smpatch in local mode.

Starting with Solaris 9, the smpatch command is available in twomodes: local mode and remote
mode. Local mode can only be run on the local system. This mode can be run while the system is in

PatchManager Features
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single-user ormultiuser mode. Remote mode can be used to perform tasks on remote systems. Both
local mode and remotemode can be used by users or roles that have the appropriate authorizations.

By default, local mode is run. In local mode, the SolarisWBEM services are not used, and none of the
authentication options or those options referring to remote systems are available. The smpatch
command in local mode runs faster than in remotemode.

If you specify any of the remote or authentication options (except for -L), remotemode is used.

Single-UserModeOperations in LocalMode
You can use the smpatch add command in local mode to apply patches while the system is in
single-usermode.Apply patches in this way when the patches are associated with the singleuser
patch property, or when you want to apply any patches to a quiet system.

Use only the smpatch add, smpatch order, and smpatch remove commands to manage patches
when your system is running in single-usermode.

You can configure your patchmanagement environment while the system is running in single-user
mode by using the smpatch get, smpatch set, and smpatch unset commands.

Do not use the smpatch analyze, smpatch download, and smpatch update commands while the
system is running in single-usermode. These commands depend on network services that are not
available while the system is in single-usermode.

If you previously used the smpatch update command to update your system with patches, some of
the patchesmight not have been applied. Such patches cannot be applied if they do notmeet the
policy for applying patches, andmust be appliedmanually in single-usermode.

To apply the patches while the system is in single-user mode, use the smpatch add command with
the -x idlist= option to specify the list of patches to apply.

You can use the disallowed_patch_list file as input to the smpatch add command to apply the
singleuser patches. This file, stored in the download directory, lists any patch that could not be
applied by smpatch updatewhile the system was in multiuser mode. For example:

# smpatch add -x idlist=/var/sadm/spool/disallowed_patch_list

Patch ListOperations
PatchManager can create an ordered list of patches that you can save to a text file and use to perform
patch operations.

Youmight use a patch list to apply the same set of patches to systems that have the same hardware
and software configurations. Or, youmight create a patch list file that contains all pertinent security
patches and use the patch list to apply those security patches to one ormore systems.

PatchManager Features
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You can create a file that contains an ordered patch list by using the smpatch command in any of
these ways:

� Perform an analysis of a system –Use the smpatch analyze command to analyze a system to
generate an ordered list of patches and write it to a file. You can edit this file to remove unneeded
patches.

� Supply a specific list of patches –Use the smpatch analyze command to generate an ordered
list of patches based on a set of patches that you specify for a particular system. The patch list is
resolved by augmenting the list with patches on which they depend.

� Point to a collection of patches stored on a system –Use the smpatch order command to
produce an ordered list of patches based on a collection of patches stored on a system.

If youmodify a patch list and the patches are available on your system, use the smpatch order
command to put the list in an order suitable for applying patches. Otherwise, use the smpatch
analyze command, which also produces an ordered list of patches.

You can use patch lists as input to the smpatch add, smpatch analyze, smpatch download, smpatch
order, and smpatch update commands.

Caution – The smpatch add command attempts to apply all of the patches in the patch list, regardless
of the policy for applying patches and patch dependencies.

SunPatchManager Concepts
Sun PatchManager is one of the tools that is used tomanage patches on Solaris systems.

Note – For information about new tools formanaging patches and updates in this Solaris release, see
“What’s New in SoftwareManagement in the Solaris Operating System?” on page 309.

PatchManager primarily operates on signed patches, which include a digital signature from Sun
Microsystems.Asigned patch offers greater security than an unsigned patch, which does not have a
digital signature. The digital signature of the patch is verified before the patch is applied to your
system.Avalid digital signature ensures that the signed patch that you apply has not beenmodified
since the signature was applied. You can use the smpatch add command to apply unsigned patches.

PatchManagement Process
PatchManager enables you tomanually or automatically perform the patchmanagement process,
which includes the following tasks:

� Updating your systemwith some or all of the appropriate patches, which automatically analyzes
the system to determine the appropriate patches, downloads the patches, and applies the patches
to the system

Sun PatchManager Concepts
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� Analyzing the system to obtain a list of appropriate patches
� Downloading the appropriate patches to your system
� Applying the appropriate patches to your system
� Configuring the patchmanagement environment for your system
� Tuning the patchmanagement environment for your system
� Removing patches from your system

For information about recommended strategies and practices for using Solaris patches, go to Solaris
PatchManagement: Recommended Strategies.

AutomaticallyUpdatingYour SystemWithPatches
PatchManager can automatically apply the set of appropriate patches to your system.An update
performs these steps in the patchmanagement process:

� Analyzes your system to determine which patches are appropriate
� Downloads those patches to your system
� Applies only the patches that meet the policy for applying patches

After a patch has been successfully applied, the downloaded patch is removed from the download
directory.

Patches are applied to your system depending on the specified policy and the patch properties
associated with the patches that are downloaded.

If a patch does notmeet the policy for applying patches, the patch is not applied. Instead, a patch entry
for that patch is written to the disallowed_patch_list file in the download directory. Sun Patch
Manager continues trying to apply the other patches. Later, you can go to the download directory
and use the smpatch add command to manually apply any disallowed patches that are listed in this
file. For any of the patches that have the interactive property set, follow the instructions in the
patch’s README file to apply them.

For example, you can bring your system to single-usermode and apply the patches listed in the
disallowed_patch_list file by typing the following:

# smpatch add -x idlist=/var/sadm/spool/disallowed_patch_list

Instead of performing an update, you can perform the analyze, download, and apply tasksmanually
by using the smpatch command. These tasks are described in the following sections.

AnalyzingYour System
Before you can apply patches to your system, you can determine which patches are needed. You can
use PatchManager to perform a patch analysis of your system to obtain a list of appropriate patches.

PatchManager uses analysis modules and a list of available patches from the source of patches,
which is the SunSolve Online web site by default, to perform the analysis of your Solaris system. For
information about the source of patches, see “Specifying the Source of Patches” on page 417.
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Based on the result of the analysis, the patches can be downloaded and applied to your system.

Sometimes a patch depends on another patch, that is, the first patch cannot be applied to the system
until the other patch is applied. The first patch is said to have a dependency on the second patch.
When PatchManager analyzes your system, it checks for patch dependencies and automatically
includes all patches in the resulting list. If you request a system analysis based on particular patches,
PatchManager adds any patches to the list that are needed to resolve patch dependencies.

Note –The list of patches that is generated by the analysis is based on all of the available patches from
the Sun patch server. No explicit information about your host system or its network configuration is
transmitted to Sun. Only a request for the Sun patch set is transmitted. The patch set is scanned for
patches that are appropriate for this host system, the results are displayed, and those patches are
optionally downloaded.

DownloadingPatches toYour System
Before you apply patches to your system, youmust download the patches that you want from the Sun
patch server to that system.

You can download patches from the Sun patch server based on an analysis of the system, or you can
specify particular patches to download.

ApplyingPatches toYour System
PatchManager can apply patches to your system.

If you use the smpatch add command to apply particular patches, it attempts to apply only those
patches that you specified. The smpatch add command does not attempt to resolve patch
dependencies. If you want to apply a patch that has amissing dependency, the patch is not applied.
You can use the smpatch analyze command or the smpatch update command to resolve patch
dependencies.

RemovingPatches FromYour System
Youmight want to remove (or back out) a patch that you previously applied to your system. Patch
Manager enables you to remove patches.

When you remove a patch, the Solaris patch tools restore all of the files that have beenmodified by
that patch, unless any of the following are true:

� The patch was applied by the patchadd -d command, which instructs patchadd not to save
copies of files being updated or replaced.

� The patch was applied by the patchadd commandwithout using the -d option and the backout
files that were generated have since been removed.

� The patch has been obsoleted by a later patch.
� The patch is required by another patch.

Sun PatchManager Concepts
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The Solaris patch tools call the pkgadd command to restore packages that were saved when the patch
was initially applied.

During the patch removal process, the patchrm command logs the backout process in the
/tmp/backoutlog.process-id file. This log file is automatically removed if the patch is successfully
removed.

Note that you can only remove one patch at a time when you use the smpatch remove command.

Note – If you attempt to remove a patch onwhich other patches depend, it is not removed. If you
remove all of the patches that depend upon this patch, then you can remove it.

Specifying the Source of Patches
When you use PatchManager, your client systemsmust have access to Solaris patches and patch
data. Both client systems and local patch servers can obtain patches from these sources:

� Patch server –Aserver that provides access to Solaris patches and patch data.
� Local collection of patches –Acollection of patches and patch data that is stored in a directory

available to the local system. Such a directorymight be a local directory, a shared network
directory, or a CDmounted on your local system.

The default source of patches for client systems is the Sun patch server.As a result, any client system
that obtains patches from the Sun patch servermust be connected, either directly or through aweb
proxy, to the Internet.

You can use a combination of different patch sources to configure these patchmanagement
environments.

Clients access patches and patch data from the following sources:

� Sun patch server –Your client systems obtain patches from the Sun patch server.
This configuration requires that your client systems are connected, directly or through a web
proxy, to the Internet.

� Local collection of patches –Your client systems obtain patches and patch data from a collection
of patches on your local system.
This configuration does not require that the client systems be connected to the Internet.

For instructions on specifying the source of patches for your client system, see or “How to Specify the
Source of Patches (Command Line)” on page 426.

Customizing thePolicy forApplyingPatches
PatchManager enables you to customize a policy for applying patches to use when updating your
system. The policy determines the types of patches that can be applied during an update operation.
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Solaris patches are classified as being standard or nonstandard.A standard patch can be applied to
your Solaris systemwhen running inmultiuser mode.Areboot is not required. Such a patch is
associated with the standard patch property.

Anonstandard patch has one of the following characteristics:

� The patch is associated with one ormore of the rebootafter, rebootimmediate,
reconfigafter, reconfigimmediate, and singleuser properties. Such a nonstandard patch can
be applied during an update operation if permitted by the policy.

� The patch is associated with the interactive property. Such a patch cannot be applied by using
the smpatch update command. You can use the smpatch add command or the patchadd
command to apply such a patch.

Note –As of this Solaris release, not all Sun patches are available through Sun PatchManager. Such
patches include those that do not conform to PatchPro standards, and those that have third-party
contract restrictions.

You can specify the types of patches that PatchManager can apply during an update. Such patches
might include those that require a reboot or those that must be applied while the system is in
single-usermode.

For descriptions of the following patch properties, see the smpatch(1M)man page.

� interactive

� rebootafter

� reconfigafter

� rebootimmediate

� reconfigimmediate

� singleuser

� standard

SettingPatchManager ConfigurationParameters
You can use the smpatch command to set the following PatchManager parameters.

patchpro.patchset

Name of the patch set to use. The default name is patchdb.

patchpro.download.directory

Path of the directory where downloaded patches are stored and fromwhich patches are applied.
The default location is /var/sadm/spool.

patchpro.backout.directory

Path of the directory where patch backout data is saved.When a patch is removed, the data is
retrieved from this directory as well. By default, backout data is saved in the package directories.

Sun PatchManager Concepts
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patchpro.patch.source

URL that points to the collection of patches. The default URL is that of the Sun patch server,
https://updateserver.sun.com/solaris/.

patchpro.sun.user

The Sun user name that you use to obtain patches. You obtain this user name by registering at
http://sunsolve.sun.com. By default, you are not permitted to access contract patches.

patchpro.sun.passwd

Password used with your Sun user name. No default password is set. If you specify your Sun user
name, youmust also specify your password.

patchpro.proxy.host

Host name of your web proxy. By default, no web proxy is specified, and a direct connection to the
Internet is assumed.

patchpro.proxy.port

Port number used by your web proxy. By default, no web proxy is specified, and a direct
connection to the Internet is assumed. The default port is 8080.

patchpro.proxy.user

Your user name used by your web proxy for authentication.

patchpro.proxy.passwd

Password used by your web proxy for authentication.

patchpro.install.types

Your policy for applying patches. The value is a list of zero ormore colon-separated patch
properties that are permitted to be applied by an update operation (smpatch update).

By default, patches that have the standard, rebootafter, and reconfigafter properties can be
applied. See “Customizing the Policy forApplying Patches” on page 417.

Getting StartedWithPatchManager
To determine whichmethod is best for downloading and applying patches to your system, see
“Selecting the BestMethod forApplying Patches andUpdates” on page 404.

To get started using PatchManager, find the situation that best describes your patchmanagement
environment.

� Your client system is directly connected to the Internet.
You are ready tomanage patches by using PatchManager. See “Accessing the Sun PatchManager
Command-Line Interface” on page 421.

� Your client system is connected to the Internet bymeans of a web proxy.
Youmust first specify the host name and port of the web proxy. If required, also specify the user
name and password associated with the web proxy. See “How to Specify YourWeb Proxy
(Command Line)” on page 424.

Getting StartedWith PatchManager
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After you change your configuration, see “Accessing the Sun PatchManager Command-Line
Interface” on page 421.

� You need a user name and a password to access patches from the Sun patch server.

If you need to obtain a user name and password, register at http://sunsolve.sun.com.

Then, specify the user name and password for each client system onwhich you run Patch
Manager. See “How to Specify a User Name and PasswordWithWhich to Obtain Patches
(Command Line)” on page 425.

After you change your configuration, see “Accessing the Sun PatchManager Command-Line
Interface” on page 421.

Tasks Supportedby SunPatchManager
The following tasks are supported by Sun PatchManager:

� Performing patchmanagement operations on a remote system

You can use the smpatch command in remotemode to perform patchmanagement operations
on a remote system. In local mode, the smpatch command can only be run on the local system.

� Analyzing a system for patches
� Performing scheduled patch analyses

Use the cron command to run the smpatch analyze command.
� Downloading individual patches
� Resolving patch dependencies

Run smpatch update or smpatch analyze -i patch-id to resolve patch dependencies. Note that
if you run smpatch add, patch dependencies are not resolved.

� Updating a systemwith patches
� Running while the system is in single-usermode (limited operations of local mode with smpatch

only).
� Operating on patch lists
� Configuring the patchmanagement environment for your system

Managing Solaris Patches byUsing the SunPatchManager
Command-Line Interface (TaskMap)

The following table identifies the tasks that youmight performwhen you use the Sun PatchManager
smpatch command-line interface.

Managing Solaris Patches by Using the Sun PatchManager Command-Line Interface (TaskMap)
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Note –You can use the SunUpdate Connection, SystemEdition software tomanage patches and
updates on your Solaris systems. The SunUpdate Connection software has the same functionality as
the Sun PatchManager 2.0 tools, with the addition of some new features and enhancements. For
more information, see “What’s New in SoftwareManagement in the Solaris Operating System?”
on page 309.

Task Description For Instructions

Access the command-line
interface.

If you want to perform patchmanagement
tasks on the command-line, use the smpatch
command.

“Accessing the Sun Patch
Manager Command-Line
Interface” on page 421

Configure the patch
management environment for
your system.

By default, your system is assumed to be
connected directly to the Internet and
configured to obtain patches from the Sun
patch server.

If this is not true for your system, change the
configuration settings tomatch your
environment.

“ConfiguringYour Patch
Management Environment
by Using the Command-Line
Interface (TaskMap)”
on page 423

Manage patches on your system. You can use the command-line interface to
perform an analysis of your system, apply
one ormore patches, find patch
dependencies, order patch lists, and remove
patches.

“Managing Patches by Using
the Command-Line
Interface (TaskMap)”
on page 427

(Optional) Tune the patch
management environment for
your system.

Change some optional configuration
settings, such as the policy for applying
patches.

“TuningYour Patch
Management Environment
by Using the Command-Line
Interface (TaskMap)”
on page 436

Accessing the SunPatchManager Command-Line Interface

Caution –Do not run simultaneous PatchManager operations on your system because it might
become unstable. Do not interrupt a patch operation once it has started. If a patch operation is
running, youmust wait for that operation to complete before starting another operation.

You can run either the local mode or remotemode smpatch command as a user with the appropriate
authorizations, such as superuser, or by assuming a role that includes the appropriate profiles.

Ausermust have the solaris.admin.patchmgr.* authorization to run the smpatch command.

The SystemAdministrator profile includes the appropriate profiles. To create the role and assign the
role to a user, see “Configuring RBAC” in SystemAdministration Guide: Security Services.

Accessing the Sun PatchManager Command-Line Interface
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Note –The pprosetup and pprosvc commands are includedwith Sun PatchManager 2.0 for
transition purposes. It is best not to use these commands and to use the smpatch command instead.

Formore information about smpatch command-line options, see the smpatch(1M)man page.

� How toAccess the SunPatchManager Command-Line
Interface (CommandLine)
By default, the smpatch command runs in local mode.

Decidewhether tomanagepatches on the local systemor on a remote system.

� If you want tomanage patches on the local system only, go to Step 2.
� If you want tomanage patches on a remote system, go to Step 4.

The SolarisWBEM services must be running on the remote system.

Log in to a systemas a userwith appropriate authorizations or assumea rolewith the appropriate
authorizations.
Note that youmust be an appropriately authorized user to assume an appropriate role. See
“Configuring RBAC” in SystemAdministration Guide: Security Services.

Run the smpatch command youwant.

For example:
$ smpatch analyze

Log in to a systemas a userwho is appropriately authorized or is permitted to assumea role that is
appropriately authorized.

Run the smpatch commandwith the -noption to specify the nameof the systemonwhich to
operate.

For example:
$ smpatch analyze -n system-name

To perform the operation with an assumed role, type:

$ smpatch analyze -r role-name -n system-name

Accessing the Sun PatchManager Command-Line Interface
The following examples use the smpatch get command, which lists the configuration settings for
your patchmanagement environment.

This example shows how to run the smpatch command on the local system.

1

2

3

4

5

Example 21–1

Accessing the Sun PatchManager Command-Line Interface
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# smpatch get

This example shows how an authorized user can run the smpatch command on the remote system
called jupiter.

# smpatch get -n jupiter

This example shows how you can run the smpatch command on the remote system called jupiter as
the role patcher.

# smpatch get -r patcher -n jupiter

What to DoNext
You can use the smpatch command to configure the patchmanagement environment for your
system andmanage patches. See the following:

� “ConfiguringYour PatchManagement Environment by Using the Command-Line Interface
(TaskMap)” on page 423

� “Managing Patches by Using the Command-Line Interface (TaskMap)” on page 427
� “TuningYour PatchManagement Environment by Using the Command-Line Interface (Task

Map)” on page 436

ConfiguringYour PatchManagement EnvironmentbyUsing
theCommand-Line Interface (TaskMap)

Use the smpatch command to perform the configuration tasks in this section. For the list of
configuration parameters you can set, see “Setting PatchManager Configuration Parameters”
on page 418 and the smpatch(1M)man page.

Note –You can use the SunUpdate Connection, SystemEdition software tomanage patches and
updates on your Solaris system. The SunUpdate Connection software has the same functionality as
the Sun PatchManager 2.0 tools, with the addition of some new features and enhancements. For
more information, see “What’s New in SoftwareManagement in the Solaris Operating System?”
on page 309.

By default, the patchmanagement environment is configured to obtain patches directly from the Sun
patch server. Therefore, youmust customize your environment if your system does one ormore of
the following:

� Connects to the Internet bymeans of a web proxy
� Requires a user name and password to obtain patches
� Obtains patches from a patch source other than the Sun patch server

The following table identifies the tasks that youmight performwhen you configure the patch
management environment for your system.

More
Information

ConfiguringYour PatchManagement Environment by Using the Command-Line Interface (TaskMap)
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Task Description For Instructions

Specify the web proxy to use. If your system is connected to the Internet
through a web proxy, youmust specify the
web proxy that is used to access the Sun
patch server.

By default, no web proxy is specified.

“How to Specify YourWeb
Proxy (Command Line)”
on page 424

Specify the user and password
needed to provide
authentication for the web
proxy.

If your web proxy requires authentication,
youmust specify the web proxy user that is
needed for authentication.

By default, no web proxy user is specified.

“How to Specify YourWeb
Proxy (Command Line)”
on page 424

Specify the user and password
needed to obtain patches from
the Sun patch server.

If you needed a user and password to obtain
patches, youmust specify the user name and
password.

“How to Specify a User
Name and PasswordWith
Which to Obtain Patches
(Command Line)” on page
425

Specify the source of patches for
your system.

Your system can obtain patches from one of
the following sources:
� Sun patch server
� Local collection of patches

The default source of patches for your
system is the Sun patch server.

“How to Specify the Source
of Patches (Command Line)”
on page 426

Note –The following procedures and examples show how to run the local mode smpatch command,
which is run by default. To run the remotemode version, use any of the authentication options
(except for -L) or the remote options. See the smpatch(1M)man page.

� How toSpecifyYourWebProxy (CommandLine)
If your system connects to the Internet through a web proxy, youmust provide information about
the web proxy to PatchManager.

Obtain the host nameand the port of thewebproxy fromyour network administrator.

Becomean appropriately authorized user or assumea role that includes the Software Installation
profile or the solaris.admin.patchmgr.* authorization.

The SystemAdministrator profile includes the appropriate profiles. To create the role and assign the
role to a user, see “Configuring RBAC” in SystemAdministration Guide: Security Services.
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Specify thewebproxy.
# smpatch set patchpro.proxy.host=web-proxy-server \

patchpro.proxy.port=port

(Optional) If thewebproxy requires authentication, supply the user nameandpassword.

Obtain this information from your network administrator.

a. Specify the user name to be used for authentication.
# smpatch set patchpro.proxy.user=web-proxy-user

b. Specify the proxy user’s passwordby having smpatchprompt you for the password.
# smpatch set patchpro.proxy.passwd

Web Proxy User Password: web-proxy-password

Setting the password in this way ensures that the password you type does not appear as clear text
in the following:

� Standard output
� Output of the ps command
� Your shell history file

� How toSpecify aUserNameandPasswordWithWhich
toObtain Patches (CommandLine)
If you needed a user name and password to obtain patches from the Sun patch server, youmust
specify them for PatchManager.

If you do not have an account on SunSolve, register for one at http://sunsolve.sun.com.

As of this Solaris release, a user name and password are not required to obtain patches from the Sun
patch server.

Becomean appropriately authorized user or assumea role that includes the Software Installation
profile or the solaris.admin.patchmgr.* authorization.

The SystemAdministrator profile includes the appropriate profiles. To create the role and assign the
role to a user, see “Configuring RBAC” in SystemAdministration Guide: Security Services.

Specify your user name.
# smpatch set patchpro.sun.user=user-name

Specify the password for your user by having smpatchprompt you for the password.
# smpatch set patchpro.sun.passwd

Sun User Password: password
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Setting the password in this way ensures that the password you type does not appear as clear text in
the following:

� Standard output
� Output of the ps command
� Your shell history file

� How toSpecify the Source of Patches (CommandLine)
Your system can obtain patches from the following sources:

� Sun patch server
� Local patch collection

By default, your system obtains patches from the Sun patch server.

Becomean appropriately authorized user or assumea role that includes the Software Installation
profile or the solaris.admin.patchmgr.* authorization.

The SystemAdministrator profile includes the appropriate profiles. To create the role and assign the
role to a user, see “Configuring RBAC” in SystemAdministration Guide: Security Services.

Specify theURLof the patch source.

� For the Sun patch server, type:

# smpatch unset patchpro.patch.source

� For a collection of patches in a directory, use this URL format:

# smpatch set patchpro.patch.source=file:/directory-name

Note that directory-name can be a local file system or a remotelymounted file system.

See Example 21–2 for examples of using the file:/URL format.

Specifying the Source of Patches
The following example shows how to configure a system to obtain patches from the
/export/patches directory on the local system.

# smpatch set patchpro.patch.source=file:/export/patches

The following example shows how to configure a system to obtain patches from the
/export/patches directory on the remote system called jupiter.

# smpatch set patchpro.patch.source=file:/net/jupiter/export/patches

The following example shows how to configure a system to obtain patches from a CDmounted from
the first CD-ROMdrive of the local system.

1
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# smpatch set patchpro.patch.source=file:/cdrom/cdrom0

What to DoNext

After you specify a patch source, your client system is ready tomanage patches. See “Managing
Patches by Using the Command-Line Interface (TaskMap)” on page 427.

ManagingPatches byUsing theCommand-Line Interface
(TaskMap)

Use the smpatch command to performmost of the common patchmanagement tasks described in
the following table. See the smpatch(1M)man page.

Note –You can use the SunUpdate Connection, SystemEdition software tomanage patches and
updates on your Solaris system. The SunUpdate Connection software has the same functionality as
the Sun PatchManager 2.0 tools, with the addition of some new features and enhancements. For
more information, see Chapter 16.

Task Description For Instructions

Analyze your system to
determine the list of patches.

You want to analyze your system to obtain
the list of appropriate patches. Based on the
analysis, you can update your systemwith
one ormore patches in the list.

“How toAnalyze Your
System toObtain the List of
Patches toApply (Command
Line)” on page 428

Automatically update your
systemwith one ormore patches
in a single procedure.

You want to automatically download and
apply the patches that are appropriate for
your system. The list of patches is
determined by having PatchManager
analyze your system.

“How toUpdate Your
SystemWith Patches
(Command Line)” on page
430

Apply patches to your system. After you have determined the patches to
apply and have downloaded them to your
system, you can apply them.

“How toApply Patches to
Your System (Command
Line)” on page 431

Some patches should be applied while the
system is in single-usermode because they
might cause the system to become unstable.
Such patches are associated with the
singleuser patch property. In single-user
mode, you must use the smpatch add
command to apply patches.

“How toApply Patches to
Your System (Command
Line)” on page 431

More
Information
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Task Description For Instructions

Some patches are nonstandard andmust be
appliedmanually.

“How toApply a
Nonstandard Patch
(Command Line)” on page
433

“How toDownload and
Apply a Solaris Patch”
on page 448

Determine whether the patches you want to
apply depend on others being applied first.
This task is optional.

“How to Resolve a List of
Patches (Command Line)”
on page 433

Remove patches from your
system.

You want to remove, or back out, patches
that you applied to your system.

“How to Remove Patches
FromYour System
(Command Line)” on page
436

View patchmanagement tool
log entries. This task is optional.

View PatchManager log entries in the
system log file to identify problems with
installing patchmanagement tools or
applying patches.

“How to View Patch
Manager Log Entries
(Command Line)” on page
436

Apply patches to an inactive
boot environment on your
system by using luupgrade.

You want to use Solaris Live Upgrade to
apply patches to a system that hasmore than
one boot environment.

“How toUse luupgrade to
Apply a List of Patches to an
Inactive Boot Environment
(Command Line)” on page
434

Note –The following procedures and examples show how to run the local mode smpatch command,
which is run by default. To run the remotemode version, use any of the authentication options
(except for -L) or the remote options. See the smpatch(1M)man page.

� How toAnalyzeYour System toObtain the List of
Patches toApply (CommandLine)
You can perform an analysis of your system to determine the list of appropriate patches. The list is in
an order that can be used to apply patches. You can also supply a list of one ormore patches as input
to restrict the analysis to just those patches. In addition to performing the analysis, you can save the
patch list for modification or later use.

The system analysis writes the list of patches to standard output, so you can save the contents of the
patch list to a file by redirecting standard output to a file.
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Each line in a patch list has two columns. The first column is the patch ID, and the second column is
a synopsis of that patch.

If you supply a list of one or more patches to the smpatch analyze command, the list of patches is
augmented with any patches that are required as dependencies.

Becomean appropriately authorized user or assumea role that includes the Software Installation
profile or the solaris.admin.patchmgr.* authorization.
The SystemAdministrator profile includes the appropriate profiles. To create the role and assign the
role to a user, see “Configuring RBAC” in SystemAdministration Guide: Security Services.

Performapatch analysis of your systemandoptionally save the list of patches in a file.

� To create a list of all the appropriate patches for your system, type:

# smpatch analyze

� To create a list of particular patches for your system based on a patch list, type:

# smpatch analyze -x idlist=patch-list-file
� To create a list of particular patches for your system, type:

# smpatch analyze -i patch-id...

AnalyzingYour System toObtain the List of Patches toApply

The following example shows how to analyze a system to create a list of all appropriate patches. The
list is written to the /tmp/patch.all file.

# smpatch analyze > /tmp/patch.all

The following example shows how to create a list of patches, plist, modify it, and resolve the patch
dependencies. The list is written to the /tmp/patch.plist file.

# smpatch analyze > plist

# vi plist

.

.

.

# smpatch analyze -x idlist=plist > /tmp/patch.plist

The following example shows how to resolve patch dependencies for patch 112785-28 and write the
resulting patch list to a file called /tmp/patch.out. Patch 112785-28 depends on patch 113096-03.
After running the smpatch analyze command, the patch.out file contains this ordered list:
113096-03 and 112785-28.

# smpatch analyze -i 112785-28 > /tmp/patch.out

1

2
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� How toUpdateYour SystemWithPatches (Command
Line)
An update of a system performs the entire patchmanagement process in one step. First, the analysis
determines the appropriate patches for your system. Next, those patches are downloaded to your
system. Finally, the patches are applied to your system.

All standard patches are applied by an update. You can configure your system to apply some
nonstandard patches by changing the default policy for applying patches. To change the policy for
your system, see “How to Change the Policy forApplying Patches (Command Line)” on page 439.

Becomean appropriately authorized user or assumea role that includes the Software Installation
profile or the solaris.admin.patchmgr.* authorization.

The SystemAdministrator profile includes the appropriate profiles. To create the role and assign the
role to a user, see “Configuring RBAC” in SystemAdministration Guide: Security Services.

Update the systemwith patches in one of the followingways:

� To update your systemwith all appropriate patches, type:

# smpatch update

� To update your systemwith all patches listed in a file, first create a patch list (see “How toAnalyze
Your System toObtain the List of Patches toApply (Command Line)” on page 428), then type:

# smpatch update -x idlist=patch-list-file
� To update your systemwith particular patches, type:

# smpatch update -i patch-id -i patch-id ...

If you specify particular patches by using the -i or -x idlist= options, the list is augmented with
patches on which they depend before the update occurs.

Note –Any patches that cannot be applied to the system are listed in a patch list file called
disallowed_patch_list, which is located in the download directory. You can use this file as input to
the smpatch add command.

For example, youmight bring your system to single-usermode and apply the patches listed in the
disallowed_patch_list file by typing the following:

# init S

# smpatch add -x idlist=/var/sadm/spool/disallowed_patch_list

See “How toApply Patches to Your System (Command Line)” on page 431 formore information.
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UpdatingYour SystemWith Patches

The following example shows how to update a systemwith patch 112622-12 and 112771-17.

# smpatch update -i 112622-12 -i 112771-17

The following example shows how to update a system by using a list of patches, named plist, as
input. It then shows how to create a patch list andmodify it to contain only the patches that you want
to apply to your system. Then, use the smpatch update command to apply the patches and update
the system.

1. Create a list of patches by performing an analysis.
2. Edit the patch list to include only the patches that you want to apply.
3. Run the smpatch update command to apply the patches.

For example:

# smpatch analyze > plist

.

.

.

# vi plist

.

.

.

# smpatch update -x idlist=plist

.

.

.

� How toApply Patches toYour System (CommandLine)
You can use the smpatch add command to apply one or more downloaded patches to your system.

You can use the local mode version of the smpatch command to apply one ormore downloaded
patches while your system is in single-usermode or inmultiuser mode.

Caution – The smpatch add command ignores the policy for applying patches and does not resolve
dependencies when applying patches.

Becomean appropriately authorized user or assumea role that includes the Software Installation
profile or the solaris.admin.patchmgr.* authorization.
The SystemAdministrator profile includes the appropriate profiles. To create the role and assign the
role to a user, see “Configuring RBAC” in SystemAdministration Guide: Security Services.

Apply the downloadedpatches to your system.

Example 21–4
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� To apply all patches listed in a file, type:

# smpatch add -x idlist=patch-list-file
� To apply particular patches, type:

# smpatch add -i patch-id -i patch-id ...

� To apply particular patches that have the singleuser property, youmust first bring the system to
single-usermode. Type:

# init S

# smpatch add -i patch-id -i patch-id ...

� To apply the list of patches that could not be applied by the smpatch update command, youmust
first bring the system to single-usermode. Type:

# init S

# smpatch add -x idlist=/var/sadm/spool/disallowed_patch_list

Applying Patches toYour System
� The following example shows how to apply the patches listed in the file plistwhile the system is

in single-usermode.

Requesting System Maintenance Mode

SINGLE USER MODE

Root password for system maintenance (control-d to bypass): xxxxxxx

single-user privilege assigned to /dev/console.

Entering System Maintenance Mode Entering System Maintenance Mode

.

.

.

# smpatch add -x idlist=plist

� The following example shows how to apply patch 112662-12 while the system is in single-user
mode.

Requesting System Maintenance Mode

SINGLE USER MODE

Root password for system maintenance (control-d to bypass): xxxxxxx

single-user privilege assigned to /dev/console.

Entering System Maintenance Mode Entering System Maintenance Mode

.

.

.

# smpatch add -i 112662-12

Example 21–5
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� How toApply aNonstandardPatch (CommandLine)
You cannot use smpatch to apply nonstandard patches that have the interactive property set. To
apply the patch, review the information in the Special Installation Instructions section of the patch’s
README file.

Become superuser or assumean equivalent role.

Roles contain authorizations and privileged commands. Formore information about roles, see
“Configuring RBAC (TaskMap)” in SystemAdministration Guide: Security Services.

In the downloaddirectory, find the nonstandard patch that youwant to apply.
# cd /var/sadm/spool; ls

To access the patch READMEfile, do one of the following:

� View the patch READMEfile from the Sun patch server at http://sunsolve.sun.com.
� To extract the patch READMEfile from the JAR archive, do the following:

a. Identify the name of the READMEfile.
b. Extract the READMEfile.
c. View the READMEfile.

Follow the instructions in the Special Installation Instructions section of the READMEfile to apply the
patch.

� How toResolve a List of Patches (CommandLine)
Sometimes a patch depends on another patch, that is, the first patch cannot be applied to the system
until the other patch is applied. The first patch is said to have a dependency on the second patch.

If you specify a list of patches to apply, you can resolve the list for patch dependencies. The resulting
list might include additional patches that youmust apply before applying the patches you specified.

Becomean appropriately authorized user or assumea role that includes the Software Installation
profile or the solaris.admin.patchmgr.* authorization.

The SystemAdministrator profile includes the appropriate profiles. To create the role and assign the
role to a user, see “Configuring RBAC” in SystemAdministration Guide: Security Services.

Resolve the list of patches.

� Resolve a list of patches specified one at a time on the command line.

# smpatch analyze -i patch-id -i patch-id ...

� Resolve a list of patches specified in a file.

1
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# smpatch analyze -x idlist=patch-list-file

Resolving a List of Patches
The following example shows how to resolve patch dependencies for patch 112785-28 and write the
resulting patch list to a file called /tmp/patch.out. Patch 112785-28 depends on patch 113096-03.
After running the smpatch analyze command, the patch.out file contains this ordered list:
113096-03 and 112785-28.

# smpatch analyze -i 112785-28 > /tmp/patch.out

The following example shows how to take amodified list of patches, plist, and resolve the patch
dependencies. The list is written to the /tmp/patch.plist file.

# smpatch analyze -x idlist=plist > /tmp/patch.plist

� How toUse luupgrade toApply a List of Patches to an
InactiveBoot Environment (CommandLine)
Apatch list that is created by the smpatch command can be used by luupgrade to apply patches to an
inactive boot environment. You can also use the luupgrade command to remove patches from an
inactive boot environment based on showrev information. See the luupgrade(1M) and
showrev(1M)man pages.

Note –This procedure assumes that you have created a second boot environment that is a duplicate of
the active boot environment. See the lumake(1M)man page for information about creating boot
environments.

Becomean appropriately authorized user or assumea role that includes the Software Installation
profile or the solaris.admin.patchmgr.* authorization.
The SystemAdministrator profile includes the appropriate profiles. To create the role and assign the
role to a user, see “Configuring RBAC” in SystemAdministration Guide: Security Services.

Performapatch analysis on the active boot environment to obtain the list of appropriate patches to
apply to the inactive boot environment, and remove the synopsis for each patch entry.
# smpatch analyze | sed ’s/ .*//’ > patch-list-file

Themodified file will be a list of patches, one patch ID per line.

Download the patches fromapatch list to your system.
# smpatch download -x idlist=patch-list-file

Apply patches fromapatch list to the inactive boot environment.
# luupgrade -t -n BE-name -s dir-name ‘cat patch-list-file‘

Example 21–6
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Youmust specify the name of the inactive boot environment to update, BE-name, and the directory
where the patches are stored, dir-name.

(Optional) To remove apatch from the inactive boot environment, use the following command:

# luupgrade -T -n BE-name patch-id

Youmust specify the name of the inactive boot environment to update, BE-name, and the patch to be
removed, patch-id.

Using luupgrade toApply a List of Patches to an Inactive Boot Environment
� The following example shows how to use PatchManager and Solaris Live Upgrade commands to

apply a list of patches to an inactive boot environment. For this example, a duplicate boot
environment, be2, of the active boot environment has been created.

First, use the smpatch analyze and sed commands to analyze the active boot environment and
create a patch list, plist, that includes one patch ID per line. The sed command removes the
synopsis from each patch entry. Use the smpatch download command to download the patches
in the list. Then, use the luupgrade command to apply the list of patches to the inactive boot
environment of the system. The inactive boot environment is called be2, and the directory where
the patches reside is /var/sadm/spool on the active boot environment.

# smpatch analyze | sed ’s/ .*//’ > plist

.

.

.

# smpatch download -x idlist=plist

.

.

.

# luupgrade -t -n be2 -s /var/sadm/spool ‘cat plist‘

.

.

.

� The following example shows how to use PatchManager and the Solaris Live Upgrade
commands to remove a patch from an inactive boot environment. For this example, a duplicate
boot environment, be2, of the active boot environment has been created.

Use the luupgrade command to remove patch 107058-01 from the inactive boot environment of
the system, be2.

# luupgrade -T -n be2 107058-01

.

.

.

5
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� How toRemovePatches FromYour System (Command
Line)
You can remove only one patch at a time.

If your system hasmore than one boot environment, you can use the luupgrade command to
remove a list of patches from an inactive boot environment. See “How toUse luupgrade toApply a
List of Patches to an Inactive Boot Environment (Command Line)” on page 434.

Identify the patch that youwant to remove.

Becomean appropriately authorized user or assumea role that includes the Software Installation
profile or the solaris.admin.patchmgr.* authorization.
The SystemAdministrator profile includes the appropriate profiles. To create the role and assign the
role to a user, see “Configuring RBAC” in SystemAdministration Guide: Security Services.

Remove the patch fromyour system.
# smpatch remove -i patch-id

� How toViewPatchManager LogEntries (Command
Line)
PatchManager writes to the system log file /var/adm/messages.

Choosewhichmethod to use to see information about a failed installation of a patch.

� /var/adm/messages – Identifies problems that are found when applying a patch to a system by
using PatchManager.

� SolarisWBEM log – To view this log from the command line, use the smlog view command. See
the smlog(1M)man page.

View log entries from the appropriate log file.

TuningYour PatchManagement EnvironmentbyUsing the
Command-Line Interface (TaskMap)

The following table identifies the optional tasks that youmight performwhen you tune the patch
management environment for your system.

Use the smpatch command to tune your patchmanagement environment. For the list of
configuration parameters you can set, see “Setting PatchManager Configuration Parameters”
on page 418 and the smpatch(1M)man page.
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Note –You can use the SunUpdate Connection, SystemEdition software tomanage patches and
updates on your Solaris system. The SunUpdate Connection software has the same functionality as
the Sun PatchManager 2.0 tools, with the addition of some new features and enhancements. For
more information, see “What’s New in SoftwareManagement in the Solaris Operating System?”
on page 309.

The following are optional tasks that you can performwith Sun PatchManager.

Task Description For Instructions

Obtain configuration
information about your patch
management environment.

View the configuration of your patch
management environment, whichmight
help you diagnose problems.

“How to View the
Configuration Settings for
Your PatchManagement
Environment (Command
Line)” on page 438

Change the policy for applying
patches for your system.

PatchManager can update your systemwith
standard patches automatically. If you want
to update your systemwith some types of
nonstandard patches, youmust change your
policy for applying patches.

By default, only patches that are associated
with the standard, rebootafter, or
reconfigafter properties are applied by an
update operation.

“How to Change the Policy
forApplying Patches
(Command Line)” on page
439

Change the patch set to use for
system analysis.

PatchManager bases analyses on all
available Sun patches. If you want to apply
only patches from a different patch set, such
as the Recommended Patch Cluster, you
must change the patch set.

“How to Change the Patch
Set (Command Line)”
on page 440

Set different directory locations. Youmight want to specify a different
location for the download directory or the
backout directory if the default locations are
not large enough.

“How to Change Directory
Locations (Command Line)”
on page 440

Reset configuration parameters
to the default values.

Youmight want to reset configuration
parameters to the default values.

Note that some configuration parameters
have an empty default value.

“How to Reset Configuration
Parameters to the Default
Values (Command Line)”
on page 441
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Note –The following procedures and examples show how to run the local mode smpatch command,
which is run by default. To run the remotemode version, use any of the authentication options
(except for -L) or the remote options. See the smpatch(1M)man page.

� How toView theConfiguration Settings forYour Patch
Management Environment (CommandLine)
You can check the configuration settings of your patchmanagement environment to help diagnose
problems or to understand your system’s patch-related settings.

The configuration settings output shows an entry for all configuration parameters. Each entry
appears on a line by itself.

When you list all settings, each entry includes three fields: the parameter name, the value you have
assigned, and its default value. The fields are separated by one ormore tab characters.

The following values have special meaning:

� -means that no value is set
� ""means that the value is the null string
� \-means that the value is -
� \""means that the value is "" (two double quotes)

In addition to these special values, these special characters might appear in the output:

� \t for a tab
� \n for a newline
� \\ for a backslash

Becomean appropriately authorized user or assumea role that includes the Software Installation
profile or the solaris.admin.patchmgr.* authorization.

The SystemAdministrator profile includes the appropriate profiles. To create the role and assign the
role to a user, see “Configuring RBAC” in SystemAdministration Guide: Security Services.

List the configuration settings for your patchmanagement environment.

� To list all settings, type:

# smpatch get

� To list the values for one ormore parameters, type:

# smpatch get parameter-name...
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Viewing Configuration Settings for Your PatchManagement Environment
The following example shows how to list all the configuration settings for your patchmanagement
environment.

# smpatch get

patchpro.backout.directory - ""

patchpro.download.directory - /var/sadm/spool

patchpro.install.types - rebootafter:reconfigafter:standard

patchpro.patch.source - https://updateserver.sun.com/solaris/

patchpro.patchset - patchdb

patchpro.proxy.host - ""

patchpro.proxy.passwd **** ****

patchpro.proxy.port - 8080

patchpro.proxy.user - ""

patchpro.sun.passwd **** ****

patchpro.sun.user - ""

The following example shows how to list the configuration settings for the
patchpro.download.directory and patchpro.patchset parameters.

# smpatch get patchpro.download.directory patchpro.patchset

/var/sadm/spool

patchdb

� How toChange thePolicy forApplyingPatches
(CommandLine)
If you want to configure your system to apply some nonstandard patches during an update
operation, youmust change the policy for applying patches.

By default, only patches that are associated with the standard, rebootafter, or reconfigafter
properties can be applied by an update operation.

Caution – If you change your policy from the default, Sunmakes no guarantees that the patches apply
correctly to your system or that your systemwill function properly.

Formore information about the policy for applying patches, see “Customizing the Policy for
Applying Patches” on page 417.

Determine the types of nonstandard patch properties that youwant to apply during anupdate.

Becomean appropriately authorized user or assumea role that includes the Software Installation
profile or the solaris.admin.patchmgr.* authorization.
The SystemAdministrator profile includes the appropriate profiles. To create the role and assign the
role to a user, see “Configuring RBAC” in SystemAdministration Guide: Security Services.

Example 21–8
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Specify the newpolicy.
# smpatch set patchpro.install.types=patch-property

patch-property is a list of patch properties each separated by a colon (:). For the list of valid patch
properties, see “Customizing the Policy forApplying Patches” on page 417.

Changing the Policy forApplying Patches

This example shows how to set the policy for a system. The new policy also includes patches that
require that the system be rebooted immediately for the patch to take effect.

# smpatch set \

patchpro.install.types=standard:rebootafter:reconfigafter:rebootimmediate

� How toChange thePatch Set (CommandLine)
You can choose to analyze your system based on different sets of Sun patches, such as the
Recommended Patch Cluster. By default, you use the patch setAllAvailable Patches.

As of this Solaris release, the only patch sets available from Sun areAllAvailable Patches and
Recommended Patch Cluster.

Becomean appropriately authorized user or assumea role that includes the Software Installation
profile or the solaris.admin.patchmgr.* authorization.

The SystemAdministrator profile includes the appropriate profiles. To create the role and assign the
role to a user, see “Configuring RBAC” in SystemAdministration Guide: Security Services.

Specify the patch set to use.

� To base your analysis on all patches, type:

# smpatch set patchpro.patchset=patchdb

� To base your analysis on recommended patches, type:

# smpatch set patchpro.patchset=recommended

� To base your analysis on another patch set, type:

# smpatch set patchpro.patchset=patch-set

� How toChangeDirectory Locations (CommandLine)
PatchManager is configured to use these default locations for storing patch-related data:

3
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� Download directory –Directory in which patches are stored when they are downloaded from
the patch source. This is also the directory fromwhich patches are applied. Patches remain in this
directory until they are successfully applied. The default location is /var/sadm/spool.

� Backout data directory –Directory in which data that enables a patch to be backed out is stored.
By default, backout data is stored in the default locations used by patchadd. This is the save
directory of each package that wasmodified by the patch. For example, if a patchmodifies the
SUNWcsr package, the backout data for that package is stored in the
/var/sadm/pkg/SUNWcsr/save directory.

If you run out of available disk space in the default locations, specify different locations for these
directories.

Note – If you specify a different directory, youmustmanually create that directory before performing
any patch operations.

Determine the new locations for the directories.

Becomean appropriately authorized user or assumea role that includes the Software Installation
profile or the solaris.admin.patchmgr.* authorization.

The SystemAdministrator profile includes the appropriate profiles. To create the role and assign the
role to a user, see “Configuring RBAC” in SystemAdministration Guide: Security Services.

Specify a newdirectory, dir-name, for any of the patch-related directories.

� To specify a different download directory, type:

# smpatch set patchpro.download.directory=dir-name

where dir-name is /export/patches, for example.
� To specify a different backout directory, type:

# smpatch set patchpro.backout.directory=dir-name

where dir-name is /export/patches/backout, for example.

� How toReset ConfigurationParameters to theDefault
Values (CommandLine)
Youmust reset parameter values explicitly. You cannot use the smpatch command to reset all
parameter values at once.
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Becomean appropriately authorized user or assumea role that includes the Software Installation
profile or the solaris.admin.patchmgr.* authorization.
The SystemAdministrator profile includes the appropriate profiles. To create the role and assign the
role to a user, see “Configuring RBAC” in SystemAdministration Guide: Security Services.

Reset a configuration parameter for your patchmanagement environment to its default value.
# smpatch unset parameter-name...

Resetting Configuration Parameters to theDefault Values

The following example shows how to configure a system to obtain patches from the Sun patch server
instead of from a different patch source.

# smpatch unset patchpro.patch.source

The following example shows how to reset the patch download directory and the backout directory
locations to the default values.

# smpatch unset patchpro.download.directory patchpro.backout.directory

PatchManager Troubleshooting
This section describes common problems that youmight encounter when using PatchManager to
perform the following tasks:

� Analyze systems to determine the list of appropriate patches
� Download the patches to the system
� Apply the patches to the system

PatchManagerGeneral Errors
This section covers general PatchManager errors.

CannotUpdatePatchesDue toNetworkor Server Failures
Description: When running the smpatch update command, any of the following errors

appear:

Cannot connect to retrieve patchdb: Connection refused

Or:

Cannot connect to retrieve patchdb: Connection timed out

Or:
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Unknown host (host-name) connecting to http://host-name/

Cause: This problemmight be caused by a network failure between the client and the
patch server, or the patch server is down.

Workaround: Ensure that patchpro.patch.source points to a valid patch source.

Check the condition of the network.

If the problem is between your system and Sun, wait for the issue to be
resolved.

SolarisWBEMServicesAreUnavailableWhenUsing smpatch in Remote
Mode
Description: When running smpatch in remotemode or trying to restart the SolarisWBEM

services, the following errormessages appear:

# smpatch analyze -u root

Authenticating as user: root

Type /? for help, pressing <enter> accepts the default

denoted by [ ]

Please enter a string value for: password :: root-password
There is no Solaris Management Console Server running on

pserver2.

# /etc/init.d/init.wbem status

Solaris Management Console server not running on port 898.

# /etc/init.d/init.wbem start

# /etc/init.d/init.wbem status

Solaris Management Console server not running on port 898.

Workaround: Manually stop the SolarisWBEM services before restarting them.

# /etc/init.d/init.wbem stop

# /etc/init.d/init.wbem start

# /etc/init.d/init.wbem status

Solaris Management Console server version 2.1.0 running on

port 898.

Solaris 10: JavaVirtualMachineCannotBe Initialized
Description: When you run any smpatch subcommand, you see the following error

message:

# smpatch analyze

Error occurred during initialization of VM
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java.lang.Error: Properties init: Could not determine current

working directory.

Workaround: Change directories and retry the command.

# cd /

# smpatch analyze
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Managing Solaris Patches by Using the
patchadd Command (Tasks)

This chapter provides step-by-step instructions on how tomanage Solaris patches by using the
patchadd command. For additional information, see the patchadd(1M)man page.

For overview information aboutmanaging Solaris patches, see Chapter 20.

Note –You can obtain timely access to Solaris patches and updates with the SunUpdate Connection,
System Edition software. The SunUpdate Connection software has the same functionality as the Sun
PatchManager 2.0 tools, with the addition of some new features and enhancements.

The SunUpdate Connection is available starting with the Solaris 10 1/06 release. If you are running
the Solaris 10 initial release, and you want to use SunUpdate Connection, install the appropriate
patches or upgrade your system to the Solaris 10 1/06 release.

For information about installing and using SunUpdate Connection tomanage patches and updates
on your Solaris systems, see the product documentation at
http://docs.sun.com/app/docs/coll/1320.1.

For information about registering your system after you install the Solaris software, see Chapter 17.

Managing Solaris Patches byUsing the patchaddCommand
(TaskMap)

Task Description For Instructions

1. (Optional) Set up the package
keystore.

If you plan to apply signed patches to your
system, youmust first import Sun’s Root CA
certificate into your package keystore.

“How to Import a Trusted
Certificate to Your Package
Keystore” on page 446
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Task Description For Instructions

2. (Optional) Specify a web
proxy.

If your system is behind a firewall with a web
proxy, youmust specify the web proxy to
obtain patches from the Sun patch server.

“How to Specify aWeb
Proxy” on page 448

3. Download and apply a patch. You can download and apply a patch to your
system by using the patchadd command.

“How toDownload and
Apply a Solaris Patch”
on page 448

4. (Optional) Display
information about patches that
have been applied to your
system.

If you want information about the patches
that have already been applied to your
system, use the patchadd, showrev, or
pkgparam command.

“How toDisplay
InformationAbout Solaris
Patches” on page 450

5. (Optional) Remove a patch
from your system.

If necessary, remove a patch from your
system by using the patchrm command.

“How to Remove a Solaris
Patch by Using the patchrm
Command” on page 450

� How to Import a TrustedCertificate toYour Package
Keystore
To apply signed patches to your system by using the patchadd command, youmust add Sun’s Root
CAcertificate, at the very least, to verify the signature of your signed patch. You can import this
certificate from the Java keystore to the package keystore.

Become superuser or assumean equivalent role.

Export the Root CAcertificate from the Java keystore to a temporary file.

For example:
# keytool -export -storepass changeit -alias gtecybertrustca \

-keystore gtecybertrustca -keystore /usr/j2se/jre/lib/security/cacerts \

-file /tmp/root.crt

Certificate stored in file </tmp/root.crt>

-export Exports the trusted certificate.

-storepass storepass Specifies the password that protects the integrity of the Java keystore.

-alias gtecybertrustca Identifies the alias of the trusted certificate.

-keystore certfile Specifies the name and location of the keystore file.

-file filename Identifies the file in which to hold the exported certificate.
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Import the Root CAcertificate from the temporary file to the package keystore.

For example:
# pkgadm addcert -t -f der /tmp/root.crt

Enter Keystore Password: storepass
Keystore Alias: GTE CyberTrust Root

Common Name: GTE CyberTrust Root

Certificate Type: Trusted Certificate

Issuer Common Name: GTE CyberTrust Root

Validity Dates: <Feb 23 23:01:00 2004 GMT>-<Feb 23 23:59:00 ...

MD5 Fingerprint: C4:D7:F0:B2:A3:C5:7D:61:67:F0:04:CD:43:D3:BA:58

SHA1 Fingerprint: 90:DE:DE:9E:4C:4E:9F:6F:D8:86:17:57:9D:D3:91...

Are you sure you want to trust this certificate? yes

Trusting certificate <GTE CyberTrust Root>

Type a Keystore protection Password.

Press ENTER for no protection password (not recommended):

For Verification: Type a Keystore protection Password.

Press ENTER for no protection password (not recommended):

Certificate(s) from </tmp/root.crt> are now trusted

-t Indicates that the certificate is a trusted CAcertificate. The command output includes
the certificate details, which you are asked to verify.

-f format Specifies the format of the certificate or private key.When importing a certificate, it
must be encoded using either the PEM (pem) or binary DER (der) format.

certfile Specifies the file that contains the certificate.

Display the certificate information.
# pkgadm listcert

Enter Keystore Password: storepass
Keystore Alias: GTE CyberTrust Root

Common Name: GTE CyberTrust Root

Certificate Type: Trusted Certificate

Issuer Common Name: GTE CyberTrust Root

Validity Dates: <Feb 23 23:01:00 2004 GMT>-<Feb 23 23:59:00 2006 GMT>

MD5 Fingerprint: C4:D7:F0:B2:A3:C5:7D:61:67:F0:04:CD:43:D3:BA:58

SHA1 Fingerprint: 90:DE:DE:9E:4C:4E:9F:6F:D8:86:17:57:9D:D3:91:

BC:65:A6:89:64

Remove the temporary file.
# rm /tmp/root.crt
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� How toSpecify aWebProxy
If your system is behind a firewall with a web proxy, youmust specify the web proxy to use patchadd
to apply a patch.

Become superuser or assumean equivalent role.

Use one of the followingmethods to specify awebproxy:

� Specify the web proxy by using the http_proxy, HTTPPROXY, or HTTPPROXYPORT environment
variable.
For example:

# setenv http_proxy http://mycache.domain:8080

Or, specify one of the following:

# setenv HTTPPROXY mycache.domain
# setenv HTTPPROXYPORT 8080

� Specify the web proxy on the patchadd command line.
For example:

# patchadd -x mycache.domain:8080 \

-M http://www.sun.com/solaris/patches/latest 101223-02 102323-02

� How toDownloadandApply a Solaris Patch
Use this procedure to download either a signed or an unsigned Solaris patch and then apply it to your
system.

If you want to apply signed patches, youmust first set up the package keystore.

Gain access to the system in one of theseways:

� Log in to the systemwhere you want to apply the patch.
� Download the patch and use the ftp command to copy the patch to the target system.

Start awebbrowser andgo to the Patch Portal at http://sunsolve.Sun.COM.

Determinewhether to download a specific patch or a patch cluster, thendoone of the following:

� Type the patch number (patch-id) in the Find Patch search field, then click Find Patch.
Entering patch-id downloads the latest patch revision.
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If this patch is freely available, the patch README appears. If this patch is not freely available, an
ACCESS DENIED message appears.
Note that patch numbers for SPARC based and x86 based systems are different. The patch IDs are
listed in the patch README. Ensure that you apply the patch that matches your system
architecture.

� Select the Recommended Patch Cluster that matches the Solaris release that is running on the
system that you want to patch.

Download the patch.

� To download a copy of the signed patch, click the Download Signed Patch (n bytes) HTTPS
button or the FTP button.

� To download an unsigned patch, click the Download Patch (n bytes) HTTPbutton or the FTP
button.

When the patch or patches are successfully downloaded, close the web browser.

Change to the directory that contains the downloadedpatch.

Become superuser or assumean equivalent role.

(Unsigned patch) If you downloaded an unsignedpatch, unzip the patch.
# unzip patch-id

Apply the signedor unsignedpatch.

� If you downloaded a signed patch, apply it.
For example:

# patchadd /tmp/111879-01.jar

� If you downloaded an unsigned patch, apply it.
For example:

# patchadd /tmp/111879-01

Verify that the patch has been successfully applied.

For example:
# patchadd -p | grep 111879

Patch: 111879-01 Obsoletes: Requires: Incompatibles: Packages: SUNWwsr
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� How toDisplay InformationAbout Solaris Patches
Before applying patches, youmight want to knowmore about patches that have been previously
applied. The following commands provide useful information about patches that are already applied
to a system.

� patchadd -p or showrev -p

Shows all patches that have been applied to the system.
� pkgparam pkgid PATCHLIST

Shows all patches that have been applied to the package identified by pkgid, for example,
SUNWadmap.

� patchadd -S Solaris-OS -p
Shows all the /usr patches that have been applied to anOS server.

Use one of the following patchadd command lines to display information about patches that have
been applied to your system.

� To obtain information about all patches that have been applied to your system, type:

$ patchadd -p

� To verify whether a particular patch has been applied to your system, type, for example:

$ patchadd -p | grep 111879

� How toRemovea Solaris PatchbyUsing the patchrm
Command
Become superuser.

Remove the patch.
# patchrm 111879-01

Checking installed patches...

Backing out patch 111879-01...

Patch 111879-01 has been backed out.

Verify that the patchwas removed.
# patchadd -p | grep 111879

#

◗
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SMF Services

The following table lists some of the services that have been converted to use SMF. Each service
includes the daemon or service name, the FMRIs for that service, the run script that is used to start
the service, and whether the service is started by inetd.

TABLE A–1SMFServices

ServiceName FMRI Run Script
inetd

Service

automount svc:/system/filesystem/autofs:default autofs No

consadmd svc:/system/consadm:default rootusr No

coreadm svc:/system/coreadm:default coreadm No

cron svc:/system/cron:default cron No

cryptoadm svc:/system/cryptosvc:default N/A No

cvcd svc:/system/cvc:default cvcd No

dcs svc:/platform/<arch>/dcs:default None Yes

dtlogin svc:/application/graphical-login/dtlogin:default dtlogin No

dtprintinfo svc:/application/dtprintinfo:default dtlogin No

dtspcd svc:/network/dtspc:default None Yes

dumpadm svc:/system/dumpadm:default savecore No

efdaemon svc:/platform/<arch>/efdaemon:default efcode No

fmd svc:/system/fmd:default N/A No

gssd svc:/network/rpc/gss:default None Yes
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TABLE A–1 SMFServices (Continued)

ServiceName FMRI Run Script
inetd

Service

imapd svc:/network/imap/tcp:default

svc:/network/imapnew/tcp:default

None Yes

in.chargend svc:/network/chargen:dgram

svc:/network/chargen:stream

None Yes

in.comsat svc:/network/comsat:default None Yes

in.daytimed svc:/network/daytime:dgram

svc:/network/daytime:stream

None Yes

in.dhcpd svc:/network/dhcp-server:default dhcp No

in.discardd svc:/network/discard:dgram

svc:/network/discard:stream

None Yes

in.echod svc:/network/echo:dgram

svc:/network/echo:stream

None Yes

in.fingerd svc:/network/finger:default None Yes

in.ftpd svc:/network/ftp:default None Yes

in.named svc:/network/dns/server:default inetsvc No

in.rarpd svc:/network/rarp:default boot.server No

in.rdisc svc:/network/initial:default inetinit No

in.rexecd svc:/network/rexec:default None Yes

in.rlogind svc:/network/login:rlogin

svc:/network/login:eklogin

svc:/network/login:klogin

None Yes

in.routed svc:/network/initial:default inetinit No

in.rshd svc:/network/shell:default

svc:/network/kshell

None Yes

in.talkd svc:/network/talk:default None Yes

in.telnetd svc:/network/telnet:default None Yes

in.tftpd svc:/network/tftp/udp6:default None Yes
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TABLE A–1 SMFServices (Continued)

ServiceName FMRI Run Script
inetd

Service

in.timed svc:/network/time:dgram

svc:/network/time:stream

None Yes

in.tnamed svc:/network/tname:default None Yes

in.uucpd svc:/network/uucp:default None Yes

inetd-upgrade svc:/network/inetd-upgrade:default N/A No

inetd svc:/network/inetd:default inetsvc No

intrd svc:/system/intrd:default None No

ipop3d svc:/network/pop3/tcp:default None Yes

kadmind svc:/network/security/kadmin:default kdc.master No

kbd svc:/system/keymap:default keymap No

keyserv svc:/network/rpc/keyserv:default rpc No

kpropd svc:/network/security/krb5_prop:default None Yes

krb5kdc svc:/network/security/krb5kdc:default kdc No

ktkt_warnd svc:/network/security/ktkt_warn:default None Yes

ldap_cachemgr svc:/network/ldap/client:default ldap.client No

loadkeys svc:/system/keymap:default keymap No

lockd svc:/network/nfs/client:default

svc:/network/nfs/server:default

nfs.server No

lpsched and lpshut svc:/application/print/server:default lp No

mdmonitord svc:/system/mdmonitor:default svm.sync No

metainit svc:/system/metainit:default svm.init No

metadevadm svc:/platform/<arch>/mpxio-upgrade:default N/A No

mount svc:/system/filesystem/local:default

svc:/system/filesystem/minimal:default

svc:/system/filesystem/root:default

svc:/system/filesystem/usr:default

nfs.client,
rootusr,
standardmounts

No

mountd svc:/network/nfs/server:default nfs.server No

nfsd svc:/network/nfs/server:default nfs.server No
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TABLE A–1 SMFServices (Continued)

ServiceName FMRI Run Script
inetd

Service

nfsmapid svc:/network/nfs/client:default

svc:/network/nfs/server:default

nfs.server No

nis_cachemgr svc:/network/rpc/nisplus:default rpc No

nscd svc:/system/name-service-cache:default nscd No

ntpdate svc:/network/ntp:default xntpd No

ocfserv svc:/network/rpc/ocfserv:default ocfserv No

picld svc:/system/picl:default picld No

pmconfig svc:/system/power:default power No

printd svc:/application/print/cleanup:default spc No

quotaon svc:/system/filesystem/local:default ufs_quota No

rcapd svc:/system/rcap:default rcapd No

rpcbind svc:/network/rpc/bind:default rpc No

rpc.bootparamd svc:/network/rpc/bootparams:default boot.server No

rpc.mdcomm svc:/network/rpc/mdcomm:default None Yes

rpc.metad svc:/network/rpc/meta:default None Yes

rpc.metamedd svc:/network/rpc/metamed:default None Yes

rpc.metamhd svc:/network/rpc/metamh:default None Yes

rpc.nisd svc:/network/rpc/nisplus:default rpc No

rpc.nispasswdd svc:/network/rpc/nisplus:default rpc No

rpc.rexd svc:/network/rpc/rex:default None Yes

rpc.rstatd svc:/network/rpc/rstat:default None Yes

rpc.rusersd svc:/network/rpc/rusers:default None Yes

rpc.smserverd svc:/network/rpc/smserver:default None Yes

rpc.sprayd svc:/network/rpc/spray:default None Yes

rpc.ttdbserverd svc:/network/rpc/ttdbserver:tcp None Yes

rpc.walld svc:/network/rpc/wall:default None Yes

rpc.yppasswdd and
rpc.ypupdated

svc:/network/nis/server:default rpc No
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TABLE A–1 SMFServices (Continued)

ServiceName FMRI Run Script
inetd

Service

rquotad svc:/network/nfs/rquota:default None Yes

sadc svc:/system/sar:default perf No

savecore svc:/system/dumpadm:default savecore No

sendmail svc:/network/smtp:sendmail sendmail No

sf880drd svc:/platform/<arch>/sf880drd:default sf880dr No

slpd svc:/network/slp:default slpd No

sshd svc:/network/ssh:default sshd No

statd svc:/network/nfs/client:default

svc:/network/nfs/server:default

nfs.server No

svc.startd svc:/system/svc/restarter:default N/A No

syseventd svc:/system/sysevent:default devfsadm No

sysidpm, sysidns,
sysidroot, sysidsys

svc:/system/sysidtool:system sysid.sys No

sysidnet svc:/system/sysidtool:net sysid.net No

syslogd svc:/system/system-log:default syslog No

ttymon svc:/system/console-login:default inittab No

utmpd svc:/system/utmp:default utmpd No

vold svc:/system/filesystem/volfs:default volmgt No

xntpd svc:/network/ntp:default xntpd No

ypbind svc:/network/nis/client:default rpc No

ypserv svc:/network/nis/server:default rpc No

ypxfrd svc:/network/nis/server:default rpc No

zoneadm svc:/system/zones:default N/A No

None svc:/network/loopback:default network No

None svc:/network/physical:default network No
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boot-file parameter, setting with the eeprom
command, 168-169

boot loader, GRUB, 200-210
boot options, -k, 169
boot process

description (SPARC), 262
x86, 268

boot subsystem in the GRUB boot environment, 236-237
booting

64-bit x86 based system in 32-bit mode (example
of), 256, 257

a diskless client (how to), 147
a system, guidelines, 162
a systemwith the kernel debugger (kmdb), 169
and PC BIOS, 262
interactively (how to)

SPARC, 190
the Solaris Device ConfigurationAssistant (how to)

x86, 252
to run level S

SPARC, 189
x86 based system in 64-bit mode, 167

booting a system to run level 3 with GRUB, example
of, 212

booting a system to run level S
GRUB based booting

how to, 213-216
booting an x86 based system interactively with

GRUB, 216-219
booting from disk with GRUB, 207
booting from the network with GRUB, 208-209

BIOS (Continued)
DHCP configuration, 208

booting the failsafe archive
GRUB based booting, 227-230
to replace a corrupt boot archive, 230-233

booting with GRUB, reference, 236-240
Bourne shell

See also user initialization files
basic features, 91

Break key, 193

C
C shell

basic features, 91
environment variables and, 92, 96
shell (local) variables and, 92
user initialization files and, 89, 97

See user initialization files
creating, 91
to reference a site initialization file, 90

CD-ROMdevices
adding software frommounted CD

example of, 389
CDPATH environment variable, 93
certificate, trusted

definition, 314
obtaining, 317
overview, 316

changing
configuration settings

PatchManager, 441-442
directory ownership for user accounts, 111
file ownership for user accounts, 111
JavaWeb Console properties

session timeout period, 62
patch directory locations, 440-441
patch sets, 440
policy for applying patches, 417-418, 439-440
user ID numbers, 111
user login names, 111
user passwords

by user, 76
frequency of, 76, 82
Users Tool, 114
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changing JavaWeb Console properties, choosing an
auditing implementation, 60

checking, installed packages (example of), 395
clean shutdown, 172
command-line interface

accessing smpatch, 421-423
configuring patchmanagement environment, 423-427
managing patches, 427-436
PatchManager, 405
smpatch command, 405

local mode, 412-413
remotemode, 413

tuning patchmanagement environment, 436-442
commands (SMF), list of, 277
commands in GRUBmenu, kernel command, 221-222
compatibility with other applications, JavaWeb

Console, 56
components of GRUB, 204
configuration parameters

PatchManager, 418-419
resetting PatchManager values, 441-442

configuration repository (SMF), See repository
configuring, patchmanagement environment, 423-427
configuring DHCP, booting from the network with

GRUB, 224-225
configuring JavaWeb Console, 60
controlling file and directory access, 96
corrupt boot archive, how to replace, 230-233
creating, list of patches, 428-429
.cshrc file

customizing, 91, 97
description, 89

D
daemon group, 73
Debug trace log, where audit messages are written, 61
default GRUBmenu, 201
definitions of patch-related terms, 407-409
delegated restarters (SMF), 278
deleting

diskless client OS services (example of), 148
diskless client OS services (how to), 148
user home directories, 112
usermailboxes, 112

dependency statements (SMF), description, 272
DER (Distinguished Encoding Rules), 316
determining, system’s run level (how to), 280
device naming conventions, in GRUB, 204
devices, when to turn off power to, 179
dfstab file, user home directory sharing and, 108
DHCP, configuring a GRUB based PXE boot, 208
DHCPmacros, using in GRUB, 224-225
digital signature

of signed patches, 400, 414
directories

base directory (basedir), 321
changing ownership for user accounts, 111
controlling access to, 96
home, 77
PATH environment variable and, 93, 94, 95
skeleton, 89

disabling
run control script (how to), 302
user accounts

passwords and, 82, 112
Users tool, 112

disk boot, GRUB based, 207
diskless client management commands

smosservice

addOS services, 128
diskless client troubleshooting, how to addmissing

ARCH=all packages, 151-158
diskless clients

addingOS services for (how to), 138
applying patches to, 399
booting (how to), 147
definition, 124
deleting OS services (example of), 148
deleting OS services (how to), 148

displaying
configuration of patchmanagement

environment, 438-439
environment variables, 92
installed software information, 393
list of patches, 428-429

using patchadd, 450
usermask, 96

download directory, changing patch, 440-441
downloading

patches, 416
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downloading, patches (Continued)
automatically, 415
using PatchManager, 430-431
using patchadd, 448
using smpatch, 430

E
editing the GRUBmenu, modifying Solaris boot

behavior, 220-221
eeprom command

boot-file parameter, 168-169
how to use to set boot parameters

GRUB, 219-220
modifying Solaris boot behavior, 206-207
setting console parameters, 220

encryption, 79
env command, 92
environment variables

description, 92, 96
LOGNAME, 93
LPDEST, 93
PATH, 93, 95
SHELL, 93
TZ, 94

/etc/dfs/dfstab file, user home directory sharing
and, 108

/etc files
user account information and, 77, 79

/etc/init.d directory, 301
/etc/inittab file

entry description, 281
example of default, 281

/etc/passwd file
description, 79
fields in, 79
user ID number assignment and, 73
recovering

SPARC, 194
recovering (example of)

x86, 232, 254
deleting user accounts and, 112

/etc/shadow file, description, 79
/etc/skel directory, 89
/etc/vfstab file, 109

example of booting a system to run level S, GRUB based
booting, 214

example of booting an x86 based systemwith GRUB,
interactive boot, 217

example of GRUB based booting, 212
/export/home file system, 77

F
failsafe archive

GRUB based booting
recovery, 227-230

GRUB reference
description, 239-240

fault management resource identifier, See FMRI
files

changing ownership for user accounts, 111
controlling access to, 96
verifying attributes for newly installed packages, 395

FMRI, description, 274
forget root password, SPARC, 195
functional components of GRUB, 204

G
GECOS field (passwd file), 80
getting started, PatchManager, 419-420
GIDs, 73

assigning, 76
definition, 75
large, 74

glossary of patch-related terms, 407-409
group file

deleting user accounts and, 112
description, 79
fields in, 82

group ID numbers, 73, 75, 76
groups

changing primary, 76
default, 76
description, 75
description of names, 75
displaying groups a user belongs to, 76
guidelines formanaging, 75, 76
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groups (Continued)
ID numbers, 73, 75, 76
name services and, 76
names

description, 75
permissions setting for, 96
primary, 75, 76
secondary, 75, 76
storage of information for, 79, 82
UNIX, 75

groups command, 76
GRUB archives

failsafe and normal
reference, 239-240

GRUB based booting
(Overview), 200-210
(Reference), 236-240
about DHCPmacros, 224-225
booting a system interactively, 216-219
booting the failsafe archive, 227-230
example of booting a system to run level 3, 212
example of booting a system to run level S, 214
example of interactive boot, 217
from the network, 224
how it works, 201-202
how to boot a system run level S, 213-216
how to replace a corrupt boot archive, 230-233
modifying the GRUBmenu

boot behavior, 222-223
setting console parameters with eeprom

command, 220
TaskMap, 212-235
using the kernel command, 221-222

GRUB based disk boot, 207
GRUB based network boot, 208-209
GRUB boot archive, managing, 239
GRUB default menu, default, 201
GRUB device naming conventions, 204
GRUB functional components, 204
GRUBmenu

description of, 205-206
kernel command, 221-222

GRUBClient, GRUB based network boot, 208-209

H
halt command, 173
history environment variable, 93
HOME environment variable, 93
/home file system, user home directories and, 77
howGRUB based booting works, 201-202
how to use GRUB to boot a system to run level s, 213-216

I
ID numbers

group, 73, 75, 76
user, 73, 74, 111

inetadm command, description, 277
init command

description, 173
shutting down a stand-alone system, 177

init states, See run levels
initialization files, system, 78
installing JavaWeb Console, running the setup script, 63
interactive boot, booting an x86 based systemwith

GRUB, 216-219

J
Java keystore, 317
JavaWeb Console

(Overview), 56
application access to remote systems, 69
application and console access, 68
application privileges, 68
changing properties of

auditing implementation, 60
console session timout, 60
logging level, 60

configuring, 60
configuring properties, 62-63
reference information, 68-70
removing software, 64
security considerations, 68
starting applications from, 58
Sun JavaWeb Console, 55
troubleshooting, 66
using authTypes tag, 69
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JavaWeb Console commands
smcwebserver, 57
smreg, 57

JavaWeb Console installation, 63

K
kernel command, using in the GRUBmenu, 221-222
kernel debugger (kmdb), 169
kernel initialization in the GRUB boot environment, 237
key, user, See user key
keystore, 314
keytool command, 318
kmdb command, booting a systemwith, 169
Korn shell

basic features, 91
user initialization files and, 89

L
L1-A keys, 193
LANG environment variable, 93, 95, 96
LC environment variables, 95, 96
library interfaces, SMF, 277
listing

configuration of patchmanagement
environment, 438-439

package information (example of), 393
*LK* password, 82, 112
local.cshrc file, 89
local.login file, 89
local mode

single-usermode patch operations in, 413
smpatch in, 412-413

local.profile file, 89
locale environment variable, 93
log entries, viewing PatchManager, 436
.login file

customizing, 91, 97
description, 89

login names (user)
changing, 111
description, 72

LOGNAME environment variable, 93

LPDEST environment variable, 93
luupgrade, applying patches, 434-435

M
macros, DHCP, 224-225
mail aliases, user login names vs., 73
MAIL environment variable, 92, 93
managing the GRUB boot archive, 239
manifests (SMF), description, 275
MANPATH environment variable, 93
maximums

secondary groups users can belong to, 75
user ID number, 73
user login name length, 78
user password length, 76

menu
GRUB

default, 201
description of, 205-206

menu.1st, GRUB component, 204
minimums

user login name length, 78
user password length, 76

modify Solaris boot behavior, editing the GRUB
menu, 222-223

modifying Solaris boot behavior, 206-207
kernel command

GRUB, 206-207
modifying Solaris boot behavior in GRUBmenu, 220-221
monitor (PROM), 261
mounting

user home directories
automounting, 78

user home directories (how to), 109
multiple operating systems in the GRUB boot

environment, 238-239
multiple versions of software packages, 321, 322
multiuser level, See run level 3

N
name services

groups and, 76
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name services (Continued)
user accounts and, 77, 79

names
group

description, 75
software package naming conventions, 320
SUNW prefix, 320
user login

changing, 111
description, 72

naming conventions for devices, in GRUB, 204
Navigation pane of SolarisManagement Console,

nodes, 35
network boot

using GRUB, 224
with GRUB, 208-209

new features, SMF, 271
newgrp command, 76
NIS

user accounts and, 77, 79
NIS+

groups and, 76
user accounts and, 112

noaccess user/group, 73, 83
noask_pkgadd administration file, 321, 390
nobody user/group, 73, 83
nodes, Navigation pane of SolarisManagement

Console, 35
nonstandard patches, 418, 427, 433
normal archive in GRUB

boot archive
reference, 239-240

notifying users of system down time, 173
NP password, 82

O
OS server, description, 128
other (permissions setting), 96

P
package keystore, setting up, 318

packages
adding

See also pkgadd command
definition of, 314
overview, 314
signed

See packages, signed
packages, signed, overview, 314
passwd file, 79

deleting user accounts and, 112
fields in, 79, 80
recovering

SPARC, 194
recovering (example of)

x86, 232, 254
user ID number assignment and, 73

passwords (user)
aging, 79, 114
changing

frequency of, 76, 82
by user, 76
Users Tool, 114

choosing, 76
description, 76, 114
disabling/locking user accounts and, 82, 112
encryption, 79
expiration, 82
NP password, 82
*LK* password, 82, 112
precautions, 76
setting, 76, 114
Users Tool, 114

patch directory locations, changing, 440-441
patch list operations, 413-414
patch lists

displaying, 430-431
using patchadd, 450

resolving, 433-434
patchmanagement, SunUpdate Connection, 310-311
patchmanagement process

analyzing system for patches, 415-416
applying patches to a system, 416
downloading patches to a system, 416
removing a patch from a system, 416-417
updating a systemwith patches, 415
using PatchManager, 414-417
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patchmanagement tools
command-line interface

smpatch command, 405
patchadd command, 405
roadmap, 406
selecting, 404
supported Solaris releases, 402

PatchManager
command-line interface

smpatch command, 405
comparison of interfaces, 420
configuration parameters, 418-419

resetting values of, 441-442
getting started, 419-420
patch list operations, 413-414
patch properties, 418
PatchPro analysis engine, 412
purpose of, 414-419
required Solaris software, 411
summary of features, 420
troubleshooting, 442-444

patch properties, PatchManager, 418
patch sets, changing, 440
patchadd command, 403, 405

tasks using, 445-450
patches

See also updates
accessing Solaris, 401
availability of, 401
definition of, 400
displaying information about, 450
downloading, 430-431

using patchadd, 448
managing, 406
nonstandard, 418, 427, 433
numbering scheme, 401
patch READMEfiles, 401
selecting best method for applying, 404
signed, 400, 414

applying, 314
source of, 417
standard, 418
terms used with, 407-409
tools for applying, 402-404
unsigned, 400, 414

PatchPro, keystore, 317

PatchPro analysis engine, 412
PATH environment variable

description, 93, 94
setting up, 94, 95

path shell variable, 92
PC BIOS (and booting), 262
PEM (Privacy EnhancedMessage), 316
performing a GRUB based network boot, 224
permissions, 96
PKCS7 (Public Key Cryptography Standard #7), 316
/pkg directory, 392
pkgadd command

-d option (device name), 388, 391, 392
-s option (spool directory), 391, 392
adding packages (how to), 388

using anHTTPURL, 390
alternate base directory and, 322
bypassing user interaction, 321, 322
overview, 318
-a option (administration file), 321, 322, 388, 390
prerequisites for using, 320
spool directories and, 391
spool directories and (example of), 392

pkgadm command
overview, 318
pkgadm listcert command

output, 316
pkgchk command

overview, 318
using (example of), 395

pkginfo command
displaying all packages installed (example of), 393
how to use, 393
overview, 318, 320

pkgparam command, overview, 318
pkgrm command

caution, 320
overview, 318
prerequisites for using, 320
rm command vs., 320

pkgtrans command, overview, 318
PKI (Public Key Infrastructure) site, 317
policy for applying patches, 417-418

changing, 417, 439-440
poweroff command, 173
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primary administrator role
creating (overview), 41
granting rights, 41

primary groups, 75, 76
prodreg command, overview, 318
.profile file

customizing, 91, 97
description, 89

profiles (SMF), description, 275
PROM

finding the PROM revision, 183
monitor, 261

prompt shell variable, 93
PS1 environment variable, 93
pseudo-ttys, 73
pseudo user logins, 73
PXEClient, GRUB based network boot, 208-209

R
reboot command, 173
recover root password (how to), SPARC, 195
recovering

booting the failsafe archive
GRUB based booting, 227-230

reference
GRUB based boot process, 236-240
managing the GRUB boot archive, 239

registering your Solaris system
Basic Registration Tool

SunUpdate Connection, using, 311-312
registering your system

adding a subscription key (CLI), 351
CLI commands, 349-350
editing the registrationprofile.properties

file, 352
later, 346
never, 353
reregistering to change the user, 351
using fail-safe mode (CLI), 352
using the CLI, 347-352
using the registration wizard, 341-342

registrationprofile.properties file, 347
remotemode, smpatch in, 412-413

remote package server
adding packages to a spool directory (example of), 392
software installation from, 390
software installation from (example of), 390

removef command, 320
removing

packages with administration files and, 322
patches, 416-417, 436

using patchrm, 450
software packages

guidelines for, 320
removing JavaWeb Console software, 64
repairing the /etc/passwd file

SPARC, 194
x86, 232, 254

replacing corrupt boot archive (how to), 230-233
repository (SMF)

description, 272, 276
reset command, 187
resetting

a SPARC based system, 187
patch configuration parameter values, 441-442

resolving list of patches, 433-434
restarters (SMF), 278

description, 272
root password, forget, SPARC, 195
run control scripts, 283

adding (how to), 301
disabling (how to), 302
starting and stopping services, 300

run level
0 (power-down level), 279
1 (single-user level), 279
2 (multiuser level), 279
3 (multiuser with NFS), 279

booting to, 145, 188, 212, 243
processes executed at, 282
what happens when system is brought to, 282

6 (reboot level), 280
default run level, 279
definition, 279
determining (how to), 280
s or S (single-user level), 279

booting to, 214, 246
s or S (single-user state)

booting to, 189
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S
/sbin/rc0 script, 284
/sbin/rc1 script, 284
/sbin/rc2 script, 284
/sbin/rc3 script, 285
/sbin/rc5 script, 285
/sbin/rc6 script, 285
/sbin/rcS script, 285
secondary groups, 75, 76
security, user ID number reuse and, 74
security considerations, JavaWeb Console, 68
selecting a logging level, changing JavaWeb Console

properties, 60
server, patch, 417
servers

description, 123
OS server, 128

service (SMF), description, 273
service configuration repository, See repository
servicemanagement facility

See SMF
service plan, SunUpdate Connection, 311
service states, description, 275
session timeout period, changing JavaWeb Console

properties, 62
set command, 92
setenv command, 92
setting

different patch directory locations, 440-441
PatchManager configuration parameters, 418-419

resetting values of, 441-442
Setting boot parameters by using eeprom command,

GRUB based booting, 219-220
setting console parameters with eeprom command, GRUB

based booting, 220
setup script, JavaWeb Console, 63
shadow file

description, 79
fields in, 81, 82

sharing, user home directories (how to), 108
SHELL environment variable, 93
shell variables, 92
shells

basic features, 91
environment of, 92
environment variables and, 92, 96

servers (Continued)
local variables, 92
user initialization files and, 97

shutdown command
description, 173
notifying users, 173
shutting down a server, 162
shutting down a server (how to), 174

shutting down
a system, guidelines, 162
a system cleanly with shutdown and init

commands, 172
signed patches, 400

See also patches
definition of, 414
digital signature of, 414
when to use, 406

single sign-on, secure https port, JavaWeb Console, 56
single-user level, See run level s or S
site initialization files, 90
/skel directory, 89
skeleton directories (/etc/skel), 89
smc command

graphical user interface, 403, 405
smcwebserver command, JavaWeb Console, 57
SMF

commands, 277
delegated restarters, 278
library interfaces, 277
overview, 271

smpatch command, 405
analyzing system for patches, 428-429
applying patches, 431-432

in single-usermode, 431-432
command-line interface, 403
removing a patch, 436
running in local mode, 412-413, 413
SunUpdateManager

SunUpdate Connection, 310
updating a systemwith patches, 430-431

smreg command, JavaWeb Console, 67
snapshots (SMF), description, 276
softwaremanagement

naming conventions for packages, 320
packages and, 314
tools for, 318

Index

SystemAdministration Guide: BasicAdministration • May 2006466



software packages
installing, 392
installing from a spool directory (example of), 392

Solaris boot behavior
how tomodify

GRUB, 220-221
modifying, 206-207

Solaris Device ConfigurationAssistant, overview, 251-252
SolarisManagement Console

description, 31
description of tools, 32
reasons for using, 33
starting (how to), 44
using with RBAC, 39

Solaris software, registration (TaskMap), 326-328
source of patches, 417

local collection of patches, 417
patch server, 417

specifying, 417, 426-427
spool directories

installing software packages to (example of), 392, 395
installing software packages to (how to), 391

staff group, 76
stage2, GRUB component, 204
stand-alone systems, definition, 124
standard patch, 418
starting and stopping services, 300
starting applications from JavaWeb Console launch page,

JavaWeb Console launch page, 58
Stop-A keys, 193
stopping

a system for recovery purposes
SPARC, 193

a system for recovery purposes (how to)
x86, 227, 252

strategies, for using Solaris patches, 400
stty command, 95
subscription key

definition, 330-331
purchasing, 331

Sun JavaWeb Console, JavaWeb Console, 55
SunOnlineAccount, creating, 329
Sun PatchManager, See PatchManager
Sun software packages

adding (example of), 389
installing, 390

SunUpdate Connection
patch and updatemanagement, 310-311
requirements for using, 311
service plan

requirements for using SunUpdate
Connection, 311

web application, 311
SunUpdate Connection components, SunUpdate

Manager, 310
SunUpdate Connection Proxy, 311
SunUpdate Connection services, 325-326
SunUpdateManager, smpatch command, using, 310
SunSolve Patch &Updates Portal, SunUpdate

Connection, 311
SUNW prefix, 320
superuser (root) password, forget, SPARC, 195
support for servers and clients, description, 122
svc.startddaemon, description, 278
svcadm command, description, 277
svccfg command, description, 277
svcprop command, description, 277
svcs command, description, 277
sync command, 196
synchronize file systems with sync command, 196
system accounts, 73
system BIOS in GRUB boot environment, 236
system initialization files, 78
system requirements, PatchManager, 411
system shutdown commands, 172
system types

appliance, 124
diskless client, 124
guidelines for choosing, 124
overview, 122
server, 123
stand-alone system, 124

T
taskmap, GRUB based booting, 212-235
TERM environment variable, 94
TERMINFO environment variable, 94
time zone environment variable, 94
troubleshooting

a failed 64-bit boot, 259-260
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troubleshooting (Continued)
diskless client general problems, 156
JavaWeb Console, 66
PatchManager, 442-444

troubleshooting diskless client installation problems,
addingmissingARCH=all packages (how to), 151-158

ttys (pseudo), 73
ttytype pseudo user logins, 73
tuning, patchmanagement environment, 436-442
TZ environment variable, 94

U
UIDs, 111

assigning, 74
definition, 73
large, 74

umask command, 96
uninstalling, JavaWeb Console, 64
UNIX groups, 75
unregistering an application from the JavaWeb

Console, 67
unsigned patches, 400, 414

when to use, 406
updates

applying with SunUpdate Connection, 325-326
managing automatically, 339-341

updating a systemwith patches, 415, 430-431
in single-usermode, 430

user accounts, 72
description, 72
disabling/locking

passwords and, 82, 112
Users Tool, 112

guidelines for, 78
ID numbers, 73, 74, 111
login names, 72, 111
name services and, 77, 79
setting up

information sheet, 102
storage of information for, 77, 79

user home directories
changing ownership of, 111
customized initialization files in, 89
deleting, 112

UIDs (Continued)
description, 77
mounting

automounting, 78
mounting (how to), 109
nonlocal reference to ($HOME), 77, 91
sharing (how to), 108

user ID numbers, 73, 74, 111
user initialization files

Bourne shell, 88
customizing, 88, 97

adding customized files, 89
avoiding local system references, 91
environment variables, 92, 96
overview, 89
shell variables, 92, 94
site initialization files, 90
usermask setting, 96

default, 89
description, 78, 88
examples, 97
shells and, 90, 91, 97

user key, 314
user login names

changing, 111
description, 72

user logins (pseudo), 73
usermask, 96
user name and password used to obtain patches, 425-426
Users Tool

disabling accounts, 112
password administration, 114

uucp group, 73

V
/var/sadm/install/admin directory, 321
/var/sadm/patch directory, 404
/var/spool/pkg directory, 391, 392
variables

environment, 92, 96
shell (local), 92

verifying
software installation (example of), 395
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verifying (Continued)
software package installation

pkginfo command, 391
software package installation with pkginfo

command, 391
viewing

configuration of patchmanagement
environment, 438-439

patch lists, 428-429
using patchadd, 450

PatchManager log entries, 436

W
web-based systemmanagement applications, JavaWeb

Console, 56
web proxy, specifying, 424-425
when to turn off power to devices, 179
where audit messages are written, Debug trace log, 61
who command, 173, 280
world (permissions), 96

X
X.509, 316
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